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Abstract

Clamping matrix was a kind of matrix whose elements were non-negative integers within a certain
range, and these elements were always clamped within this range during the operation. Be con-
structed to two sets of square matrices that were mutually inverse under the clamp operation, the-
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reby generating a pair of keys. In the case of a first-order matrix, the clamp-designed cryptosys-
tem only had the cracking strength of polynomial complexity. When it was higher than the second
order, the original cracking causes no longer exists, so it was suddenly upgraded to the strength
of NP-complexity, and with the matrix, it increased exponentially as the order increases. The public
key cryptography of the clamping matrix had a unique form of batch encryption and decryption. Al-
though matrix multiplication was involved, the average computational occupancy for each plaintext
processing unit was not high. Different from traditional RSA, Elgamal and elliptic ciphers based on
large prime numbers (or based on finite fields constructed by large prime numbers), the key acqui-
sition of public key cryptography with a clamping matrix was extremely easy, and it did not need to
spend resources for prime number checking. Moreover, the public key cryptosystem of the clamping
matrix had a natural randomness effect, unlike RSA which required a specially designed pattern of
additional random padding, or the design of protocol interaction like Elgamal introduced a temporary
random Kkey. Clamping-matrix cryptosystems could be shown to have NP-complexity strengths like
discrete log difficulty reduction to enumerated indeterminate matrix form.
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Figure 1. Application of public key cryptography with clamping matrix
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Table 1. Comparison with RSA and Elgamal
% 1. 5 RSA. Elgamal BItE%E:

AP A U S EHKEY R B SC A FRAR il

RSA TE 2 MRFH 5 AL A AR
Elgamal KEH 5 AL AT A
KILEE BEALE T Y Ei L e, Ak

6. fNAREESELS

SRR SR k=3, n=10 IS4, HUZHAAAREON 7 19 10 BrRE /R ses, TERE 3 T
A. B EFIT 52 10 B 7 AL+ BERIAL) KEEHL ARG B EFERE . 1T MSVC R 4¢E B rand()HVEAIBEAL
b RIRRE], SERRE A2 6 A KBENLEL AR T, AR ) e — AN 2 Frow .

4840561 3575950 6112360 5241180 6125830 385600 1733800 7910630 7733220 9022910
5746580 8185381 6911040 4709280 6760690 7307130 2032580 4545240 6634190 8324160
1239650 2338340 3086811 561680 8766520 4056270 8141510 4980260 1324210 8621400
9977420 6188510 9516110 8079301 9835890 4530970 5592030 3880620 5728710 9117550
3984430 438810 9150170 5069880 5920491 1309220 7785400 5114430 5648660 519310
9590260 9090560 7931900 4593920 4400900 6939631 6536430 1911010 4766510 6955110
830800 2329340 9154510 3297990 6898510 4880480 5721641 8251390 2574210 9996500
7984580 9117110 5653540 3353650 3724880 5471350 9922830 719111 8711080 9087260
7901580 1769700 2407440 8312220 3994730 918220 1078060 9922470 9304781 8932180
3196020 7423230 3228060 3942230 3980070 1758560 620000 3350440 7873430 363881

Figure 2. Key example
B 2. ARG

Xl 3 pron B SCE T NS, s R 4 Fos.

85591 25431 44627 110083 30663 113049 210117 313168 258096 90416
60175 319738 130163 274143 270229 72693 63908 281369 124094 6467
125301 163259 44522 102152 21856 154337 212693 10904 73793 214935
181529 194119 286317 53109 292081 261238 52272 148086 294868 24214
195374 201644 245205 104714 52630 126952 57757 76612 153744 1414
167549 154745 246943 160771 10630 152792 279769 154854 48366 82815
310363 35932 116080 51256 76448 78550 148326 219822 95695 108308
320711 124269 109571 108635 107333 85374 21203 6598 175009 73438
122236 306554 59433 70914 188752 161979 132523 243766 139509 125016
150205 50995 198126 265632 268657 173420 303275 244732 95192 165315

Figure 3. Plaintext example

[# 3. BASZ/RAI

4541001 2146471 1562177 8360023 9576633 3175559 6855387 1265058 8628366 9103276
708865 8350628 6929313 5155773 4918069 984383 3989158 5720509 8805884 8528337
9420741 623669 2579672 2607812 5311586 4031827 7329893 3501464 4221903 1517635
6061219 9183849 9944617 3277569 1211761 3136708 3545202 1119016 9911358 1771574
7570224 8272524 1458825 1018084 5463690 1411962 8400947 4055282 2905224 9723744
8134369 1718055 2705073 9082931 1798830 1504362 419569 1381334 4052056 2555555
8777813 6162822 7931160 9894356 751168 5746990 8558686 5015062 9802525 8942738
8712081 6175279 6849151 9091375 5426303 5893824 2874523 2298788 2445749 6576658
5196066 1420864 7289313 2955344 4974762 1292339 4224943 8439446 923019 8768716
152345 5133725 9485126 7811692 4491517 872040 1478435 709722 1343782 856545

Figure 4. Encrypted result
4. TR
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XS AR e i S Rl 5 TR .

85591 25431 44627 110083 30663 113049 210117 313168 258096 90416
60175 319738 130163 274143 270229 72693 63908 281369 124094 6467
125301 163259 44522 102152 21856 154337 212693 10904 73793 214935
181529 194119 286317 53109 292081 261238 52272 148086 294868 24214
195374 201644 245205 104714 52630 126952 57757 76612 153744 1414
167549 154745 246943 160771 10630 152792 279769 154854 48366 82815
310363 35932 116080 51256 76448 78550 148326 219822 95695 108308
320711 124269 109571 108635 107333 85374 21203 6598 175009 73438
122236 306554 59433 70914 188752 161979 132523 243766 139509 125016
150205 50995 198126 265632 268657 173420 303275 244732 95192 165315

Figure 5. Decryption result
El 5 mEER

NIGUEAR A BENL TAC BRI RCR, 25 RE _F 1T W ST o — FUAE B (B SR ANF]), W 6.

85599 25439 44620 110086 30663 113042 210112 313164 258096 90416
60172 319731 130165 274148 270226 72699 63908 281367 124099 6463
125307 163251 44522 102151 21858 154336 212699 10905 73798 214936
181521 194116 286315 53109 292088 261234 52279 148088 294864 24218
195375 201645 245205 104710 52634 126952 57758 76612 153746 1416
167544 154740 246941 160776 10637 152794 279766 154856 48365 82818
310363 35931 116089 51255 76446 78553 148320 219826 95696 108302
320712 124262 109570 108633 107336 85374 21203 6598 175001 73430
122239 306557 59438 70913 188755 161978 132528 243765 139506 125014
150202 50997 198127 265636 268656 173428 303278 244737 95194 165312

Figure 6. Another version of the plaintext example with randomization at the end

B 6. REFEHILHIFASTRBIRI S —hRA

i P T AR ] (0 0 8 e ST, i 7 B

5521749 9551989 8959170 2877136 9405323 4092912 6316062 6433364 1266176 9062006
5617732 536111 4284285 1443658 6490606 4793539 474708 424217 4081529 179483
7924207 4490231 2878682 5206281 5870908 4234846 3818169 537725 4147308 9995896
672441 5162756 1467905 5335779 7820288 1642234 5996869 5796128 6854104 8708328
2348085 2437875 5404015 7293710 6982424 1204582 3950638 7237802 2064966 2683746
3472764 5568250 8391791 5164646 8733997 6971244 1278416 1992936 3509885 7216578
5459963 104161 6528229 6874675 7952516 5884633 3205450 2839486 4927246 4931422
8288132 6662162 2770330 1711263 5414226 334474 8939443 1846328 1074031 3066360
1490389 2696407 2292928 7214263 1665995 8166438 5439378 3830405 7279396 6836134
2347692 6550347 2518457 421576 6571486 4457038 7905488 4134797 5956844 6034402

Figure 7. Ciphertext encrypted using the key in Figure 2
B 7. ERE 2 BRMERE

AL T PR AN RS A [R] ) B SCHE AR [R] 25 A AR B A B8 502 ok, IR ek 1 AL i B — €
MIBEALIE RN o R =TT B S BB SCan T, L 8.
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85599 25439 44620 110086 30663 113042 210112 313164 258096 90416
60172 319731 130165 274148 270226 72699 63908 281367 124099 6463
125307 163251 44522 102151 21858 154336 212699 10905 73798 214936
181521 194116 286315 53109 292088 261234 52279 148088 294864 24218
195375 201645 245205 104710 52634 126952 57758 76612 153746 1416
167544 154740 246941 160776 10637 152794 279766 154856 48365 82818
310363 35931 116089 51255 76446 78553 148320 219826 95696 108302
320712 124262 109570 108633 107336 85374 21203 6598 175001 73430
122239 306557 59438 70913 188755 161978 132528 243765 139506 125014
150202 50997 198127 265636 268656 173428 303278 244737 95194 165312

Figure 8. Decryption after encryption of another version of the plaintext example
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Figure 9. Comparison of running time between RSA and the algorithm in this

paper
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