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Abstract

Privacy protection and network security concerns have received widespread attention in the con-
text of the big data era. This paper proposes a design scheme for a point-to-point virtual private
network (P2PVPN) based on TUN devices to address these challenges. The scheme employs TUN
devices to create virtual network interfaces and utilizes distributed routing tables to manage
communication between nodes. In addition, the proposed solution adopts a decentralized net-
work node structure that is based on ed25519 asymmetric encryption to enhance data transmis-
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sion security. The design offers cross-platform operability and boasts high versatility. Experimen-
tal verification indicates that the proposed P2PVPN design exhibits excellent performance and
security. Furthermore, in contrast to traditional VPNs, P2ZPVPN enables peer-to-peer communica-
tion without the need for third-party servers, rendering it impervious to DoS attacks. As a result,
data transmission becomes more secure and stable, providing users with a flexible, reliable, and
efficient P2PVPN service experience.
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Figure 1. Processofpacketreceiving
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Figure 2. Format of IP packet
& 2. 1P HEAER

IP JZ A B 0 AT P AR -

H—JEAR 1P AN, FTLUBFE A Z s, HF22 iz = Ph st AT AL 2E .

HONEAR TP ARAHL, WRAYELSIETORH], WK EFE R, BT e B M A .
IP JZ R AEHAR R H A HAT AR

H—BAR IP AL RIETH RN UER AN 2% 22—

FHOUM PR BRI . RIERE B A P 25 H A gEIE I 5 U7 ] i) T+ 5L

DOI: 10.12677/csa.2023.135103 1058 TR 5 R H


https://doi.org/10.12677/csa.2023.135103

KA &

PA Linux 5.10 WAZ I, BT A% A B0 G A DG TP 2 ARRS 1T, B /a2 T — WM
ZEAHR IR H HE B 4519 sk_buff,

2) sk_buff 5 #44A(sk_buff structure)

sk_buff 5 H T 3R HAR . 529 — DN EAR 3N Linux WA BSURES, &R B3 ik
— sk_buff 5Kk, SRIGEPIME AL IR AL T . 285 Wtk b 5 AR DS IR BN skb_refdsts

XA B A — A Fa k. 2R EHR M —FRON H N (dst_entry) S5 /44 . 245 KR ] DL E
sk_buff ZHE A &R R —X T B LU sk buff BRI, 1T RAYE SR & B N IZgE K,
AR W T — BT A, KT EURIER sk buff BRI, AT DAY B B Nz WA TR R

dst_entry Z5HHHE AN EER LG, 75104 input A1 output, XN ERER A R ECRES, EATT Ak
PRAT NS 350 LK) R B BT o 22 DO 28 ME AR SO B0 0 0 5 223047 A BN, IR input T4 7] 1 BR 2
2 X 2 HEAR T BAL BRI, A output TR M )RR L. 7E dst_entry 45449, input I output BRE R £
W AERIEHT ) B ARG A7 2% HIN W)E64K . input BREFREFAIIEAE TN 2 | R, output BREHRE 4]
B 2 frose

Table 1. Callback function of input function pointer table

5= 1. Input REIESTEIAR TR

B R
ip_local_deliver W HE OAL S E A s R
ip_forward HR—A RS
ip_mc_input BRI ERHEIEQ
ip_error S EE— N TGVE A ik

Table 2. Callback function of output function pointer table
5 2. Output R ¥ IE T EIE R R

EcE: Eiiip)
ip_output Ha Kot A% 2 B
ip_mc_output EREZ IR C RO IS E R T
ip_rt_bug ITENE S, KON RETEE X
dst_discard_out EIZH A

Sy BLER IR LEFRE I B AR B BOIR T IEAE B 1) B ARG AE 25 H R B AN BT 2 Hil . FEH.,
R sk buff HHFIR HRHEE, NS ZAHF AT det_entry.

3) IP 2 ¥ #3200 (Receiving Data at the IP Layer)

1P )2 FR AR I PR ORI 38 1Y) R A R B P IR AR A2 o TP 2RI A ip_rev BRBURUSCEUN , iR BT 5
SRR sk_buff G584, Z R RS AR 20 HOR A TR, IR U B R U B R 9 (sk_buff)
ft)_skb_refdst B 51, & 3 oK) skb_dst_set pREUE HLAE 8] IE6#H ) H AN 1 (dst_entry), fZ%H dst_input PR
PR RIE BN WAZARI T — 2 dst_input BREUN B — 2515 A R4 -

return skb_dst(skb)->input(skb);

skb_dst BRHCK B £ (sk_buff) ¥ _skb_refdst B HUH, ZEANTE M dst_entry ZEMITRIIEE,
dst_entry G5 FARTERATAE B, H input B URRYE B 09k M e Aol s, Bk ok 20
A& 3 fos.

DOI: 10.12677/csa.2023.135103 1059 MR 5 R


https://doi.org/10.12677/csa.2023.135103

KA &

i

B
il

BiRRHR
1§ Bsk_bufff
_skb_refdstpf 53

skb_dst_set

i

ip_route_input_slow

!

ip_route_input_rcu

I

ip_route_input_noref

f

ip_rcv_finish_core

RIAFERE

dst_input

f

ip_rcv_finish

f

ip_rcv_core

!

ip_rcv

[

IPRMIES

L sl
R

sk_buff(iE&/E)

Figure 3. The process of calling IP layer data reception functions
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Figure 4. The process of calling IP layer data transmission functions
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Figure 6. P2PVPN receive packet
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Table 3. Table for VPN performance
52 3. Dos Wi T VPN MREEL KRR
vpn i 3E3R (ms) k& (Mbps) DosH T i & (Mbps)
IPsec (AES-GCM) 0.503 881 100
OpenVPN 1.542 258 100
P2pVPN 0.487 684 100
IPsec (AES-GCM) 2.424 541 500
OpenVPN 7.123 131 500
P2pVPN 0.509 634 500
IPsec (AES-GCM) N/A N/A 1000
OpenVPN N/A N/A 1000
P2pVPN 0.544 628 1000
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