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Abstract

When the traditional key agreement algorithm based on public key infrastructure supports per-
fect forward secrecy, frequent key agreement is required, and the negotiation steps are compli-
cated. It also uses a time-consuming asymmetric key algorithm, which consumes a lot of perfor-
mance and is not suitable for embedded devices with limited resources. In response to the above
problems, this paper optimizes the traditional public key infrastructure key agreement scheme.
The key information does not need to be frequently exchanged through the network, but the two
parties dynamically generate the key locally, which ensures that the encryption key is different
each time, and supports perfect forwarding characteristic of secrecy. The experimental results
show that the performance of the optimized key agreement scheme is significantly improved
compared with the key agreement scheme based on traditional public key infrastructure.
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1. 5]

M E P H(key) A B2 — R TP, RINBHCHESH, REMMEERNHY, EYC
g B ST B B SCHE AL D B SR 75 BN N 3 B A B 8 i . B EAAE B A A 5 A R
AT, BHMEE RS TR, — HB M ER 1T fe 20 ™ 5 10 SO0 itk 25 - . 1883 4
Kerckhoffs $& Hi 7 #] 7 8 ¢ JE I (Kerckhoffs® Principle) [1], J& 44 35 2aAii b A 7N 2 —, mEA%
RS FE N AZ e RVE AN ATFI, ANREREI S 2 tt, RIS W& HRA KA mER, %3
15 B NAZ A -

TERAR AL S R X7 T EOE NS 4 — 80 A et S BN fe s a5 8, b & 247 %
PR, BT R A R R A BT AE o T ) N 2845 T8 e HolE <2 e s B E i 2 A I g AR . 1R
BT Hh S H 58 55 WU R 4455 (Perfect Forward Secrecy, PFS) [21451E, W88 2 4t ff 3 BAA E A%
N, R GHT AW R R AR M R A S 2 BT A e e, RIE T 2 BT BRI 7 4. PFS MES
£ |EEE 1363-2000 Frifk AN RN 2 M SHIL il b 7€ 2014 R AL T2 2 A [ K T
openss| bRk E FAELE L AR, o O MIRIR ", ASSCRERT ) ORI 26 3t rd A7 10 ™ 25 (1) 500 ik B
R, IR PSR R T E LT B R4, PFS 23 T HOkEE NIEM, £ K AFX PFS 24t T
X ¥, Google 7E Gmail. Google Docs FUINE 4 &= Ik %5 HH#E 4L T PFS, Twitter o4 /- 3C¥F T PFS, 411
TEFTA ] HTTPS [k A, 80% LA &R — @ REfE LR T PFS, W WX PFS (2 FfFE & B E L.

B XL 48 3T 4K £ Bt (Public Key Infrastructure, PKI)Z5 8 6 i 5 R 4E 3 PFS IS 1 AE A AIG,
AN T R A2 PR AN SV A ), B SE PRI S50 5 RHHAT 7 AL, S8 BT B EE
I LT, TS A E A B A AL A, RS TRRI AR RR B, IRIE T RO AN,
XRFT PFS Rk, SfE il s, RATT R T4 PKI BRI T R 2 E 5Tt
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2. BxI1E
2.1. BIAhEHARMRIRK

Li S5 A[3JF&H 1288 — AN ITLS MR EG e B, KRR R R, JFRAL TGRS
R =CAE FIE, TTLS ZENSCEI RS 2500 B 2 BT BN AS AL RS T B 0 i) B BE BH SR 28 7 il A0 o 44
MGG AANAEIRATRE . MM © 5 N[41456 T ECC Ml #li Z&(Ellipse Curve Cryptography, ECC). =¥
PUEAN [ ) 42 e AR H T T BB 13750 B — X 2 SR T %, <t ftERes—e g b
MFETE . ZERLAE A[SIHR H T — i i) 4248 B 20 0 F) 5 T 2 B B v A BRARL DRI A TIE 77 6, 65 R FH )
Kl 4k S T BB B R b R AR S TR E AR N[6] 8T T — R T SM2 R T B AL
BEGHEADEILS, s Boh R ZE I AN 2 G sy, I BAE T E RS 7 S TR
TS N[T]HEH 7 —Fh B TR L B 2 07 BRI TR, W RN T XA, K H
BORE S B s EAERIEE B, IR AWK SR i k. FARARSE N[8]HR T — Pk AR R B i
5 ECCHAIR ith B2 502 A0 45 5 126 ARV 05 77 58, A R TG 2 9 % v ) L J2 2 R A s ) 5 B AN — B0 1) R
KH T ECC s Bk At idh i R % B P AT 2 ARV RS o 5K e [ BAT 25 T T0UE 15 (W 35 B B i B k4T 1
N, FAE ARG, S a7 RENIERE RS TSR, S RE RGN, E&Ei
EH TR 5. 5 N[0 T —F ¥ 2 i A B A E T % 10T-AKA, & —Fpdd TR
2R B UENLEIAN T 22, %07 RIET eCK 22 MY, K22 A PRI T WA 151 it 28 523 5onk BO A ik
F1 CDH N AR L

2.2. SERETEREHEARTARINR

Yang Zheng %5 A[11] 10T RGuH&H T —FSCRE PFS 530 AKA T, T BUR B TR I ah4s
B Oy B0 AIE FEUE (DAC)E LT 1, ASAE FHATART 23 £H s B v, 14 B8 T M w1 SCRE PFS 1 stk 1+ DAC
() AKA Bt BE R . Syed %5 A [12]42 H T H A BEHLAT LA 1 1) 5 AN i ARe Mk 1) 28 A8 3 b i, 12 BRI 22
45 OTP (One Time Pad)ByEAH [, H & EE PFS (RS, R4t T — MR Tseol&yk, LA E D
(TS e o A S B0 v e, SRAOBERIA Ak T BB ML, SR TR B L R R N L S % . Avoine
2 N[LSEXT AR 2 ¥ B 3 T —Fh it B 03 36 0E (0 35 A 58 e b, T A 3 52 SE IR T 1 R 25 1, IE W
UG AT AR, R 2 vk (0 IERAE R - Saman 28 A\ 14132 T — N394 HE SIKM HEZE, SIKM
WERAE THAWE TR, EEAXEA RS T RS, SR e AT EEN, @
AR AR, B BN R — R, XM T RAEER LS PKI B EARLLA T8
B, B2 4 EARTEGRIG, VRSO IR BRI BUR RS, IF HBA 56 2 3CRFRT R IR % 4 . Qing
[15]%8 NIAA Avine %5 NZF SR B ML BA BRIG, IFEEXRTERNIREE, $2H T SAKE*hX, Hia
B PR R 15 ] B IR AL SRR T PFS, SAKE*PM i A4S ] T Dy Bl ML 8 B0 3 B E RS #
VERSEIL G B NIE . B AN B e B, $em T B A A EIERCE, MR T 2at, HEFK
By I R o T B A BB S R BB, IR AR IS T A, R TR SEBRIE BT A — 8 R RE W] LATS
Fetl .

3. EF PKI B4
3.1. EF PKI B SRR
BEF PKI R RS IR 5 S0 GERAE W E 1 Fis, B AR B 24N ESEIREE.
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Figure 1. Process diagram of PKI key negotiation
1. PKI BRI E 2

AP AERESIRN SR T

1) BHSCIEEE Hash pRETH 515 2% N hash 15 ;

2) fHH A FIFAHXT B SC hash [EH T2 48 FAE K A BT84

3) WWISC. FEB LA A RRERITE;

4) P A BENLA BN FRE S E AR IR 8 %8, 8 2 im % 90 3) h AR kAT W RN A, A i
%3 s

5) {EFHHF B AP AR IR S8R BT AR AR I 245 31 218 B %3

6) FHF' A KEUE 2 SO S B A B OB M4 Rk FH P B.

AP B EEKAF ABIENTEDT:

1) HF B AV G B A% SCHHT IR, 153 TEE I

2) A FH 4 T 2 A W SO B0 0 5% SO TR R R B, R B A SC, P B TR IR AR B A
R I B SO

3) A/ B ERMF ARREY, HMP AEBHRAHFEX A NEFEELHITIE, HT %0
RiEH A S, [FIRHE S A ZES 58 1) A2 B W] S Hash {# 5

4) F P B XPYR 2) A4S 1 B30T Hash i85

5) Xf b b 3)H B2 X hash (B RIE IR 4)Hid ik B SC Hash 38 525 i ¥ hash 18, FH % 5504 1)
SEEME

A8 F a5 2R HOHE R A R P AT B AE A SO RS B Y e B, BREEAG APy
IR P B O, BORHL AR T 28 s 22 4

3.2. PKI EA R A RIIE)RE

FEXUTT VA& BEAT N A I, 3% P 5L T PRI AR BRI 28 Skt AT B B i, B SBVAEXS U5
FOIEHIUESS, W H R B AL AR Oy, 35 B M MY A& T7 B ARG, AR faRfe i
EFERIIG, SEAXTTT AT IR B, AR B 3 SO s A5 B 2 9, R R 2R
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R ETFRATHEIT . E e E s R R b, a2 ih s s SOEE Oy 16 B, (HEN T &
BHNIE, RIRTT TR BN IE A I FIET, XEHFIER R P TR EHEE 2 W 128 £, F
%2 KRN, WO ENERE B A & BRI A AL, IFRRBCL PR ARSIz s o s 5%
i EARKHIE FIFA . HLk, et A 5 ) TARK B TH ST, 3RO R ik s B B 75 B AR IR A0k
TrMBCTAESS, WE R AR E R VAR O RR S, AR GBS, RS, G/ E 2 RAE
XFRERSIE SR, T AR AR R B AR XTI, 2T ECC AR i 28 AR X R SFVE A AE O AN
Fein b, SMO MFAEXNLLMEXSIZ S, L risfIa S NAERS, i DASAEAE 1 B (I (T4 . 26 PKI %
B e SR IR T A S [ B AR e o SRR P e B0 S HF PRS g, BARGRE A 2 Fio, AT
B ACAEE R A S O UGIE . AU, X B PEREITEEOR, RS 0 R AR O,
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Figure 2. Process diagram of data transmission from A to B in PKI key negotiation scheme
B 2. PKI Z4R A 75 RAT A 8 B RiaHE T2

4. BT PKI NEBHIBEHAT
4.1. iR BPHERIE

AL G A RS IE S NN EL, BB R EERNE, HTRIEHASE, B
AR B, B M BRBEE XU e — B E T, X7 shAS A B R IG5 %4, JEE
AN IBERIE T INMEE . NN ZHDERH BRI .
41.1. BIIEEME

RN S IER S DU Ges 5 R E IR E AT IR, BTN A B E B RIEEUE, FEAMR
SRt AB P ST EREACE, RS AT A A KERVIEEMS, BEY A A B JFEH TR
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BB, EALER RS, WO RS AR R, RS IICTOEEE R . K 3 NEEEN BOE,
A BEHLAE R Y AN BENLEL Hlﬂl/\&*ﬂﬁl"ﬁﬂﬁéﬂ % —4Hic A CountAB. SeedAB, % 41y CountBA.
SeedBA, CountAB. SeedAB AJEAETT i A [A] B RIEEE I TH AL fIZ R 7, XEHHSHHTH -

MrELsh 5% 814 R, CountBA. SeedBA ZIE(5 754 B ] A KIEHIEH BB AP f 7, W43
B EAST, BARWE, T FEfEARS R AB XU &7 A E M, FEXT EHSHA
—H e, RE R S R A [T R B RIEE S, 7 R ESC A
BT PKI AFAFERG B RS0 7 58, RIE T %S AR I FE v 1 s BEVE AN 2 4 . U 9 2H 2%
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Figure 3. Process of connection establishment phase
B 3. BEEMERIEE

4.1.2. BHERME

B B % BH A M B A B A 8RS U B — IR R AR i, 24— 7 % B ROE HE I R AR
SR JE A P e B s B, iSO M FIRE S A B R 2540, A IR BT R % . BB s
FHT NMHBE S H R TR, 1R T s SEHE A (Key Generator, KG), A B 1E%H, WM
AT EAE R E A, MR U7 I 2 R —BOF EAR R A B S H, fEAR )AL i
B, TERUE T 28 I — Bk

AT R B ACAEE BRI R AN 4 s, TR A il KG B, AR#E CountAB #1 SeedAB 2
B ORI B, A 2R B PR A S AT I B S BB 2 50, BN AR B SGHAT Hash 125, Ba
WG B 2 SCRTIA SO B Hash (B &5 45 75 45 B 54 B UREIRIE G, 8 KG #i, M FEMZEHSH
CountAB #1 SeedAB £ SiAH R X BR S 1E B 5], JF FH LB A B SO AT A, A3 310 SCEdE, B¢/ %of b Hash
(ELARAE EiHiE 1 5 B 1k 27 A5 T A B RDEAE 1 0 A BB HR , M A 573 4h— 41 2% 43 241 CountBA i1 SeedBA.
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Figure 4. Process of node A sending data to node B
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4.2. BREMNER

B A R AR B T D 7 SRR OB, (R T S s X7 1 e S 7 B e
14 BT MR 2 F I8, R ERIE L, AT Hash BELEEL, H1 T Hash %I 1)
Ve, S AR R I AR, R AT 0 T DSt R 5 S P R A

A B O L R

keyl = Hash (CountAB||SeedAB) (6]
CountAB' = CountAB +1 )
SeesAB' = Hash (SeedAB) 3)

U A ] B RIEBIERT, P42 CountAB M1 SeedAB %428, 30 H1 45 J5 (%7 31T Hash 1554,
#3211 Hash (B AE A R IBAE 2B %40, 808 K% D) J5 K 58T CountAB. SeedAB HIfE, 114
% CountAB I 1 /53] CountAB', SeedAB #E1T Hash iz 153 SeedAB'. %75 B W BI%dE Jo [ RE 4
BARQ)IHE2EESH, HERSEEHERR AR (Q)A 2K (3)FH CountAB F1 SeedAB.

4.3. ARG

& B B O A 77 R B AR AR R T PKI B PP R E SO PRS I PR BEBUIR I I, PR s igik
AT7 RIS PRS HidE, LUK BT T B er el 55 B W AT 1 RE L O ARAL o

431 ZFREFTEAEFRE

AT7 G R AR BREESE T Hash SRsCBl, B 02 i 30 AT v B A A 1 N S 4
15 Hash fHA A, Hash S5 BAT B ik, Toikidind Hash e 85 i) 86 SCHE L et 2R S, TR b et
HEMERR B T A AR N Y], BIRER R AT E G R, AT R SR TR
DRI BE 5 S8 S 1 58 SR AU 17 f (KR 12k

43.2. —RERE, ZREH

BT ATT BRI T AL A M A B AR BRI AR WK 5 FR, A lal B RIEEARR, R EET
—WER, HiINGMAFRDEGE, ATHRIEZERE RN ReN, FEMAET PKI MR
DR 5 — B BERAAT R M A, M BE SR 48 PKI IR, (E 43 B s se )i, U7 16 AT S 4 A5 it
WREPATE B, M B e ik, i B G 3R . ERT ST, BT R4 PKI %
B i i o A ) B A i T AT RIS () S AR A RV B U R AR T R S E T AR R 5
WY BT AR, 58 B B TR A s, R Ty S e v 2

433 RE. ®YMEAHE

PR T S A P i L TE R, IR HXUT RO A — IRl sc#e, DL IS HUR A .
TR B BO AT Z S M GE, 53 PKI BT AR HUAS 5 225088 (K 2 10 8 B s ORIy e $S, i
Fe B RE B SCHAR AN SOt Hash A, 1207048 A /b i e il Sl AT 1 St oo 1 B o
IR/ e I BAESE T PRI RS B R 5 58 5 200 28 1 4 P AR R BEdoin s > 1 s B, Bl (P AR
PR RS SR AT R s AR BB AN S0, AR IR B RO ™ B RIS 5, I R A, AR AT
S A4 7 30 Hash Ja S0 75 30, RETEREZE 30 1%, ACRARMK, RHTE A b i U5 58 m
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Figure 5. Data transmission process from A to B in key negotiation based on optimization scheme
B 5. ETRUHRZHANEIT A [ B RINHELE

5. BALRSSRAN

SERE

ARSI H C++iE S IEL A GMSSL 28 =7 FESL IR R ZHAME R, £+ PC P& ITHA,
FERIATEUW R AT s

1) CPU: Intel i7-12700;

2) Wff: 16 G;

3) #1E£&%i: Ubuntu 18.04.

1 ORXHES PRI it RS A R BRI T T FPIRASE, TS R EE XU i HAP IR
SRR, ROATEE T Ak T FE AT B ARV i I (Ris BOP IR &40 PKI I E AT R 77 S8 H 1 Ik Hash i85
H, 2 WAEFRINEIZE A, 3 IR IZHE S. AN ZEH 3 K Hash iz 5, 1 SRRz 5.

Table 1. Summary of computational steps for each scheme

#1 BERRCELSREES
f&4 PKI H+2A+3S
A TT % 3H+S

ARTFTREAL T 1000 YR A2 i RIS A B i R, B SCOR/MER] 1 KB, JE T PKI RIS
FL B RN R AR 2 B, SILHES 5.580 #2, AEXIFREVERITFR SR 5 H e SR HR(E, B
K RREFVE Ronas TAR/NEZSE, EWGsEE 5 F R m 8]/ 97%, XAREEM Hash Bk oA, &4
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1%, HRERGITHSIA L 2%, #IZENE G EanE 6 B, MBSy RIS s PR EE 2 & g T
e S R PR o

Table 2. Time taken for each step in PKI key negotiation process
= 2. PKI ZiAth s B SRR

IR FA B
Hash iz (1 KB) 0.011s
SM2 %:44(32 B) 2.727s
INEH (1 KB) 0.021s
PNEAIET(2 KB) 0.025s
hn# %5 44(120 B) 0.003s
SM2 Jii# % £H(16 B) 2.706 s
ARG 0.087 s
Bar 5.580 s

1992%

97%
EXIFREE = XFR SHash 5% = RGITH

Figure 6. Proportion of time spent on various operations in PKI key negotiation

& 6. PKI Z A & B HATiE G E

1 30 TS A T R OO VA RE, PR 1 1000 Ik, BHSCRAMER 1 KB, AT RIEE
W BAR A B e 1 RER AR RIS L, AR Y Hash 185, fERRISAT I ) FORIERR D, Rt
FIOE 7R, SVHFERS A 5.58 #0480 0.122 70, 53ET PKI 77 ZAHEC BRI T2 55 fiF . S ig B [A]
teanfsl 7 pron, oo Hash 32570 (8] 5 LG 14.7%, XRRIEHEE] (5 L 13.9%, RGHTHS (5 AR E 1) 71%.

Table 3. Time taken for each step in the optimized key negotiation scheme

#® 3 MUEHNERHEHTRELRAR

PR JH i
%4 Hash 128 (1 KB) 0.008 s
B3 Hash i2%(1 KB) 0.009 s
InE 30 (1 KB) 0.017 s
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Mt 0.122s
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Figure 7. Percentage of operation time in optimized key negotiation scheme
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