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Abstract

Due to the reliability and convenience of biometrics, this technology has become an important and
reliable identification technology, which is often used for identity verification. However, biometric
data is highly sensitive, so security becomes a major challenge in privacy-protecting biometric pro-
tocols. Most existing protocols are inefficient or have low security levels, which limits their wide-
spread use in practice. In order to improve security and efficiency, this paper proposes a new pri-
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vacy protection biometric protocol. The new protocol performs pre-processing operations on the
original biological database, greatly reducing the objects of ciphertext operations uploaded to the
cloud server, that is, the algorithm matching operation only needs to be carried out between the
nearest candidates, further improving the efficiency. In addition, our new protocol also has good
performance on large databases, and has higher practical significance.
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Figure 1. System architecture
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Table 2. EWH-based preprocessing algorithm
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Table 3. EWH-based search algorithm
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Table 4. The hash-based index table F’
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. k, k,

17
5| 1 A

0 {(idim) o )} {(idimv/) o )}

2t g {(ioli o )} {(ioli f, )}
(2*-1) (24-11) (2*-1,0) (2% -1.0)
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Table 5. EWH-based query index generation algorithm
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3) MFRIE T ML E e, WA (N0 =H (o)) b gl R q, A v
HORFR IR, SRAE PO [ R E A7 = e {(0, i)

4) [ FO
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Table 6. EWH-based nearest neighbor candidate list generation algorithm
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