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Abstract

As an important branch of symmetric ciphers, block ciphers play an important role in protecting
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information security; today’s mainstream block cipher algorithms include DES, AES, SMS4 and
other encryption algorithms. As an encryption algorithm designed based on block cipher, the al-
gorithm selects the key element in the K space of the block cipher as the replacement basis to re-
place the ciphertext, and inserts the key into the ciphertext after the replacement is completed,
and processes and sends all blocks and keys in the ciphertext through the function. Compared
with other encryption algorithms, NAYUTA is mainly oriented to instant messaging, and uses the
two-factor authentication mode of ciphertext-ciphertext verification and the two-factor hybrid
mode of ciphertext-ciphertext verification, which increases the difficulty of statistical analysis of
attacks and ensures the credibility and integrity of ciphertext information. For the processing
functions of the two-factor authentication mode, this mode is a symmetric time-based encryption
method, which makes the encryption similar to the ideal OTP (One-Time Password) encryption
method. NAYUTA will now be implemented at both the software and hardware levels.
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Figure 1. Sort of the plaintext blocks
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Figure 2. Bijective form
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3 T BUk [A1 A0 22 53 B 05 53 W MUk [ 5] 55 55 050 3 A B IR HE S

2.2. FIA X WS EBERHITE
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Figure 3. Use a binary tree structure for processing
3. ERA - XEEHITAL IR
F(Ciphertext) — F(Ciphertext) — F(Ciphertext)
G(Ciphertext) — G(Ciphertext) — G(Ciphertext)
gy Al e I il
L # & 2] (GMT) month > day > min
O(Ciphertext) — O(Ciphertext) — O(Ciphertext)
P(Ciphertext) — P(Ciphertext) — P(Ciphertext)

Figure 4. The processing of ciphertext by three different cryptographic functions
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Figure 5. The time bias function uses a schematic
E 5. FfEmERBERTE
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Figure 6. Schematic diagram of the processing of ciphertext (Block) by the wave function
[E 6. K NER BT E 3L (Block) B AL IR = E

2.6. BXHBARERSIER

NAYUTA SEE SBT3 LA ], SUB AR M N 7, s, dIlssin
I (A& (Time) + %540 S+ Hi(Block), XF T XUEEHIT, A NIN a8, (Time) + %40 S, + %S, +
Hi(Block). NAYUTA [{IH [ B FR B A A ASHUE 18], AN F/E NAYUTA T i 1] (1) A 7 56 E AR 2
ffkcds, HAHABCONT - A - H - 28l 7 Bk,
B ALEK T R B SO R S

Time S1 B1 B2 B3 = = = == Bn-1 Bn
FRBE AL E 7 A B S R A
Time S1 S2 B1 B2 L Bn-1 Bn

Figure 7. Single/double random ciphertext composition structure
7. BB B E AL

X NAYUTA B BIR UL, IS R BRI (B LS 1 BT 0 3R (3 815 B (Block)) {1 W ST K
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Figure 8. Single-key post-iteration ciphertext
8. BEARKEEX

X NAYUTA SUE IR, A R K B [ ER LS (1 BT A5 0 3R (3 815 B (Block)) {1 W ST K
BEAT I, RRIAURKIE ST, EOCE AR RN 2 MR 9 R .

| Time | St | S2 | B2 | B3 | lllll Bn-1 Bn FTER
A 4 A 4 A 4 A 4
Time' st' s2' Bi' ) L Bn-1' Bn' Bn+' Bn+2' HER—K
Y Y Y Y Y Y
Time" | St | S2 | B2" | B3 | ----- | Bn-1 | B Bn+1 Bn+2" Bn+3 | Bn+d HEREK

Figure 9. Double-key post-iteration ciphertext
E 9. MEAERBEX

3. NAYUTA BERI N E FIIERR

NAYUTA R 738 IERE 3 2O it 7R d B S s BRI ThRe, LR oy s e 7 4
BAIEDR T, JFREE SR AN IE A TR A AR

3.1 WEFETHERHRELESR

NAYUTA XU 7~ J8 T~ I8 (] i 5 A 0 07 2, JHC P fa P 7 o T B 280RE 0 15 2 T2 2101 NAYUTA T
I ) ) A 3 R SO (), 39 A3 3 R A e o [ sk o 288 B[] (GMIT) %o 285 3 Hh [ A AN B (Block) iEAT AL B, I
FEAE B E R T3 (Block), 5 SR T 5 RAIE T A G IR RARUN K R X T HMT7 5 Rk K 1 24T 50 iE
B, e NAYUTA B 8] B R 506 96 UE B 7 047 m PS8 P 00T I (14 e ) Ach 8 R 500) 362 30F
R FREATIGAE . AESRAE 7 301, N 2245 FH £ ek i 1) Ak 25 o 50 A B8 5 A 360 30 [R5 5 SC IR AT — — X 2
W 10 FioR.

3.2. WEAFES5E X (Block)RIR &SRR

NAYUTA 38 i 0 A 5B A G 728 1 36k D7 (Block) , PA] AR & 38 I SR FH 4 SC IR - Bk Pl 5
A RIE, BBHPIEEE N (X, Y, NI n AN EG R IE R T s o 1, XANRER T3,
WOCH 2, Y NIRRT BT ICHES], AHRAIEI N B, R OO X T, IRERS:
BAIEDRFHORE N I HEFP5E i, PR3 S Ve HES, AN SRIE D 75t S8k R 5B i HES1] 7 35X
SEHESI Y AT e B TE oG, B S BEVEAS AR B & l SRR D BRI e o AE XU TR & KB 1 15 It
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Figure 10. The correspondence between the ciphertext factor and the validation factor

10. BRI FFA8EIE FE FHIXT R X &

HX Time | S1 | B1 | B2 | ----- | B: | Bx+1 | Bx+2 | Bx+3 | ----- Bxtlyy | = m m wom | Bn
----- | ’ | . | = | -----
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Figure 11. Two-factor and block hybrid process
11. MEFE5H(Block) IR &RIE

4. NAYUTA BEUEMREMTER R 214 57 4
4.1. NAYUTA BEEMge

¥ NAYUTA SIALE C B IREE Bt , (A& XA FIRIE 5B A B, B A 8), NAYUTA
SV RE IR LAY A

W& : LAPTOP-R1IBOFVD4;

AbEEZR:  Intel(R) Core(TM) i5-10200H CPU @ 2.40GHz 2.40 GHz;

Hli#: RAM 16.0 GB (15.9 GB 1] ).

TEVA B W& KM, BAREYE R H NAYUTA 7%, A2 FZEE R T NAYUTA % 1
FEEDZE 1 A& 12,

Table 1. The encryption speed of NAYUTA under different data volumes
F* 1. TRHBIEET NAYUTA HIMZRE

FH(MB) 1 2 4 8 16 32 64
N E B (MBs) 25 5.2 10.8 19.5 385 74.3 159.6
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Figure 12. The encryption speed of NAYUTA under different data volumes
B 12. TEHIFEE T NAYUTA BIMZERE

MR _EERERSTS 2] NAYUTA 7250 S0 R BAT ey e fr it & (8], ARG AE A ER T &2
PR EFRIVERE, BXCL B2 P EAE ) NAYUTA B INEE AL, K NAYUTA B ina e 5
FoAty s SFP Bn g s AR b AR 2 I 13 Fos BT K.
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Figure 13. Comparison of the average encryption time of NAYUTA and other encryption algorithms
13. NAYUTA FE ftb fin 22 % 2 1B [E Xt EE

MB/s
D
[=)

12 3
= [T
NAYUTA RC6 DES

REfE1S 2] NAYUTA 7 H §1 £ 37 0 4 %500 A (38 JE o [9], A4 T MD5 SRk FE BN AT, s s
FEZ10N AES [1)—2, BEPLT RC6 F1 DES [10]10% &k .
42. NAYUTA B XL eM o5

X NAYUTA S REUG i 24 A 2t 77 30, B — 8 SC A A S (plaintext), 20 SCEL 2 AL
FRIFRFIEA 1451 /S, EFH NAYUTA N2 WK G (ANEF WA FIRAIEARE SR, HoHKE N S,
AR E T = 2)F LU % AL By C. D, BFHEELFRPYKE RN 3347 4, @Kz Al [11AHEL
FESrHT, AL By C. D VU SCHIAAE N2 2 fios .
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Figure 14. Security analysis and comparison

& 14. ZE&MoHrEest

Table 2. Comparison of similarities between different ciphertexts generated by the same plaintext

= 2. F—BANC A B ANE1 RS Z (BRI AR A ST EE

A HEUB X C LD
LA / 1.24% 4.11% 2.43%
B 1.24% / 0.38% 2.53%
L C 4.11% 0.38% / 2.05%
HEXLD 2.43% 2.53% 2.05% /

TEAZEE NAYUTA o RN BT, @kt NAYUTA 5 ECB B x-F [/ — B SCH
FAHDL, TR ECB LEAH [F] BH SCHRLSH AR [F) 25 50N B9 5C T B SCElfr ISR AE I ERFE[12], 5 NAYUTA
ERA B Feistel 2544 100 %5 B35 [13] 42 4T oo I IX — SR B A EAT IR AN I 2 Ve 40 A, FH AR B
NAYUTA TEHRGUAL EUINE 4387 77 -5 AN 0] REREAT 22 43 %665 3 #r [141 07 TH I T AT

Black,192 < x < 256

F(x)= Darkgray,128 < x <192 )
| Lightgray, 64 < x <128

White,0 < x <64

i E A 256 HICAF5 )\ i SEAFAE A SC,  HLBA SO I BAR R AEAL 2 9P Fl; DL ECB #EK %
BE S KidiE A EE A RS 2023550, RIRHEBIALE 16 x 16 MRS A, FE R F(x) 7 B bR B0 12 25 S i $idis
FRHEE AT L 2B R 15,

H & 15 AL A5, 13550 A SRR B FA [15] (%5 5T, FEHCPUAL BN 2 23 b F0 22 53 5 0 43 At 73 T
R BEE, IR A F 0 23 2K 2 (8 ) AT NAYUTA WHZBISCHEAT NS, FEH F(X) 70 B R H00 1%
AR e T E A2 15, SEIPUMAE AL Bl. B2, B3. HH, ECB fiiflh AL, =F
ALK Bl B2, B3. =R SCRAESINE 17 A= B AHA 75300 ECB A5 =
SOOL P, = RhEs SO B 2 (R AT A ALRE S BT [16], JEIE AT AHA FIXE LG, BESE LEIFERRE f FE #E 4T ECB
T B SR IE BRI RO B 5 40t NAYUTA SN o (AL AR 23 B 16,
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Figure 15. Bitmap coloring image. Top left: Al; Top right: B1; Bottom left: B2; Bottom right: B3
15 IE&EEEEG. £L: Al; AL: Bl; £T: B2; & T: B3
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Figure 16. Similarity analysis

16. HHIAE 47

PR B B EE, 7ERI A AHA SRIFHILEE 5, 25 SO -5 A SCEAs AR el DU~ fl, %0 s
%”‘YZI‘EU (I AFHABL AR X 22 S 4570
T SCHAR 5 W SRR RS K R 2 BT T EAT AR OC R £ (Correlation) [17]/THEL, DAL Z ff
TEE’\J% & NAYUTA S B A SRARFAE S A0 1 P EL e

Z( H)( H,)
Jz )z< <> )

& 17, ¥ AL, B1. B2. B3 it R AL i REREIS 2, EA SREFESLF A ECB 25 NAYUTA
I =AM Es A7 B A 55 23T = F P14, NAYUTA [ =N 6r B 2 A A 0 250 B ok,

O]
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Figure 17. Comparative analysis of correlation coefficients

& 17. HERBMELR S

{5 BHHH 55 R B e 1 P #0205 TR R P A IR 4 a5 3 DY A7 P SR AR 43 ISR R /N[ 18]
[19] [20], 4nlsl 18 Fram. NAYUTA BIENNE N 1% L2008 ECB BRI % T~ 1% S BIE I M o
H(X)=-3p,log, p ®)

i=1

2.500
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Figure 18. Comparative analysis of entropy of ciphertext information
18. B (5 RIS

5. &R IE

NAYUTA 1EA 2T 70 413 05 22 I 50, 78 SEBL T F A 58 R AR NAYUTA $efik 2z 4
PEGHIE; fE 2 eMESEBlTTH, NAYUTA (7 1 3 sl AsU s Bl 1 7 2R B A (R Bk 47 B e, M
LMW H 1), 5 AES. RC4A MM HIEAFIMZ, NAYUTA FEAMH %S % G725, Mk
TRXPFEE, NAYUTA TEINEREREAE AL . E0HHEIEA L, NAYUTA i 74
T [ (4 035 bR R R % SO R B BRI EGEEAT N, FEAS N SC ) B e B T T, NAYUTA A 72T
N [A] P AR B AR R R A R A, 18 2% SR A e R IR A 7 2, 7ESE % 5 e
SR IN SE B () A b, SRR T o 2 R TR i s S e O TG S B T R 1 )

NAYUTA K] [E{E NS R, Semkt IR 1 400, 76 AR UL (a1 58 5540 7 A6 FH 7 B eR AL
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ARG TV RO E AR EFE PN, TR, EERERRITE.
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AT R ORI 58 AT B R BT

BEAh, WEEKNZ 5AN I FEEEAT. AATAR TR, X BA TS e TAE,
BBA TR SRS ™ A BLR T

ERCEEERET, FIEBE T2 L ZMEATIIH Y. AR R 72 S5 E LA
W P HER -
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PR, BRI B S0 LA B I A AATT

E&InE
X E SRRl A5 400 H (62262065) . H A X B ST RAESS LW H .

BE K

[1] XUEL. AES BRI S B Hm & A R A ). 555 Wik B8 A, 2022, 34(17): 80-82.
[2] PBERENI, ERH. —k—HEISIEARD]. SRR ECE 240 A 4, 2022, 37(4): 426-430.

[3] xUmehdi. —MheSudEn) AES Fk KR /T3], RILAE B81E, 2021, 34(11): 27-29.

[4] Matsui, M. (1994) Linear Cryptanalysis Method for DES Cipher. In: Helleseth, T., Ed., EUROCRYPT 1993: Advances
in Cryptology—EUROCRYPT’ 93, Springer, Berlin, 386-397. https://doi.org/10.1007/3-540-48285-7_33

[5] Biham, E. and Shamir, A. (1991) Differential Cryptanalysis of DES-Like Cryptosystems. Journal of Cryptology, 4,
3-72. https://doi.org/10.1007/BF00630563

[6] ®H%E, HEH. JIZMMEES Bk 5 e IR R[], FEEi R, 2020, 49(6): 756-760.

[7]1 #fh. DES hnss Bk n st 7 &[], 15 B %4 51851555, 2022(7): 100-105.

[8] fA[idrit, Z=ME, 25K, SM4 BN FPGA AL SEIL T H:[J]. T 22 B PRl K 22244, 2021, 48(3): 155-162.
[O] B, —H5EBMRREIE BRI, LRk (E R BHAR), 2007, 31(5): 28-31

[10] Denning, D.E. and Denning, P.J. (1997) Internet Besieged: Countering Cyberspace Scofflaws. Computer Law & Secu-
rity Review, Computer Law & Security Review, 14, 406.

[11] E=. HRAE T ERTS SRS BT FLD]: [ME2AA8 5], PR M ELHE R, 2021,
[12] kEZ, BRE T, & S@HEFEGNRESE S HEEER]. 5 EZe5lE RS, 2022(11): 92-99.

[13] GRENTS, /R, ZEfM, 5. JET Feistel 45810 B EE Eslice [J]. 1L & K2R (FE2E/R), 2023, 58(3):
85-92.

[14]  SKAH. mmEs bRaER) 22 2 23 TR 73 o0 ST O RIT ST [D]: [l 22 Ar i3], st SRR A, 2004,
[15] 5kJL, T, FEnl, A TR A BB S B RERI]. AL BRI A e A4, 2023, 31(3): 1-7.

DOI: 10.12677/csa.2023.1310187 1900 THEAURF 5 R


https://doi.org/10.12677/csa.2023.1310187
https://doi.org/10.1007/3-540-48285-7_33
https://doi.org/10.1007/BF00630563

EEMS &%

[16] BRAT, Z=FEEE, BRIl J&T =48R A 7R MBS R EVE]. BTRHE, 2022, 35(4): 35-39, 66.
[17] WAL, s, RPN 2 S AR R B M )], 08 #F iRz, 2022(36): 52-55.
[18] A7 T4 PRI IR G i Sk 72 [D]: [ 207018 3C). m B 1 B K2, 2022,

[19] 4Bk, 253, XYL, %5 FERCG (S S0 00 9 4 B2 AR R[], 4% 2 i, 2023, 39(5): 30-34.

[20] B, FF. bR AR A Logistic WS R G G INE# FIL[T]. HEMRHLTRIECR 544, 2020, 40(4):
328-332.

DOI: 10.12677/csa.2023.1310187 1901 TR 5 R H


https://doi.org/10.12677/csa.2023.1310187

	NAYUTA：一种基于分组密码的加密算法
	摘  要
	关键词
	NAYUTA: An Encryption Algorithm Based on Block Ciphers
	Abstract
	Keywords
	1. 引言
	2. NAYUTA算法设计
	2.1. NAYUTA算法介绍
	2.2. 利用二叉树结构对数据进行处理
	2.3. 基于时间的加密函数
	2.4. 时间偏置函数
	2.5. 波动函数对密文(Block)的处理
	2.6. 密文的组成结构与迭代

	3. NAYUTA算法的双因子验证模式
	3.1. 双因子基于时间的数据处理方式
	3.2. 双因子与密文(Block)的混合模式

	4. NAYUTA算法性能测评和安全性分析
	4.1. NAYUTA算法性能
	4.2. NAYUTA算法安全性分析

	5. 结束语
	致  谢
	基金项目
	参考文献

