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Abstract

Identity authentication technology is a technology to identify the recipient of information, and is
also an important means to ensure information security. With the advent of the mobile Internet
era and the rapid development of artificial intelligence technology, traditional identity authenti-
cation technology has been unable to meet people's needs for privacy protection, and biometrics
based on biometrics technology came into being. This paper reviews the development process of
traditional identity authentication technology, and starts with related technologies of identity au-
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thentication, focusing on the biometric-based identity authentication technology and its advan-
tages and disadvantages. On this basis, it further elaborates the identity authentication technology
combined with artificial intelligence technology, and details the research direction of biometric
identity authentication technology. At the end of the paper, two new identity authentication tech-
nologies are listed. The paper focuses on the blockchain digital identity authentication technology,
which can inspire new research directions for researchers in this field. This paper discusses the
current status and future development trend of identity authentication technology, which has a
certain theoretical guiding significance for further identification work.

Keywords

Authentication, Overview, Biometrics, Feature Matching

Copyright © 2023 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

1. 518

SOPAIERAR “ SR IE " , 28R TEIAT I S AR RS, AATHEIE SR B ATAGE
P TARTRAE S, GRS I IGE. EBSEAET, F R A E K, &SN aEHE
BATA NS VAIE, TEF AT NER I — T M, T E MR B 2 W S HIEE AR, B
AFBIEARIAT % BAF I PEER

BAE EAR B A E R N=KE, KRR R A TR, a4, EnESE 5K
LR, BINAS R SIESE; = KRR BARAANRE, Bl . $8SCRLBEE 1]
HAT, SO AEBRIEA WA RAEAS, FEREE N TR REN X BREEBOR AR, 3 T B ARRRIE R 5 4
WIEBAR LG @R M RE .

2. BENERAR

SO IANUEROAR 15 S AR HERE 2 MR 11 BT b, 2 AEDRAE AN 2 R ZOIEROR, )5
RIEBITCIREN ) B DERAR, FEFPEARIIA B QR mfE VG . 288 S ) GEER KR AR,
AR A BEATRGER 73 AL G B P DAEROR . JE T AEMPRHE N EROARAET Y B A E R R =
RK[2] [8], Herb, FEFAFLAESAS ORI T N TERERR I S AESAR
21. EREHAESAR

G INEBAR KRB A=, 202 DA RETE SR R RHF BRI, X =2INE
BORFEAL I 8] AR IR FE T o

() B4, HIE

A2, JE RS IHEA T DRSO TERATEY AN NS 6 AR, A4, d AW i6iE
SR ? oA 20 SR AR FIRE AL, £ TTHT 3000 4R 72 47 BRI AR A& e » £ AL I 4,
B SRk it ) 2 R ROE I 1 4, BLHERIXUT By . ATCHT 500 SR A NENE TR, 12
itk Al SR ISIEIE R BN R S, A B R AN AT AR AR S IE ] B T S A
FALR) By Bt Ty NIEHRZ

DOI: 10.12677/csa.2023.1310191 1929 H LR 15


https://doi.org/10.12677/csa.2023.1310191
http://creativecommons.org/licenses/by/4.0/

(7)) HELHEAR

N NBEFARRIET A TCHT 400 Z4E, FRG2AM0R BRI N 3 A B, 20 5l 1949 4ERT AT #i
T02EE B, 1975 SERTAIRNEZ MDY B, 1975 4E 5 AT S0 B . ELIR 352 A 1 8 A 36 i s A o i A
W B A, WNE L BN, BUREREAR MR Lo NER S SRS .

e \
________________________ N
BEIIEREE R |
|
o |
|
«® + |
|
> |
AR
EIEE :
________________________ )
& J

Figure 1. Cryptographic classification and authentication principle
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Figure 2. Authentication process based on template matching
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Figure 3. Blockchain model architecture

B 3. XEREEERIZRAY

X EREEMLSAE 2008 E d AR SR Y, B E 3 Fow, IXERBERTBIR 28R i B R EIEUEZ . k2%
B EREL B SAEMMHEA MR, 8RR ORAEAE B DX R 2 B 2%, e
MATREREAE i, EAEGMEM, XPRERARRGWRIA, —DRERO, AR EExE b
BL5[22]. 2T XHBERIECT SR AIE T i 1 A SN B TR A R SC L S AR SR E i, P K B 4 JE
FORBAX, BEAEE LARIXREEM S, RIS 0 EE LR . R, HP R XBREE B
SO DAL LA SEHL

3.2. ETLEESHSHRA

O HLE 5 (ECG)Z L IEBE BN P AL A A s 3, 2 DBV B BRI, B ARG RN AR
fr BAEHAN A, IR T2 7 AL S S AR A E 1 FE TS S B IR 23] AR AN
B UNZRBr BB B IZRPr B EOR A A I SR URF RS B, DA BB, IR BRI A
ZRGOL B AN N SHRFE, e 20 SR8 5 808l e P I B0 2EAT UL E [24] [25] - Lo HLE 5 IR
MRS G WEER, ALHITET Hl MARAE S dRiflE BTV E, X BT S
P U T

Zr LRk, fEGRBIEAR . AWV BRAET I B RAEAR B A IS, WIS B &N
W, BAAEM — R S IETT R e KGR T A5 BEERAERI AR AR, RRIESHEL
SR SR DAE BRI LR, AT A 7 A i R T 2 A

4. YERESEHR

B IERAR T P BE P TR AR 2 TP. TN. FP. FN Fl FAR. FRR. 5B} T %78 True (IEH),
F %7~ False (5i%), P %R Positive (IEF£AS), N IR Negative (FFEA).

DOI: 10.12677/csa.2023.1310191 1935 TR 5 R H


https://doi.org/10.12677/csa.2023.1310191

'S

TP (TruePositive): 7> SB R FIN A IEREA, SLhrth AIEREA .
TN (False Negative): #f73 FEAA A FON N AAEAS, SEPRt R FAFEAR.
FP (True Positive): #4328 BR TN N IEREA, SEBRAFFEAR .
FN (False Negative): #4288 FON N SAREA, SEBRAIEFEA .
FAR (False Accept Rate) —fer NiRiRZ, FEBAMIREMA PRI REGER P, RaRiRELNLTL
B, HEIT AR 1 FR:
FP

FAR = x100% 1)
FP+TN

FRR (False Rejection Rate) — R AE IR R, BEBMSBAEH T RIUHIRER T, RREREZT
b, THE T AR 2 FiR:

FN
FN+TP

FRR = x100% )

5 RE

G R BR RAKECT AL 2 AT SRR — 45y, AERRIK— B L L, B AR H4
BT WA R R R 34

— 7T, i RS U RAE R HTR IE BRI AL Z A, 656 BRI R
AR, S0k A R 5 A TR RE RN 82 I S BRGNP 5T BAR RO AR
BIBARRG: A, HETURIE ST I NIRRT DU B IR IR, R AR R N\ T8 AR AT LA
AR ESCRAEAT SRR M T R, AT RIS FORSE T MR DA v B, SRR
AR, W FAR AR RSP 370 S AR, A0 T 25 P 23— ol 2 A 3 2 [ R 7

Gy Uit VRO, QAT B TEOEE, XIS B 4 2 AT ER IR
fi, BT KB HCF S ORI 5T VRIS ST O RAE WA A BOR B O RTS8 X S B A
AT DA A P RHIE UM R ARG £, 4R S A RO MR P A 22 A . i, R BRI SO %
HOR, TR X B A7 G RGO F P (6 B (  [XERBE B MU BRI R SR AT I, EH A
P ol BORSHRBLE M4 (. MRS HAERS, T it kR,

BEAb, BRI AR AAT S LRI, PR MR PR R G, DR T R 50 A
AEHCHR P TR AT, WERPRFIE PR, B E M A4 KRBT T R 5 A R A0
PERATTZ I RLFA B S ANE F7, E AT LM IR RGN R I Z —, 4hd, 23, SMEZ A
WARGUE IS4 TR S OHAERR S, MR RO UE R R . IR, R AR BT
BSOS BRI T AR, AR (% 5008 1 IR 2 BRI -

SAROSRUL, BERRHEOHE MR, BrF A R PR RR, R0 H B AR R BN RIL, 5 R
SRR PER 2 A VERR G DAL S HAE BOR LR N 2 oAk BB REAL, (Rt 26 5 2 (1 4
WA BRI, T 02 B A B B AT R R
6. BE

SO VESAR CEBERNEF TSN K, ERRIEAL. REEEZENERETE, KK, 5
PrNERARIE R N B 2008, R IEREH R E 2R . ASCMEG T D IEER . 2T EV%r
IS 3 BRI R S AUEBOR =ANT7 W DRI B i VAEROAR,  FINT B R i S e
‘s, BRI AR A SIS AR N R 1 g S DA E U FE AR -

DOI: 10.12677/csa.2023.1310191 1936 MR 5 R


https://doi.org/10.12677/csa.2023.1310191

Sk

[1] ZEREE, @&, W, & WIEEHIZRR[]. 55240t 2016, 2(7): 649-659.

[2] He, H.Y. (2014) Research on the Network Security and Identity Authentication Technology. Advanced Materials Re-
search, 926-930, 2819-2822. https://doi.org/10.4028/www.scientific.net/ AMR.926-930.2819

[81 Uk, SO VGEREIE SERQ]. KRR (E R F4AR), 2004, 1(1): 19-22.

[4] Palma, D. and Montessoro, P.L. (2022) Biometric-Based Human Recognition Systems: An Overview. Recent Ad-
vances in Biometrics, 27, 1-21. https://doi.org/10.5772/intechopen.101686

[5] Rajasekar, V., Saracevic, M., Hassaballah, M., et al. (2023) Efficient Multimodal Biometric Recognition for Secure
Authentication Based on Deep Learning Approach. International Journal on Artificial Intelligence Tools, 32, Article
ID: 2340017. https://doi.org/10.1142/S0218213023400171

[6] Sarfraz, M. (2021) Introductory Chapter: On Fingerprint Recognition. IntechOpen, London.
https://doi.org/10.5772/intechopen.95630

[7] M8, BROCU:. FRECRAMEARRIRD]. iR SRR (B ARALR), 2007, 3(17): 1422-1423.

[81 a4y, KM K. HLORBBARELH I HEBHEAE L, 2021(3): 31-33.

[0 HEE, BEE, RaiE. ERHIERTET 1 R h R AR, WAL, 2019(23): 92-93.

[10] REH. HTHLREM S HEBART T[], THENL K, 2011, 28(10): 269-273.

[11] AR, EUE ARRBEolE A BE AR AT T[] (5 2 k46 2 42, 2021(S1): 82-85.

[12] Yuan, B., Du, C.Q., Wang, Z.Y. and Zhu, R. (2021) Research on Intelligent Algorithm of Identity Authentication
Based on Facial Features. Wireless Communications and Mobile Computing, 2021, Article ID: 5558578.
https://doi.org/10.1155/2021/5558578

[13] K&, XZim, 55T 0 55 & TRZRESRFH E kR v e B it TR, 2022, 30(15):
189-193.

[14] 7hiems, 228, £ 5 BE S STRRHEILAC K B IR B SA[I]. k244, 2015, 26(5): 1251-1264.

[15] SZipAE. 5 SO EARBEFE[CY/h B G 4. B o8 e EE FElE AR SO U (L), dbst: ER Tkt
i tt, 2011: 253-256.

[16] Hanifa, R.M., Isa, K. and Mohamad, S. (2021) A Review on Speaker Recognition: Technology and Challenges. Com-
puters & Electrical Engineering, 90, Article ID: 107005. https://doi.org/10.1016/j.compeleceng.2021.107005

[17] Makkar, G.D. and Goyal, P. (2023) Combined Static and Dynamic Features Extraction from Handwritten Signature.
Scandinavian Journal of Information Systems, 35, 468-475.

[18] A=A, e TUREE 2% 3] W NI RO AR 72 [J]. @ iRt 5, 2019, 26(2): 299-300.

[19] 5K, ZEfRE, R, IR BIRNZ 48 1 A S AR THEN AL E U A N [9]. THEEHLAE R, 2019, 42(3):
453-482.

[20] Chen, Z.X. and Wu, S.F. (2021) Research on Digital Identity Authentication Technology Based on Block Chain.
Journal of Physics: Conference Series, 1802, Article 1D: 032091. https://doi.org/10.1088/1742-6596/1802/3/032091

[21] Wang, T.C., Shen, H.M., Chen, J., et al. (2023) A Hybrid Blockchain-Based ldentity Authentication Scheme for Mo-
bile Crowd Sensing. Future Generation Computer Systems, 143, 40-50. https://doi.org/10.1016/j.future.2023.01.013

[22] MBI, XK. — R T XCHEER) S IE T VE]. IS0, 2021, 54(5): 1214-1219.

[23] Rajani Kumari, L.V., Padma Sai, Y. and Balaji, N. (2021) R-Peak Identification in ECG Signals Using Pattern-
Adapted Wavelet Technique. IETE Journal of Research, 69, 2468-2477.
https://doi.org/10.1080/03772063.2021.1893229

[24] Zfh, JR-F. BT YRRLERa KO BB SR VA ] PSR A ROR, 2022, 11(5): 41-45.

[25] Prakash, AJ., Patro, K.K., Hammad, M., Tadeusiewicz, R. and Ptawiak, P. (2022) BAED: A Secured Biometric Au-

thentication System Using ECG Signal Based on Deep Learning Techniques. Biocybernetics and Biomedical Engi-
neering, 42, 1081-1093. https://doi.org/10.1016/j.bbe.2022.08.004

DOI: 10.12677/csa.2023.1310191 1937 H LR 15


https://doi.org/10.12677/csa.2023.1310191
https://doi.org/10.4028/www.scientific.net/AMR.926-930.2819
https://doi.org/10.5772/intechopen.101686
https://doi.org/10.1142/S0218213023400171
https://doi.org/10.5772/intechopen.95630
https://doi.org/10.1155/2021/5558578
https://doi.org/10.1016/j.compeleceng.2021.107005
https://doi.org/10.1088/1742-6596/1802/3/032091
https://doi.org/10.1016/j.future.2023.01.013
https://doi.org/10.1080/03772063.2021.1893229
https://doi.org/10.1016/j.bbe.2022.08.004

	身份认证技术研究综述
	摘  要
	关键词
	Overview of Research on IdentityAuthentication Technology
	Abstract
	Keywords
	1. 引言
	2. 身份认证技术
	2.1. 传统身份认证技术
	2.2. 基于生物特征的身份认证技术
	2.2.1. 身体特征识别技术
	2.2.2. 行为特征识别技术

	2.3. 基于人工智能技术的身份认证

	3. 新型身份认证技术
	3.1. 区块链数字身份验证
	3.2. 基于心电信号的身份识别

	4. 性能指标
	5. 展望
	6. 总结
	参考文献

