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Abstract

In recent years, the development of video network monitoring has become increasingly wide-
spread, and network facilities are constantly upgrading. From the current trend of information
technology development, the structure and configuration of network monitoring systems have
undergone significant changes. Based on the security and usage requirements of a certain unit's
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camp video monitoring system, the entire system security risk is analyzed, and security preven-
tion and control measures for each stage of security control points are formulated, Form a full li-
fecycle video surveillance information security protection system that includes “pre detection,
in-process protection, and post traceability”.
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Figure 1. Schematic diagram of video surveillance usage requirements
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Figure 2. Internal component interface of Hikvision camera
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Figure 3. Default ports for Hikvision front end cameras
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Figure 4. IPPMAC address binding
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Figure 5. Gateway function interface
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