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Abstract

In recent years, the leakage of digital image information has occurred frequently, therefore, en-
suring the security of digital image information transmission has become increasingly prominent.
In order to improve the encryption strength of images, firstly, this article uses the ZUC sequence
cipher algorithm to design a group link mode for encrypting color images. Next, the cipher text
image generated by ZUC sequence encryption algorithm is further scrambled using quantum Ar-
nold scrambling algorithm. Finally, the final cipher text image is obtained. The experimental re-
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sults show that after a series of encryption steps, the correlation between neighboring pixels in
the image is significantly weakened, indicating that this method significantly enhances the scram-
bling effect of the image and significantly changes the statistical characteristics of pixel grayscale.
In addition, this article conducted classic computer simulation to verify the effectiveness of the
proposed scheme; by analyzing the histogram and information entropy, it is shown that this scheme
has high security.
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Figure 1. FRQI image
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Figure 2. Encryption group link mode en-
cryption process
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Figure 3. Encrypted group link mode decryp-
tion process
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Figure 4. Original image lena
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Figure 7. Comparison of histograms between original image and cipher text image
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