Computer Science and Application HE 1R} 5 M, 2024, 14(11), 60-69 Hans X
Published Online November 2024 in Hans. https://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2024.1411216

HE “SEit” HUBhZELEAME R = ERIFGE
ERMRS K

RO, BAER, REH, R B

' R TE R A SR AR, R
e [ PRAE R AT T SR AT BR A W WL 4w Fe . bt
3 BRAE B AR T e SR AT BR 24 W) BT i ORI T, b

Weks H . 20244104 120 FHER: 20244F11H11H; KA H: 20244F11 200

R

BEE N TEBERAR . BREESEMEUFEARESNFATR) ZMH, SHFEHMEESR RAENIMEED
REIN, B2 RN IE S TXE RGP0 RS B H 283800 . /s A SRR “ K~ ,
WZEHEH RARE B RERNEE . A PEEH RGE BN RERBRHTIOR, Rl TH
ZERBEERREBARE R ZEFER R B AR BRI S AP K RAREEFBIMER,
Xt B AR R SRR BARRIT TIRART R, R T ETH NIRRT A RESREY RER. Z T TRDP
WX e T SR BEIRRH AR EFEZ AN RBEAR LT, AERRESNEAF FBTRERMT
PR R ABAR .

XK ia

EH, MEEH RS, EIPH, Faeot

Research and Practice of EMU
Network Security Active
Defense System for

“Actual Combat”

Kaizhou Xiong!?2, Zeyan Zhous3, Xueyang Zheng?, Wei Zhao3

IDepartment of Postgraduate, China Academy of Railway Sciences, Beijing
2Locomotive & Car Research Institute, China Academy of Railway Sciences Co. Ltd., Beijing
3Institute of Computing Technologies, China Academy of Railway Sciences Co. Ltd., Beijing

Received: Oct. 12, 2024; accepted: Nov. 11", 2024; published: Nov. 20", 2024

XEBH: RBYF, RS, BEE, R TR S B R H N4 4 EEIBE AR AE AT S Se k). T EAALR
245N, 2024, 14(11): 60-69. DOI: 10.12677/csa.2024.1411216


https://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2024.1411216
https://doi.org/10.12677/csa.2024.1411216
https://www.hanspub.org/

R %

Abstract

With the extensive application of new networking technologies such as artificial intelligence tech-
nology and interworking in EMU, the internal and external interfaces of EMU network control sys-
tem have increased greatly, and the threat of internal and external malicious attacks on the system
network environment has increased day by day. As the “brain” of EMU trains, the information secu-
rity of network control system is particularly important. Aiming at the security risks and protection
status of the network control system information network, this paper proposes an EMU network
control system security active defense system composed of multiple dimensions including security
guarantee system, security technology system and security standard system, and conducts in-depth
research on the key technologies of the defense system. Several key technology implementation
methods are proposed, such as vulnerability exploitation traffic data extension technology based
on intelligent countermeasure, intelligent analysis based on TRDP protocol and malicious data
identification technology, which provide system and technical support for effectively guaranteeing
the safety of EMU trains.
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Figure 1. Defense architecture diagram

B 1. BrfMs R I E

DOI: 10.12677/csa.2024.1411216 61 RS2 5 5


https://doi.org/10.12677/csa.2024.1411216
http://creativecommons.org/licenses/by/4.0/

R %

BN HM AR RGBT R R Ty 3 KRG e fREE R, ZEREARER, Zetrfiid R,
FAR AR Z AR AL SR B E],  $RAE R AT AR E PR AL 1 FT7R) .

2.1.1. REFREFR

FEARE RSB E RS RS E M SR =S, CEBERSEE ML, R
SRR BRI LA INE . 2 ATIEYE . 20K S T TR S5 (s L RCBE B S RRaim A R &
it MBS . SUREVAIESS T A B AR B 2]; L MR LR S G N A A S SR,
CAEHE G VN 5EZE TN E R ERS, AR ERARERIEARRE .

2.12. REFARGER

FHEAFENFEHM S A E P SHEAMSG RO ERNGE R L6 =5,
MM 2 A s O LR A E B RANB i B W FEA R ERH R EIRIE 5
WIRHE . BN AT ZYEE R AT BREN UG TR BN AS A R 5 2 A RE T Bl AR A W 4 22 A
RO SRR B AT A . WA UEANIS ). ZATRIIKR T . WEEN . BT NS R ) B
M2 (5 2 4 & LRGSR EHE . URP . MRS S TS a6, S E 5N
LN X o, VDERRR RS ATRREAR AR AT B R, SRR ERAZ O S AR BE ALK 3]

2.1.3. REFARER

I (BhEAM L RO (hEAMS e HENE) (hEHAMS 2 EFHME) (%
Y 2 22 4 D) BE ARV A5 bR HE AR J SO 22 A i R g s o (o 4% 2 4 R b #E TEC62443/IEC65432)
(5 B2 SRR 2 ESHRY 2.0 RIRHE) (5 B LEHARMG & ERAY 2.0 RIVbRHE)
(GB/T37933-2019 {5 B2 AFAR T EHI R G H P KEHEARZR)  (GAT 1350-2017 5 B2 2H AR T
WA RG22 G T G 2 AT ARER) (GB/T 37941-2019 15 B 22 2 HR Tk iz bl R 48 % 5 1177 2
BHEORELR) Fhrits 32 ek R IR .

2.2. MEEN

_______________________________

?Eﬁgﬁﬁgkéigﬁﬁf : EERSEET

' iy, T H=,

| EEHIRE, AAEESE | ELE RS S AR,

| BRLMLSREKE, T — RS B

: _______________________________ BRSPS

BEZSWENE | | BAZLWENE | | RRELWENE | | REESNLNE | | BERLPLNE
=09 LR | =09 =09 0.9
EF IS {EF IS BEFITEE {BEF TS BEFTFS

(oo 355 )

FREE
(o 252, )

(oo 2% )

EHERERE

EIFRERE

EHETERE

=

B
BE
®
&

EFIE
HERLE

|

/'Hllllllllﬁ llllllllﬁ Illlllllﬁ Illlllllﬁ :l‘llllllll”\

Figure 2. Deployment pattern diagram
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Figure 3. Presentation of the synthetic samples generated by the SMOTE algorithm
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Figure 4. Undersampling effect
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