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Abstract

With the rapid development of information technology, equal protection evaluation (equal protec-
tion) has become a key link in ensuring the security of information systems. As an important meas-
ure for network security assurance, its evaluation is crucial. Artificial Intelligence (AI) technology,
as arapidly developing cutting-edge technology in recent years, is providing new methods and tools
for equal protection evaluation work. This paper discusses in depth the application cases of artifi-
cial intelligence (AI) technology in Equal Protection, including the use of the excellent semantic un-
derstanding ability of Large Language Models for the automatic generation of risk analysis of equal
protection reports, the precise extraction of key entity relationships in complex texts, and the use
of the Bert model to judge the high-risk items in reports. Meanwhile, this paper also discusses the
combination of machine vision algorithms and traditional image processing algorithms to achieve
breakthroughs in special character recognition and user status recognition of evaluation tools.
Through case studies, this paper analyzes the importance of Al in improving the efficiency, accuracy
and complexity of assessment, and shows how Al can help the automation and intelligence of equal
protection. At the same time, this paper also points out the current challenges and future develop-
ment directions, and provides valuable reference and inspiration for the further development of
the field of Equal Protection.
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3) EMNESE: ARG AR T A KA, ASE BTN PR ST REXTAH R R G AR AN ]
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2. ATEBERAREFHRINTHROEEE S

B THELRE ST A R, N RE(AL) [2]HRIT R R g, JRAE 2 A SR B
SR N A0, BN SEORINPE T B S AR BB AL BT BROR T B HEZMA T

1) HELREI[3]: AT BERORBENS B ST R B 2, X — B U ESE AR MPF e ok
bt JEIL BB T AT, N TR e SR T LR R TR AR 1 2 AR TR AN R AT O, bt
N TARAEROHAE,  JF e D VT AR Jd EMIRR

2) BRI AT [4]: N BEBOARBE S MK SEHHE o 2 2 a3 3 HE 00 A 2 AT T AR
SEGRNTHEA, Al FIERENE LE A WA A6 0 2% P85 b d BN, S THI PR REAL KT X
AL 7 INVEEE REHERATE, JEHE5R 1 AR SN E R e ) e

3) SETESEhANE: N TR REBORRENS SCELSEI A AN &5 8, X0 T 06 24 7 B2 22 22 (R 1 4%
B R ARG OR VIR, N R R Y AT DUAE W 2% i A AR 4 H G P RF I S AT N,
I R A B R, g A B SR RN B PR SRSHF
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3. ALERESAREZFFRATHARMA
3.1. KB (LLMs) [5]

LLMs (Large Language Models) & —Fh & T HLE 7 S EOR, KANUE FHEAL(LLMS) ) K IR 2 7 1
AR G5 S A B A5 T Transformer ZEA4[6]11 5 8580 . B I8 I 78 K& SCA S BdkAT 7
Wk, RPN —AMAECF —BOG T e tE, RSB A ARG S, RILHIREIIE S HEGR
FNEHISCARE SRE ST BRI DL RSRK 1 o) AR Db e . 2023 4, A 3SR IFIY) OpenAl K A
ChatGPT #%I[7]. Meta & Ai ) LLaMA F31[8], LAk i SCERfF AE /185 KB B A A1 (¥ Quen & F1[9].
TR AT Glm RYI[L015AE R 1 KA, DS T LLMs (03 RN . BEEH AR ABEE, LLMs
FESR AR A B ARVE 5 5 TH I BE TR, N RiE & A R R TR R ISR, SR HARIE
A E ARGk, ARSI R SRR R . AN, B ETEARRSAE R BEYT . SRIEE %
BRI s R B T R, ROR T OE R R A 1 AR RS N T

SRR I UF A U P 285 SR AR R R L AT fEE T B SRR A
R SELR, G NERS TN AN ARS, RE&FHMARS . o7 NFE EWMER . BERET
SN RUE S Y (LLMSs) BRI 58K ¥ AR08 & SR AN A JRe 70, 9 R 23 A B 3 A i it 13 v JL 2%

SRR O A A DM R S . B3+ qwen-7b BAL, X6 RURS 20 A B 3R 4T sft 3R 1E[11],
FIF LLM (938 SCHAR AR 45 50536 B 3 A i o) R 0] oM #r s S B oy B, ORI By
FOR S, XAEAMUAR & T HER S0 R RIR T T VRIS . B, Il R A A B S v i s s 3
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11 46,360 2%, HIFRZSHdE it 35,000 4%, FF4m S5 ARSI IR i e L Ab ik json A5 20, BARWI R 1 Bk

{"Kind": "Openqa”, “input": “GIEE, FARERE. FEERATATE, RERGNRAME, EFETSXMOERRALAR,. N DAYASTIEEIER ", target" " RRMA RN EFTTRDE,
H"kind": "openqa”, "input”: "[NNGEEREEELEN, M LANASHTAEMANER: ", "target” : "REBIHTEERHLIA, "} "kind": "opena”, "input": TN ESHERAARE
}oking®: "openga”, “input': “FREAFSEXGEFETIEBLRGEORASISLT, RDY, BERRSHILRIPGEEFSITIERE, ¥ OACRlGMHAER: , arget " FREE
BRI, BRBRORENTRE, RIEHTAA, 3 LEATEMAGSI " target " RIS, FUTHEORGRAIAR, "Hokind": "openoa”, "input”: "FMATETH
", "target” : FXILAMEITEIIFIAS, "} kind": "openga”, “input": "2, IR R, SRS, REETRRIESOE S SRS P
Hrkind": "openga”, input”: "FUTHERGEXGEFETISIAREENENSISIZT. AT, ERRESNIARNPIRRFSHTERE M AT TEIHAER ", target™: " RITAIE
TIPSEHFIRINTE, HEBRIBEAIT R AR L4 FTTPSHTRIETE, S RIERIEITEERMEMRE, W A TR  *, “target” " HURE
F"kind®: "openga”, input’: “GAREAI, TR EH R R RE R AR IBASCATEEABRREARR, XHEA
. RSN R ES BB ssHUHHTTPS DI TEEE, TRBAETEFESENREE, CERARG AR RERE R et o IRSSEIEITROPHNLETIBIESH,
", "target”: iR R L EEH EH TTEHBTANCR. "} "kind": "OpenQA”, "input™: “Z{ZHE, . AP EBERBSERRSES
GRERE IR AR TTRRNOROENEGSISES. RAEY. IERESSTILRARLPCARFSNTTENE B DACAINTMMENER: , “target” " RUBEREFRNTERERE, *){"kind"
szs, [ ittt Oumants, KHER AT TIRICERTADIRN, ERRUUCIIRE, N LR FEANER ", target’ - RHFFRRUSHO RS FRBMESTIRS, Tikh
", “target”: "FEMMAEATRIITILEREN, *)("kind": "operoa”, “input”: [ nrrErEnER, ERAEGD. STRSNSNEE. STOEREONEE. K
SHRHUARSBHRII, "Hkind": "openga”, "input": "Zihik, I TR, R0 e 2 4 TR

", "target: REMEWEAERAFRBER, "H kind": "opena”, "input”: "FESRASETIIRMNASTRAFITEAN, M EAHTEENER ", " target” - RIERH S IR MAPTTHEEIVEE
Hokind®: "openqa”, “input”: "EFREIIFEEGN, RAEERMGRXAEFETIERTLAREENANSISEE., REY. DERESMOLRHPEERFSHTIERE. N LER RS
", "target”: HREHETHERARENS R EEERMARSMIMITA, ") ("kind": "openoa”, “input’: "SHE1.ERIME: WHERE. RLQERANTPSIL. BERRAsSHNAROPHNALMRERBEE
", Mtarget”: HRERSMURETRIUEINE LRSI, "H kind": "0penoa”, "input”: "RATAIBIIRIHBLE. M AT TOMBEANER:", "target : FAIURPHLIBRISALELS, "} kind": "o
Hrkind": "openga”, input: "EHlHHE RN, ISR AT RE BTN R NSRRI R 2R, M DAA TSR, "target " "FOIREARITTER, IR
" tareet”:"E E LERCRS . FiAEEE R MREHSIE. “M " kind": "OpenDA”. “inout®: “ESHAEEEM.

Figure 1. Rectification data processed into json format

1. BUHUIRAIER json &3

MG, A lora 77 3126 HdAT ki, Jihikqt 18,750 ¥k, IRIFEE FikEI LR 5% 96.1%. 1
ubuntu20.04. 4 i Intel Xeon 6348H (24 C, 165 W, 2.3 GHz). 4080/16G*2 ¥5i I, ftEMER%t 1000 4%k
AT, IR %A 96.3%, A58l WA RN ) 65, NGBS T A B WK & 1s2m,
) B TE 7L 20 1%, FEBE 7 RA 1 S0 N AEBEE O &P LA 44 1.58 /M.

DVPIge S 5 o AZMVPR A i F rp, BERESR 7 ORI A), SO DURSE fRIE R R . Bhah, AR
IR TR, R O SR MR L, Skeda S IUH AN T ), H T A R U AR 2080
X TAEEE BRI AWM. Ak, S 3T baichuan-7B [13] KM AL FEAT N 4% 22 4 AT 1) 2 4 it B 1)
FRIIR o KRB TEH, 2% 22 A Ul b (1 SEAR SR AR 20, BARBURAL. TR Mok TR, XL
SRR DG AT e 5 BTN GEIE A —E 25 . 8 KESEBE NS K, R KRR
T, AT X 2% 22 42 75 T 1) SEAR B LT 26, v R RRIA B 65% 75 A4, T Iz AN R A2 SE B FH I 75 3K
N T IRREIRAIE, KB AR A UG GRS, 83t ) baichuan-7B AR R HE Ak B (1 N 4% ¢ A AR AR
BEAT ISR, SRR HAE I 4 22 4> 77 1) b Sl i el 26

Figure 2. Processed data json format file

2. SLIBREVEUR json &SI

N TSP baichuan-7B R0k, 75 2K B YSCEE W 44 22 4 U (0 AH S B0l O HEAT 4x TV o8, A3
3 RSO o IR A PFR S PDF SCAFr, SR & A RS A, [ 2 1 F AR PRSI AN I,
TR R 2 Ak B 1 iR s K i Ao AL A TR R R R . b, AR I SR i 22 ) Z5 LI json H%
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ACfF. MY TR AL, ZM A H R & S A, SR S8 02 EE AR
KA B SCHE. Rk, 7ER]H baichuan-7B KBTI ZR 2 BT, W JE A0 PP 1 30T TAL BE, G045
FBRAE A B H AR AR DL RoAg sURE 4 55 AR, DA R I 2R i e R AT A 28 . DIZRI A json
A, Ny input, SR EEREAT SRR A) T, HARE target BERLEIIZR H AR T IR R
EHE ks N 2.

PRV YIRS FR LT S8R T 32,343 WKIEM. B, BAEIRUFSE FJRILH 89.4% R INAIR ., &
MR, 7E ubuntu20.04. 4 i Intel Xeon 6348H (24 C, 165 W, 2.3 GHz). 4080/16G*2 1% |-, £ 2000 2%l
WIBA), DAL HARSLA b, SR iR 88.1%, 5 JECHAH Ll , B SR UM R B &5 T 23%.
DRSS R R e 0B o, 8 e 2R Bt ad Rt rb, W] DU I 51N B S g 1) I GRS A 3R 47 — IR
(773, DASE s B B A () S A Fl L A 2

3.2. BARAEBSAIE(NLP)

BERT (Bidirectional Encoder Representations from Transformers) [14]H 2018 £ HI Pk, C4 M NE
SRTE 5 AL BE(NLP) [15]8080 1) — /N EE AR . B A% OISR AE T H Transformer ZE44 (1 X0 ) 4 i 25,
RefE [R5 feA) 7 BT B 19 B R SCfE B BERT Gl T SR AN G0 95 N B BOR IR, T 2R
BUE R EARPRC RSO BT, 2220 ERSCIRN, SRR BOWE R 2 AR 55 B A 2 4. BERT R A
BOHEA EAEZ IUNLP 155 EIAS 1 B2 iVERedR T, JF HEA R R ik o LR P 3
FETHBRR M) BRSO iR RE 7y, BENS AL FR R AR IE F A AIE Lo EAEZ I NLP AR5 R 5, 415
Aoy B i 44 SEAAR R A . BERT BITRIER - a0 LT —H “— 1) Mg %, Wb
FAMBE N B A NLP AF55, TR 7 MCKIF IR AR B B S 2R At AT S RRAS . b 4h, BERT YR IGTEAE
AT DU RA HE B 22 R 45 AIAT VA SE I 75 5K o BERT A A I 9% 35 g R R BRI T — 5 R B 1 i e
PE, @ T RO, AT LAY AR R A A S B R OCVE T MR A AN o IR SRR TS BERT
TEZ 15 5 N PRI H 2R K 2 D Re

SRR PP R T, WP EEE TR &R, SANFMRAFEHR . 45 R R EHAT K55 N
VWoE, RGINEFESENT AW, b7 AEE MR ARSI & A Bert FH HPdidf$2 3
KAHIRBOGE LR R, FEARRARF LRI, AR5 DRINTE XU 55 28 P E SCA 7 AT 55 LAF 3K
DR H o

"result_record”
"system_level™:
"label™: 1

"result_record”
"system_level™:
"label”: ©

"result_record”
"system_level™:
"label”: 1

Figure 3. Bert risk classification json format training dataset

& 3. Bert XUk 432 json #& I EIRE

FEAT I S DRI PP 1 RS S PP Y, PR R R G550, a5 RACFAF BRI SR, it R
(IR S5 A pRaE, AT ZR. Horr, MRSZAMR. e m=NE, RnEdE 2 ma 17 271
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o\ 80 5%k 15 BT %k ARS T RBHEAT — o028, H SR KU IR IR RS B B A el 22 o sdd ) R
ol PAT S5 TR i, AR A R4t —Rile ks, AEN—38(n el 3 H i label:0); i KUSAE Ay B
M2l 3 [ label:1). FTLAEH, AEmBdEEEE (97 £ 755%) 5 m NS HHEHCR A ZBUR, FEASUE
FEERPAT . bk, T S 8:2 LU XA . KRR AT I A SRESERI 5y, 2B SR
SR rh D v XU B BEAT SO 5, DAY 7 R R AR B, B iR A WU IR ERAE AR 70 27556 H
TR ZR o br R #s X 13 3 o
[R] 75 R B CRAIE g XSS 0 HE R AERA 26 A0 [ 2R, ARSI R B0 E i FR v, SR Fl-score [16]4F AL 1T

friads, a1 Pos:

2*acc*recall
- acc + recall

F1 (~3 1)

A LA H Fl-score A5 AY f) Ul ME R 26 A0 A [B] SRR HEAT AT, LAY ZRiE AR A 70,000 (I, SARES:
UEREPE FL1 oA 48%. WA, HEAYLE i KU IR AE b HERA % (acc) hy 84%, 7EE = MU IINASE [ HER % (acc)
N 88%. JG4A TSR R R, DL R R R AR A SRR N R A R E R T SR, ] A
JET, SR E SRR, I8 RAE DB IR m ) BURCRAE 22 B (XU ), LI i 22 (L 4) -

"epoch™: 2.492

"eval f1": @

"eval loss": @

"eval runtime": 22@4.0501,

"eval samples per second”: 1
"eval steps per second”: 6.233,
"step"”: 70000

Figure 4. Model training record
& 4. REYIZIZR

3.3. HlEHRE(CV)

& lusrmgr - RIEEFIE RIE)\EF)
P 3‘5‘(”:}/\] ﬂ(\fL FEEN(H)

| xE 6| HE
& HnEEEEED) | 2% 2z it
o e | B Administrat.. EEH BN OB
O:& & Defaultacc... ESEENRrKe,,
#5 Guast SRR ISP,
Blizen

Figure 5. Special character diagram

B 5. HRFrTE
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HL#s A 5t 5% (Computer Vision, CV [17])— R H T4 B A Hr G s E A, e EG R 7.
Sy AT RER AR DT T R AR OSSR A o AE B AR ISR 18], BERRE UM G R E R B, R E e A
BB AR BUR A/ AR [19] Mk — 6 UG AN T 250, x0T B 2l A Ak B 4 a2 00 H 22 .
B S N FEL20]AGR A EE I BTAR G, IEBE X /AN R T, AT B fib 58 4 2 MG A
S 4 B NLE LA BRI — 2, RRREIX A3 [ — AR AN E I AME, X T 2R s i U E
H b R B R AE AU 51 b BRER R e X R IR B, XTI . M A SIS EE ., %
I e AR R % R A BRI SR R A 25 2, X6 T EUR ARV AE SR B AR o RRAE A
HUTEHEA, W REABRAERH(SIFT) [21], i8R I EME b i) SC8E sS AT UL RS, 3T EHZ UL AT A
S AU A A EE R .

TESFCRINVHE R T B, BRI P 2R, A RSH, HAP & RFRESCEmE
WRERAETE, W1 5 Fim. &0 —MOCARBEE, Je5 250 (OCR) [22] AT LAEH H ff sC i ik, {3
ST SOAR UG R B &R AR TR RN, PR (AR B3RS

Nk, F=HI R T 2T PaddleOCR [23]H!1 PeleeNet [24]iH B4 ik 745 1 7735, 14616 Pad-
dleOCR X A4FIR F FFHEAT AL, FHEAREIR 77T X 30k N 50 5 1 PeleeNet /1N 25 Hovt L HEAT 4328, AT
7 PaddleOCR /A R A4 BR 49 1) 17 J . PaddleOCR J2& — 3 T 8 2 ST D 2 7 4 1R 59 (OCR) 5414 .
OCR & — Pl R IR S5 B 4 T B SCAR I R . PaddleOCR A PaddlePaddle 1y H 15 5 (197K
FE2ESIHELE, 38 I G S N BITR R B AR A 22 R 2% (CNIN) [25]7, S S0 X s AT R AR 5, Bt 7
A kG A EFEVER) OCR 7%, BAZ K. mtERe MuEmirE . 2185 3CRe . AL S50
M. PeleeNet & —FiR B IMIREMAE MR, LI 1RHHE T BRRRIES . e RH T —RFIE5HI
B ISR, DLTECREF s R I A, B TR RS AT &= . BN T L E
MR IR B A BB R 402 R4 LR R BOS sRA,  DARCD TH SRR R s . XA 2 4
JZE BT IR B2 B AN R ROBE 58 5 TR0 56 K H b o

{BAESEFR Al PeleeNet X F FRZS AR 4 AR TE — 8 M s 1 T-FH P 2RSS B B F rURf 23%23
KA, BN G BRI R R RE B RA 1% K/, s e B 46 2 100%100
2 SHUF IR UGS BAR D, HRS M R mR AR . I, RO TR SR 1 PeleeNet /N RR 28 %6t
F P A ARASEAT IR 7% 1 48 PaddleOCR %o SCA UG HEAT T AF R, A58 FH ST A s S s A3t i
LR R, 4 opency JEERIFMETE FH, 15 %T Peleenet B T- M4 HE4T#4 8T, 1A stage2. stage3.
stage4 1))z J stagel-tb/pool MHFR, B3 HI1E i 24 1) backbone, SRJ5 IIZRAE ARSI . B ek Al fm
Mg LE R 6. 7 Fis:

Figure 6. Network structure before improvement

Bl 6. BUfRIRIMLELEH

Figure 7. Network structure after improvement

Bl 7. AR LEH
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£ ubuntu20.04. i5-11400. 3070/8G ¥ &g I 43l ff H cheadk miy A 52k J= 1) PeleeNet Il 5 FH 7 44 IRAS %L
P, SO RTRLAYER R 200 T A R FDIRES BUR R 260 71.5%, JHFERTR]3L 356 ms (/] 8 & 7). 200 ik
PP 2R IR ZS B AR 52 78%, W AERT )3t 359 ms (4 8 45 F7R). it JE AR %F 200 5K FH 7 J5 IR
BEUGIRAZEN 95.5%, JHFERS[H3E 155 ms (K] 9 Z£F7R) 200 5K FH P 245 FPIR S EG R TIR y 96%, i1
FERT [R] 3 173 ms (] 9 A5 BoR), AMNSE 1 IR0 2R i HIR 4 ke 7 1R B[]

classifytime:1435ms
ok 0.6906428322983398
classifytime:1634ms
ok 0.786u455514778128
classifytime:1939ms
ok 0.6581820115451584

classifytime:1931ms
error 0.8765332279668034
classifytime:1720ms
error 0.7557246105637604
classifytime:1930ms

error 0.7535717771983004
allclassifytime: 35869 us
avgclassifytime: 1793.47 us
ok num : 44 acc: 22%

err num: 156 acc: 78%

classifytime:1730ms

ok 0.9171760430197615
allclassifytime: 356598 us
avgclassifytime: 1782.99 us
ok num : 143 acc: 71.5%
err num: 57 acc: 28.5%

Figure 8. Test results of network model before improvement

8. BRI REIMIA L5 R

ok 0.6908098241468973 classifytime:976ms
classifytime: 74dms error 0.7078211667378604

ok 0.8086720202932322 classifytime:91lms
classifytime:883ms error 0.8095848023599335

k 0.913108945327008 classifytime:996ms
zlassiF;timE’TEst error 0.7378957810907U85

5 classifytime:9UOms
Ot G'?§72q25u52313615 error 0.6973503175832713
cCLassiTytime: ms

classifytime:68Ums
ok 0.666781499012U906 error 0.9165773171942u6u

classifytime:638ms classifytime:626ms

ok 0.6365445791023076 error 0.6204522111214591
allclassifytime: 154906 us allclassifytime: 173366 us
avgclassifytime: 774.53 us avgclassifytime: 866.83 us
ok num : 191 acc: 95.5% ok num : 8 acc: U%

err num: 9 acc: U.5% err num: 192 acc: 96%

Figure 9. Test results of network model after improvement

B 9. BitEMEREIMIRER

B S&FAbE

PaddleOCR
RBIFRF

v
REVA PR
?‘é%ﬁ

AU RN
PeleeNeti# 1T

e

Figure 10. User status recognition flow chart

& 10. BPRESIRARIZEE
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