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Abstract

Virtual machine (VM) rollback may be misused to launch attacks on the system, leading to persis-
tent security problems in cloud environments, regardless of whether Trusted Platform Module
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(TPM) is utilized or not. This poses a serious challenge to the security of the cloud. This paper re-
ports successful attack experiments conducted in both TPM-enabled and non-TPM-enabled envi-
ronments, analyzes the fundamental causes of cloud security issues, and proposes a secure solu-
tion for virtual machine rollback based on rollback-resilient virtual TPM (rvTPM). rvTPM is de-
signed and implemented based on Xen environments. The experimental results demonstrate that
rvTPM provides a secure solution for virtual machine rollback without causing any significant
performance degradation in cloud computing environments.
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BN X B RE R WLIENR S , vIPM DRSS A THEES (19800 1 52 2B 3K  England 25 A [22] & 10K vTPM
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Figure 1. An example of a cloud environment using the current virtual machine roll-
back mechanism (regardless of whether TPM technology is used) for attacks

1. F A EHBEMNELRIEI(TIE RS ERA TPM KR EITREHH IR 5
21 BEARN 1

Ji Ty b B A 5 % S o A 1 s, R Peggy £ F A H T+ SEHL(EE BE T-AIL) b (Y L1 R -5
i, EBERINLT =m0 1saac $24E1) SaaS UL ) Java Apache B AR 55 85 [23]. B R 55 25 il
Fh pw FIEE T 305 (1 22 4 B 4 IR Uik} Pegay 3#EAT S 36GIE. BAAMR R0 R .

a) 20:10: Peggy MI%H50 pw # 12 N AT SIS B RAFEIN, X SEELE BT Reites 2y 7k
BB =7

b) 20:20: Peggy AHuTHEMLH FIERMAFHACI HERR. ST 5 pw TaELE2MEE, Peggy
A AR S5 28 A B AL SRR AR, A R TR — S D pw.

¢) 20:30: HiA FERIAL IR BB (A 0 FARAR) i Bo o 5 [F1R SaaS ke HUMLE] 20:15 B PR 4B pw
N RN B, SaaS EEMINLE T-EvE H I EIR[11]). BT XL eR e, Yok &0 nT A 2560 pw
AE RS %, M E 78 Peggy.

I T LATE Amazon EC2 7 & L piZhseiti, b SaaS MERIHLAIHEEME R854 Amazon LinuxAMI,
%~ 3.10.34-37.137.amzn1.x86 64, SZBIZEMA tl.micro, A 1 ML CPU 1 0.615GB W17, fIRS4%A
Apache James 2.3.2. Zidi H 75 B [07R SaaS EWLAIBUR, i EHABER .

22. BEFHFARAN 2

TPM BEEHATR R IE 51T, AL FRIGUE J7 UE S M ATRAS, AR U 14 AT 0 2 AN s 45 A
[24]. %T5 6 LARTENEEG —ADNHILE TPM, = RSB szl TPM B RERL, IXEEA BEfE
WERE £ B FUALAS RE B F 2] TPM(BI VTPM) o 7E S A FH 3 55, R U185 5 22 A1 7R 21 R IR A [11].
SR, HETH VTPMITPM #1135k % [ E] vTPMITPM PR S B i) . 3%l i) B S BG0 A VTPM
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P 1R 1% SaaS RS- MERT 1saac An{AT i i RERINLIE1R Th RS SRk s BUF 7 Peggy HRIUEEIE 1)
R, EEAR T SaaS BAFHIVEACAS IS IL T, 1saac A RE IR, BETXT Peggy KA

a) 21:00: SaaS KEHINLIZ /= iRl R GRS BRI VIPM 4L T stateg, Bl VIPM 1 MRS K1
ST RERWIARAS - Isaac 4L T stateg 1) SaaS mE ML .

b) 21:10: H7f¥) SaaS FAFAN T KA. Isaac BB A I B S AL, LLBT B FUNLAL T state;, vIPM IR
At 2 state;. Isaac i L FELRIE A Peggy 1IE WA RESIHLAL T statey (B SaaS F A+ H TR CA B )«

C) 21:20: lIsaac ¥4 SaaS FEIHLIEE ZE statey, {H VIPM FPRESIEAFEZ B35, WEMNLS vIPM f77E
ZE 5. VTPM ]G4 A] Peggy UERH SaaS REFINLAL T statey R, 1fi'esLhn L AbF state. PAIBL, XANA—
AT REHE R SR 57 X Peggy 7E SaaS kg FUML H 1 UK H -

Wi B R R VIPM B TPM RSB 2 BT A R, ARATE T AT ML IR ERAERE, 3R
FF 4TRSS I e 2 TRIEHOB R EUK S, AN R FIRES C A BIR BIEFIRES . AR IX —Hhi, ©
ZFE RAB AL L FR 7 BR A R 01 1) B 2 75 DR BN B VR BVl ARSI R RBE T . Rk, &
BN R 7 BRI AT I B AL 5 CLRNR . WA, FRATIER 3 an 5 FUR 7R F Lt PCR R, T A2 %
A VIPMUIRES, RN IN—22 K AN EE 1) PCR, DUE AR E 85 A6 U R S, w24 1k R Mo
3. =R

R FAME VTPM (vTPM) A TPM HR R Bt ) @, 4 7 ORY7 SaaS I 7 F528% & SaaS L3 e i
25, HF SRR PN HAEAE [0 jLY) SaaS BRI R BET T ENREEME . ARSI — i, H& 28— 0]
15 MR ST SOk WS 45 IR0 B W LI R AT N, RIS 1A) SaaS F A $RALFH R IEBH , IF 521X 28 [F1VR 4T A il

3.1. EIREAN VIPM REFRE

T HERENNLE VIPM Z 25, A FRE U EREA vTPM RAS . 8T, X P I EA % 4.
B, AN[EREA vTPM 26, HSHIA vIPM 50 as i i k. Kk, 08 d[25], &
WOR ERR AR LL A & R AL 52 B VL 1K PCR, LA HIRES F T TPM Ty B (4025 48 47 fiff ALz F2IE BH) 1) PCR . LK,
TR R G FE /A (FH TCG #MAREk TSS B HE)H 3 12 IR EE ), FH T 2 mn i G & BH (s
S N AR 7 IELE A F e — R A BRI, RIS, 7ERINIAT BNREEIE 2 5, AREe Ryl i At
Hh TSS EE AWMU CEANFEHBC A R Z A ) v R EHEOE . FRK, BRR B
VE I ZURHT Fe A F0R, - DR [BI R ARAE JS R AU L BB G0 ATS SR A AE T VTPM o, I AR AR
BT AT LA SR R B Bt
3.2. Anfar#s I [ER

NTREIENE, RN PCRy,+ PCRyyo HIHE 1 FR.

@) PCRy PCRys Fll PCRys #% rvTPM H Tl BN HIE S . FH PCRyep 1ENEIFR, Horh
snap e {24, 25,26}

b) PCR27+ PCR2g £l PCRyg 1 rvTPM FH 36 i3 KEAUAL A WIE AN IRZS R 1)AE S o 8 PCRyou 1E AR,
Fedrroll e {27,28,29}

¢) PCRyo F & B G S AR R vTPM S

d) PCRaqy # S 2 7 F SR s il K DAL IR -

€) PCRo-3 /2 5 PCR, AR} A PCRyig, H:Hiorig € {0,1,-++,23} .
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Table 1. PCR function and permission table
% 1. PCR IhRERAUPR R

PCR H HE MR ¥ RBUR
PCRy, L iEEE - inglE) vTPM vTPM
PCR3s R AR B Y uid vTPM vTPM
PCRy PO IE R I RE RU LIRS vTPM vTPM
PCRy REFIAIL ] B ) ¥ rvTPM
PCR3g FERML BRI 1) uid X vTPM
PCRy o3 [EE R B RAUIRES ¥ vTPM
PCR3 1tk VTPM SE51 %4 o vTPM
PCRy I A R FUATLR A ¥ B

BT PN B2 FUATLARE 0] BE XS B2 TCG [26]31 7€ HIAH IR PCRyyrig 1, 11 HL N FHFE T 7] B2 76 HEN PR R &

A7 FABUBHR (R 3577 10 AU S AN A AT AT Fe A AR R S ), DR 5 X A SRR DR Mt AL v TPM

{8 PCRy it 53¢ g SN LR HR I ZR Ge b [ (B BRAR P I (1K) o 422 P BRI BUSBER I, FH P mR i F
{FTE Y] PCRog ME—ELAHXT NIRRT o FEREAT 56 n IREAFERIERT, A T Ukor:

PCRj, = H(PCR}," || H(snapshot,, )) (1)

Hr, PCRy =0, H 2 TCG RHMIFRHEIMEIG Ay R AL, || IEHTAERAE, M0 PR BRI 1) D) 2 Fr £5 T B i (1)
BT B, BT PCRyy RAEH rnvTPM ¥ B E &, [KUIATAT EINLAR TGN g AT 84 . APk
HIL R VM-vTPM %53, PCRy ¥ S5 EMMNL—HRZ IR . R~ T ik H P (B RS0 UE ) B 2 M2 AL LA oy
W R LUK BVR FIAT I, {8 PCRyy 10 3 R SUHLIEIVE 1) R Gk ) -

PCR}, = H(PCR};" || H(rollback_time [|snap_shot)) )

Hrp, PCRY, =0, [BIVRHS[A]R KA FIRR (I FRE T A8 . PCRy HAEH VTPM ¥ &, AREHATAT
SRR E, MRS PAT T REAUHLIR AN .
HH T SaaS MEAMML AT HHZ /N, TIX S Fdid PCRog [26]4A%% 1 AHIF] 1) SaaS M fUMLIR IR,
I HL 7 X o AN 6] P R SRR B T R 3 A7 (DR R, DR 92R R P 1D (uid) BRI 8 F P TR . Dy
HRMNZAE B, SR PCRys, AAIRIIEIS, vTPM 237 J& PCRys, LA S A H R I F 7 1 uid,
BHARUTE
PCR}; = H(PCR3;" || H (uid_snap)) ®3)
o, PCR), =0. PCRys HftH rvTPM § sl HEE . AP ILHIL VM-VTPM Z 540 EFTIR, PCRys K5
RS (R R AL — 2 [F1R
N T bz B PO E SR R A DR R UL IR S (R PR R VA I PCR g 10 312 35 [R1VR R AL ¥ P 1 wid::
PCRj, = H(PCR3," || H1(uid_roll | uid_snap)) (4)
Hrh, PCRY; =0. PCRys HAEH vTPM §7J€, HAREHE.
28 I RE PP B AU I, B AT PCRog FITAAR I BN VRS E [26]. NITRX — A, &
JT PCRys Kt EHIHLIRA, H VIPM_snap = PCR, ||-++||PCR,; » 41 Ffizs:
PCRj, = H(PCRJ;" || H(VTPM_snap)) (5)
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1, PCRY =0. PCRy HAEHI rvTPM § RELE B .
5 PCRy KM, IR FEIHLARE BOUEIRES) FHREPIRA ACH BPIRA), I PCRyy, KidskiX—[Al
RHEAE:
PCR], =H (PCRQ;l IH(VTPM_snap™ | vTPM_snap“eS‘)) (6)

HH1, PCRY =0. PCRy AfEH vTPM ¥ jig, (HAREEE.
M5B R EE A vTPM O Sefile , fEdSE vTPM Sefl B (F vIPM BdiiR0R), idh
VTPM_data. 4 J J7fE#AE, ¥ PCRy, flifH:
PCR}, =H (PCR;;l IH(VTPM_snap™ | vTPM_snap“eS‘)) @

PCRs R et wTPM ¥, {HAREEE .

SRR (] a0z FH ) AT ASE ] PCR oy SREGUE REFLIRIR A4, FF4) T SaaS A M 2 il il AR
FAHR YA . SR, SRR PP AN RE AT FR A FH PCRyoun KA I AU LRI FORZAS I B2, U E ToiERN
ERAS VM BRI, W I02 R A i ML R R R T R R FOIRES . Fr ARR 24781 PCRy
K AVE R AR ICSR B CFPRASH, 1FPR:

PCR}, = H(PCRE," || H(VTPM_data)) (8)

Forfi, PCR, =0 E 2 i AMBEUBRE (9] 1 o8 s ) SR ., 2% A ok o P R P O R
. URRFRERAEBUN, SR ARSI EEREREE B CRs S0 E 5 RH)
PCRy;, SRJFH A . my( BT R B) 2B B PCRay. o T A0 F T LASEE S A 25 B 3
(Mg, )T LR SR 72 L R IE AL BRI AR . ISR VR A TARAS E,o U247 PRy 18
FiJ H (H (PCRY, [ H (E,))) W0 m i ELAEBSBINARES, MR IR T AL TARA B OF LR RE SR
&, BN, SRR AR S RN LIT T EIRHERE, BOAIEMRTRA S ERTE PCRy, ISR
e . AR AT LLEIE H S 3REHKE 5 PCRy FOMILRCAIRE, 3K/ PCR Ak S AR
Tk A,

3.3. BREDHT

FET rvTPM 1 R UM LIERR AL BEAS 2 B il FH T S BUS AR FARAS “ Bk, WAkl -5 B0
WL VIPM Z A ZE R . TPM & 72 Rk P R 0L H (0 B R BE B8 A5 B PCRay 10 s 7 SR AS
IR T RGe o AR R IRES IR 1. A TGRS HERIRES R “BR” , Rels R L St
F LRSI\ PCRyy HIME, 5 R HRAE 5 R AR RS AT S . AATI X 2 AN AT RERY, [KI2A PCRgy
MAEE .

rvTPM 0] A RAESEAT R WL R AR S, MAHRL vTPM SRR K S vTPM ARZS, 38 1T LA CR A
—ANREF RS IHAT IR IR R ME— ). A TS SR VM-VTPM 25, i S A {E Saas
FERWLA T AT (SRS Sas  DMEREUE L3845 SaaS F 7 (50, SaaS F /it 4x i SaaS EIWLAL T %
RE) . RETERIIPATIUESG, Bk SaaS ERIWNLELFI 2] 5 52 Bk FPIRES Se. MRS S,
HIGIUE PCRon ICK MRS [A]  SaaS MEAUNLIKPRAS et . [RL, a0 RBGEH & AR PR Uk R, 25l
I EEYN PCRyoy KIS 2 FH -, A BRI L@ A (E RS AR 1T . ARMIX A FTRER), KA PCRyy R AEH
rvTPM ¥ J&, T HKIZ A ReE & .

4, SERGIRA
SIS R A K45 0L Linux 2.6.18 18 0 [ Xen 3.3.1 NS HAE T Ls2iE vTPM. K2 44T rvTPM
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RIPYAMEE . J 0 (1 RSB AL 0 SR PR IR AR S 2, T Xen A (K5 BB HAL AL AR
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Figure 2. Xen-based rvTPM system architecture, it mainly consists of four modules
2. T Xen B WTPM R REEHN, EEEHMUAMERER

4.1 FRBESERR

TEFATR TR B RN ER B E—/MRIRE, SR ZRYCRIEE DL N E R 1) BRI HRR; 2) X
i) vIPM ID; 3) H P 4: (V)R IDs 4) RGC4HTHIAE]; 5) vIPM PRIE R #8142 il — AN e
X do_vtpm_rollback, FH N IHIHIA K15 S MHEEHRAE, KedsctE 2 0045 B I 28 n it 42 J5
WHREF, BRIERENEWR—NER, BNFERER—MEK.

4.2. (SR BICHER

& BRSPS RS B A EE SRR . > rvTPM LSRR id i # 2¢ F do_vtpm_rollback i
WA RERE . O 7 RO AT RE B IF A S N RR IR DL, AR B BEBI27]0 bRk 5 ) o FERL bR 2%
BT AT SRR BRI E (N . MR W% )R, A f R, @A —MEH SSRGS, BEEH
LYSEIPER

4.3. [EIFELR

TEBEAT R AL IR S0kt B UL B0 VR B 2 B (PR BRI, 2B 2590 5% snap_time. uid_snap. VTPM_snap
53513 J& 2 PCRyngp 1 roll_time || snap_time,uid_roll || uid_snap, vTPM_snap™ || vTPM_snap® 43 54" Ji& £
PCRyo H1 o 3 58 H 76 AL X S5 200, Pz FE 30 A5 FH o A O bR RN (B2 AR 11 22 4=, 15 F PCRgpap
PCRon o PRIE . EBEHLHI T, A fCIF [EE X 48 PCR AT PRAS, 1 PCRoy WA R YFEIER . — EIR
AR, FHOC VTPM ARRAE R B BEL L S FH AR 0 FH X e R A9 15 ) 5 B R DL I D% 1) 22 4 URE B U (A
HH). AT IR RGRANMAEA S ENR, KRG AT H FAE N NFS 1847, DAME 0 Hed it
Fo HTHE O AR, REFFALFMERITIRGE .

2 vTPM B AR FILIRIER, BEoBEWHE LN RE DN VIPM ID. &R KA G L,
BRI PR R ERIE. Rz, HERBNEEE, W3 HE SIS S SR O D AR Il s 1 kAT
[ T 7 B4 2o FEE DL BISE BITEM S B2 5, TPM B ZE 3R rwTPM 7 JE 2] PCRyyp, R
PCRorig f1 PCRyngp FI T A G AME . rvTPM B AL IX L8 PCR {EAFE 22— MR U, RIS
FIFAEEAR DME A . (vTPM S HELA 2004 vTPM 52 B0E 117 3% 4%, DUE R FE 5 04738 24 1 44
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fE% -

B4, vTPM EEEESFH vIPM 1 ID fE2 /R PR . AEAZFEXELR, FHIESE vIPM
P TRIE ST ) A . FERIRIE RS, T4 s— N HT 0 vTPM 5245, BRI AT DA L ARAT (R ik 52
H rvTPM (5261 EENE R Bk, FERERRNE BRI vIPM sLfl; ik, K& nvTPM )8 3)
KM, HE vTPM G328 % TPM ST STATE, il KE MY & PCR HIThRE; K=, {5 L—
MR ThEE, B A2 ERIE R, 5 hvTPM S22y Hoth B i A= e A B I i s g, 0
BB R A R R E; 550U, — B 2 BRTE R, %R 50K & PCR FI1E, M PCRy... 3 PCRus;
AL, BRI TR S VIPM OGN SB75, TERAT T FTA AT RE SIS rhvTPM SEB 0 22 B R 44 IS
{RAEFEAEME rTPM SEIEE . 525, PCRuyee 3 PCRyo H4% BE HT A0 e I 2K RV At o

4.4, ERBFER

8 FBT 4 1) PCRgnap A1 PCRyons AT LABRERFIVR FF. SR, L8 PCR AF/ERG A MH, (HAA 2 LK
SRR S £ P PAT BRI sk 2 2 AP R ERS, hTPM 769 & PCR HdsR HE . HiE
ALFE AR TR (FA5E, IKEARIE AR E]) . BT RIS /E(BRIGERIR) . 7 IDS BRINLAZFR. IR IR
B GAREIK Z R PRR) . HEK A BT A TPM_Quote #/E .

5. MEEEES,

SLHF AT B4 VIH 1.99 GHz AMD Opteron XbFE %%, 4GB A 771 v1.2 Broadcom TPM 1&1T 2%

B A2 RS 2R HEAT 5288 . B FRIE SN Ubuntu 8.04 LTS L IvEE#I4L Xen 3.3.1, Wi%N 2.6.18.8-xen. A

PR NLIE AT A R HE L A%, 38, U 42514 32M. 64M. 128M. 256M. 512M #11G I FEFI 1 AN
L CPU W#%. 18 0 F1iz4T NFS FiA 3 ARS528, {RiE vTPM [ R G EF ATE 1

5.1. R rvTPM B OpenSSH PR %5=%

¥ rvTPM 55 OpenSSH iR 555 R [27]. rvTPM fEilk OpenSSH ik 45 H sh i %40 £, FHAE R HILIE
TR kg2 4 TAE UL, T ZEX) OpenSSH AR 552 3E AT 40 & 2K, 15 UL 5 7E ssh-keygen.c 1 sshd.c
o F7JE PCR BREL. 2 35 BR HOR R o 55 4 ek 4

a) 247y OpenSSH [ 55 A= U (1 LIRSS # % PIX I, OpenSSH Ik 55 4 24 HL A 419 € 3 PCRs1,
EFNRIS R IZAHATIKE . SR)5, OpenSSH A% #5443 % $Ef7/E PCR . ssh-keygen 4 i
ssh-keygen.c SEI, X 3 BRECREAE S 0 (A8 N Ji bR E5ORN 34 77 R 5K o

b) FERAMAHET, I REREIGUE A B . R RIS PCRy — 8, AR RAERNR: &
M, %85 PCRy A—#, HT PCRFMEREANTIKER, HRRARECER, HHMKE R T LAHTH
9. QI sshd SFHREFERT,  FR7EE SRR IR E LB I

) WS fREERAE RN, BRIWLC R B BIHRAS, OpenSSH R 554 BT 4 1 {5 FH 1) A SHFI AL
PIxt, #mMH G E ENUEGNT. A vTPM RGHTE 5 R OpenSSH k%5 2%, 7 LA 2B 12>
TR ATE R PRAE MR, M TE AR U2 S I e i 3 g AT JE— 2P (W . (K124 OpenSSH Ik 45 #%
AT DA S B A (R A

5.2. RGRANE

A N AE T RIS U e B AT e, AT v TPM Al R BT RRAS o X FHASR b, D& T BLF
ABRIEAS: 1) THEWCERE R e AE: 2) HZORMEEMEE: 3) BAHHERER: 4)PCRYE
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Figure 3. The time cost of rvTPM taking snapshots at different memory sizes
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Figure 4. The time cost of rvTPM reverting snapshots at different memory sizes
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Figure 5. Time cost for taking snapshots of corresponding system functions
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Figure 6. Time cost for reverting snapshots of corresponding system functions

6. R NINRE R E REBAOBE A A

6. &it

TIEH R AILERNLH 5 T EUE R, ASORR 1 RAIAMER] TPM BRI LT 2411 ) i
FABLIELR AL R I RIS E IR B B A, IR T Bt 7 BRR AL B TPM (v TPM) [EIR AL
i, b VI etk B RGHT Xen G5B vTPM, PEREPFAL S5 REH]: nTPM AT LLA 2 RAE
REAUNLIE17R 22 4] 5 H AN 2338 RGN 25 I RCR AR . vTPM B3R T DL 2 e dt TPM BORTE =15
BN .

E&WH
JTRAE BARELAIE & T H (2024A1515011502), | A4 RBHGHH I H (2019B010139001)
SEEk

[1] Chen, P.M. and Noble, B.D. (2001) When Virtual Is Better than Real [Operating System Relocation to Virtual Ma-
chines]. Proceedings Eighth Workshop on Hot Topics in Operating Systems, EImau, 20-22 May 2001, 133-138.
https://doi.org/10.1109/HOTOS.2001.990073

DOI: 10.12677/csa.2024.146156 205 THENUR S 5 R H


https://doi.org/10.12677/csa.2024.146156
https://doi.org/10.1109/HOTOS.2001.990073

IR E

[2]

(3]
[4]
[5]

(6]

[7]

(8]
[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]
[22]

Garfinkel, T. and Rosenblum, M. (2005) When Virtual Is Harder than Real: Security Challenges in Virtual Machine
Based Computing Environments. Proceedings of the 10th conference on Hot Topics in Operating Systems, Santa Fe,
12-15 June 2005, 20.

Collier, G., Plassman, D. and Pegah, M. (2007) Virtualization’s Next Frontier: Security. Proceedings of the 35th An-
nual ACM SIGUCCS Fall Conference, Orlando, 7-10 October 2007, 34-36. https://doi.org/10.1145/1294046.1294055

Pearce, M., Zeadally, S. and Hunt, R. (2013) Virtualization: Issues, Security Threats, and Solutions. ACM Computing
Surveys, 45, 1-39. https://doi.org/10.1145/2431211.2431216

Chen, L., Xian, M., Liu, J. and Wang, H. (2020) Research on Virtualization Security in Cloud Computing. Proceedings
of the 2019 International Conference on Al and Big Data Application, Guangzhou, 20-22 December 2019, Article
012027. https://doi.org/10.1088/1757-899x/806/1/012027

Zhu, G., Yin, Y., Cai, R. and Li, K. (2017) Detecting Virtualization Specific Vulnerabilities in Cloud Computing En-
vironment. Proceedings of the 2017 IEEE 10th International Conference on Cloud Computing (CLOUD), Honololu,
25-30 June 2017, 743-748. https://doi.org/10.1109/cloud.2017.105

Mabhipal, S. and Sharmila, V.C. (2021) Virtual Machine Security Problems and Countermeasures for Improving Quali-
ty of Service in Cloud Computing. Proceedings of the 2021 International Conference on Artificial Intelligence and
Smart Systems (ICAIS), Coimbatore, 25-27 March 2021, 1319-1324. https://doi.org/10.1109/icais50930.2021.9395922

Mansoor, F., Saghar, K., Agha, S.U., et al. (2023) Virtual Machine’s Network Security. LC International Journal of
STEM, 4, 99-127.

Szefer, J. and Lee, R.B. (2012) Architectural Support for Hypervisor-Secure Virtualization. Proceedings of the Seven-
teenth International Conference on Architectural Support for Programming Languages and Operating Systems, Lon-
don, 3-7 March 2012, 437-450. https://doi.org/10.1145/2150976.2151022

Xia, Y., Liu, Y., Chen, H. and Zang, B. (2012) Defending against VM Rollback Attack. Proceedings of the IEEE/IFIP
International Conference on Dependable Systems and Networks Workshops (DSN 2012), Boston, 25-28 June 2012, 1-5.
https://doi.org/10.1109/dsnw.2012.6264690

Berger, S., Céceres, R., Goldman, K.A., et al. (2006) vTPM: Virtualizing the Trusted Platform Module. Proceedings of
the 15th USENIX Security Symposium, Vancouver, 31 July-4 August 2006, 305-320.

Dunlap, G.W., King, S.T., Cinar, S., Basrai, M.A. and Chen, P.M. (2002) ReVirt: Enabling Intrusion Analysis through
Virtual-Machine Logging and Replay. ACM SIGOPS Operating Systems Review, 36, 211-224.
https://doi.org/10.1145/844128.844148

Dunlap, G.W., Lucchetti, D.G., Fetterman, M.A. and Chen, P.M. (2008) Execution Replay of Multiprocessor Virtual
Machines. Proceedings of the Fourth ACM SIGPLAN/SIGOPS International Conference on Virtual Execution Envi-
ronments, Seattle, 5-7 March 2008, 121-130. https://doi.org/10.1145/1346256.1346273

Grobauer, B. and Schreck, T. (2010) Towards Incident Handling in the Cloud: Challenges and Approaches. Proceed-
ings of the 2010 ACM Workshop on Cloud Computing Security Workshop, Chicago, 8 October 2010, 77-86.
https://doi.org/10.1145/1866835.1866850

King, S.T., Dunlap, G.W. and Chen, P.M. (2005) Debugging Operating Systems with Time-Traveling Virtual Ma-
chines. Proceedings of the 2005 USENIX Annual Technical Conference, Anaheim, 10-15 April 2005, 1-15.

Liu, H., Jin, H., Liao, X., Hu, L. and Yu, C. (2009) Live Migration of Virtual Machine Based on Full System Trace and
Replay. Proceedings of the 18th ACM International Symposium on High Performance Distributed Computing, Garch-
ing, 11-13 June 2009, 101-110. https://doi.org/10.1145/1551609.1551630

Cui, L., Hao, Z., Li, L., et al. (2015) Lightweight Virtual Machine Checkpoint and Rollback for Long-Running Appli-
cations. Proceedings of the 15th International Conference on Algorithms and Architectures for Parallel Processing,
Zhangjiajie, 18-20 November 2015, 577-596. https://doi.org/10.1007/978-3-319-27137-8 42

Parno, B., Lorch, J.R., Douceur, J.R., Mickens, J. and McCune, J.M. (2011) Memoir: Practical State Continuity for
Protected Modules. Proceedings of the 2011 IEEE Symposium on Security and Privacy, Oakland, 22-25 May 2011,
379-394. https://doi.org/10.1109/sp.2011.38

Cui, L., Hao, Z., Peng, Y. and Yun, X. (2017) Piccolo: A Fast and Efficient Rollback System for Virtual Machine
Clusters. IEEE Transactions on Parallel and Distributed Systems, 28, 2328-2341.
https://doi.org/10.1109/tpds.2017.2668403

Gofman, M.1,, Luo, R., Yang, P. and Gopalan, K. (2011) SPARC: A Security and Privacy Aware Virtual Machine-
checkpointing Mechanism. Proceedings of the 10th Annual ACM Workshop on Privacy in the Electronic Society, Chi-
cago, 17 October 2011, 115-124. https://doi.org/10.1145/2046556.2046571

Goldman, K.A. and Berger, S. (2008) TPM Main Part 3 IBM Commands.

England, P. and Loeser, J. (2008) Para-Virtualized TPM Sharing. Proceedings of the First International Conference on
Trusted Computing and Trust in Information Technologies, Villach, 11-12 March 2008, 119-132.

DOI: 10.12677/csa.2024.146156 206 H LR 15


https://doi.org/10.12677/csa.2024.146156
https://doi.org/10.1145/1294046.1294055
https://doi.org/10.1145/2431211.2431216
https://doi.org/10.1088/1757-899x/806/1/012027
https://doi.org/10.1109/cloud.2017.105
https://doi.org/10.1109/icais50930.2021.9395922
https://doi.org/10.1145/2150976.2151022
https://doi.org/10.1109/dsnw.2012.6264690
https://doi.org/10.1145/844128.844148
https://doi.org/10.1145/1346256.1346273
https://doi.org/10.1145/1866835.1866850
https://doi.org/10.1145/1551609.1551630
https://doi.org/10.1007/978-3-319-27137-8_42
https://doi.org/10.1109/sp.2011.38
https://doi.org/10.1109/tpds.2017.2668403
https://doi.org/10.1145/2046556.2046571

[23]
[24]
[25]

[26]
[27]

James: Java Apache Mail Enterprise Server (2024) http://james.apache.org/
Kinney, S.L. (2006) Trusted Platform Module Basics: Using TPM in Embedded Systems. Newnes.

Sarmenta, L.F.G., van Dijk, M., O’Donnell, C.W., Rhodes, J. and Devadas, S. (2006) Virtual Monotonic Counters and
Count-Limited Objects Using a TPM without a Trusted OS. Proceedings of the First ACM Workshop on Scalable
Trusted Computing, Alexandria, 3 November 2006, 27-42. https://doi.org/10.1145/1179474.1179485

Trusted Computing Group (2013) TCG PC Client Specific TPM Interface Specification (TIS).
OenSSH.org (2012) http://www.openssh.org/

DOI: 10.12677/csa.2024.146156 207 LR 5 5


https://doi.org/10.12677/csa.2024.146156
http://james.apache.org/
https://doi.org/10.1145/1179474.1179485
http://www.openssh.org/

	一种云环境中的虚拟机回滚安全模型
	摘  要
	关键词
	A Security Model for Virtual Machine Rollback in Cloud Environments
	Abstract
	Keywords
	1. 引言
	2. 虚拟机回滚
	2.1. 攻击方式1
	2.2. 攻击方式2

	3. 模型设计
	3.1. 回滚整个vTPM状态不安全
	3.2. 如何检测回滚
	3.3. 安全分析

	4. 实验原型
	4.1. 信息收集模块
	4.2. 信息登记模块
	4.3. 回滚模块
	4.4. 回滚日志模块

	5. 性能评估
	5.1. 使用rvTPM的OpenSSH服务器
	5.2. 系统成本测量

	6. 结论
	基金项目
	参考文献

