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Abstract

With the rise of cloud computing, joint computing of encrypted data is becoming increasingly im-
portant. In recent years, the development of multi-client function encryption has enabled users to
perform joint computations on private inputs without any interaction. In cloud computing, ensur-
ing security and reliability is an extremely important requirement. Aiming at the privacy and se-
curity problems of multi-client function encryption schemes, this paper proposes a decentralized
multi-client function encryption scheme based on Intel SGX technology. Using Python language, de-
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velopment environment PyCharm 2020.3.0 version, and Python PyCryptodome V3.10.1 cryptogra-
phy library, the key algorithms or protocols of this scheme are simulated. In summary, the expe-
rimental results and analysis show that the scheme has good computational performance while
protecting privacy and security. This provides an efficient and secure solution for processing sen-
sitive data in the cloud computing environment, so it has certain practical application significance.
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1. 51§

TN 2 FH P AEAN 2 A R 28 B At e e A 3L AR B —Fh o i . fE A HE RS [1] L2 T,
=N IS, PSP 2 AR R B AT IR, AR B e S — N HAH AR 1A
Ak, RN RRINEE[2]. FEAE GRS g, 6 —ANE R TS g as, X s KI5 XU fE ik
AT MBS Z AL AL S [F] — AN B, XA =6 T — /N SUR PR T LA 2 1, (H 20T K2
2%, L an e R P LR Internet X2, SRR ANTTAT IR, BRI R B8 11 43 RS B2 — /NS 2% 1) 1

PR F0in % (Functional Encryption, FE) [3]/2& —Fh#r X amaias, ©h—FMEm RGN T Y R T
“All-or-Nothing” [IAFHINEIER, B 7EMUAL G0N E J7 i CiE R AR 0 RIS MR T e R il . R B0
A% AR SR VPRI B B A TR B ThRE T HARL, AR R VAR . SR, FH P AN T e
IRK, Hen—AZ4ERm &, (HRE0IN 2 1w SCEWRERAREIE Reek 83— BRI &R ATA AL AR
el — R MER), HHERME R . M2 RN s, R R R AR EENES,
X2 575 2 [ A] B HAHFEAME AT

%7 J7 i bR BN % (Multi-Client Functional Encryption, MCFE) [41f# Uk T i 5 4 7. A8 525 SCHY 1) B, SR
FH 5 bt 1) 22 %5 7 i 26 500 2% (Decentralized Multi-Client Functional Encryption, DMCFE) [5]R A k5 %
HC BUBAS T 5 I8 25 7 it AL a6 1 2. DMCFE BBk 1 P S BUB LI R 32 2 .

—/ANEEAE) DMCFE 7%, MY EAREEEE L AN 8 B, 38 B39 2 P B0k 14 A0 o] FH M PR
R T AT 45 $04T 2R 85 (Trusted Execution Environment, TEE) [6] 7] LA 4 325 24155 1 A ] 563 1 1 75 3K
fR DI SR EOIN 2 R G I R RA 22 A A RT SEIL M ) 1) . GBI 7R TEE 44T DMCFE ik, wTLL
TR P SR AR T B R R AR B e A OR AP, B T AR R, A RIEE T TN SR 1 w] R PR A S
R

2. FARESR
2.1, IEHEXZ

1 [ 1 2% B 2% 44 0325 (Elliptic Curve Digital Signature Algorithm, ECDSA), |72 F T #4745 B i
SEREVERN B AR IR [ 7] 5 4% 8 10 B HONT B30 i) REUR KR40 AR I A L, AR [ it 452 2 ) 25 R LR S 45 4
SR R RR I T E A BB R 22 A 2L % . DUT &% ECDSA 2844 ke b e L
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RO MANEEBH, WA ATF S param = (E,G,P, p..h} , 3, E A LA IS
F, ML, p oA KL G M Lk LA R S R, P A g 4 BINEE G IR
SERIZET, h NS 2] B AR A, B h:{0,1) — 2] Zo Wi M A (12,0, q -1} FIR.

B R B A TF B4 param, 1t 24 RABE d AIRAEAR Q. e d € 20 B HLAR A,
AHIQ=dP AFFIIL.

REAER ORI A TS param. FIPRLE] d B LIE M WL o = (rs). B

wr.
1) #FE— NS keZ,, HHR=k-P :(rx,ry) o b Al g3 MR 2R b R BB AL AR AN
MALR

2) ¥ r=rmodq, #r=0, MREZPEQ); B, PATSEES).

3) itss' =k (e+dr)modq, M, e=h(m) vy EHME.

4) WS ER o =(rs), Hls=min{s',q-s'}, min{} REEFRRIES TEUNOEUYE.
BAWAE: BRI E m fI%4 o, MHIRIESR “17 807 o HAOPIRINT
1) N4 o 343 (r,s), WHEEZEe=h(m).

2) itH R, =s"(eP+rQ)=(x,.¥,) -

3) #Fr=x,modq, ¥t 1; AWEIH 0.

2.2. BEFiREBINE

MCFE & —Fhtl 5ok, BERWEZ MR e ERATINE THEL,  TAS D 2 88 [ ah % N\ 2l b 7] 25
R[8]o XFHEA W SO FAT S5 0 R AN B2, ARG AR E P i AL BE % S 7Y, AT 3
I as R AR TIEA B TR B8R RS, BOAREAN % o A 5 A B LM FC RO #8701 A
ANFERIYIHT . MCEF & H T %¢ 42 % J7 115 (Secure Multi-Party Computation, SMPC) [9], HAZ A& 577
HAEPATTHE, RIS ORIFA A B R AL

MCFE: —ME—HEE n NAETTHIEE M LK MCFE i AR YA SR

1) Setup(A): MIANLZAESH A, HHALSE mpk. F B msk Al n AN v (603 B4 ek

2) Encrypt(ek,,x.,¢): AN RMERHek , EMHAME X, M2, MWHELC,;

3) DKeyGen(msk, f): fALHH msk, % f:M" >R, frth s B a4 dk,

4) Decrypt(dkf ,f,c): NBRESREZH dk, , B2 CR—An 4% sCC, WRCRRTE L,
x=(x) e M" AR, WL f(x); SU0%H L.

TERTE: ARB mpk A5 7E mok (AN ELE AR BT B0 % 6 ek, DL BR U A % B dk, e IER
PEIR PRI, 4t (mpk,msk, (ek, ), ) < SetUp(4), ot FAEMTERSE ¢, AEMERE f:M" >R, FE—[k
x=(x) eM", WRC,; « Encrypt(ek;,x,¢), ief{l--,n}, REMHE dk, « DKeyGen(msk, f),
Z Decrypt(dkf 0,C, :(Cm)i): f(x=(x),)e

3. IRHHIA R
3.1 ARIEREMEAMLEN

KITEE X RGHAME 1 o, HPhas THRS5SHE, 70052 % 5 b b FH 27 (Client
Application, CA)Afi# % i 2 °F £ (Decryption Node Cloud Platform, DNCP), A @245 fi & i
fif %% & Hi(Decryption Enclave, DE) 1% % & h(Function Enclave, FE). -S4 1) BARIR 57 1 F
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Figure 1. System model diagram

E 1 RoERE

1) %4 F- 6 (Client Application): HI T AT7 &L O, A WS S =77 F T A il ek B 25 2%
AL A RGBS, IEARTTEH, &5t RAENYIGE R, 4l DMCFE B %
FIFAEH . I %S DL R R S A I S R A S5 hah, B 75T BUnBURE ECDSA 2%
RN A BRI S, TR SR B AU B A F 25 42 35 AN R 0 F BAT R

2) fR#EY 55 7 & (Decryption Node Platform):

fiff % K Hi(DE): DE 57& /i & i@ m AR VIR 7 SN R — AN e BT, R AR i AR ) R AR
fife s B BT e B AR DE 1, B TR P dinfE BRI ILEY, Rl AE DE AR Af B8R
TN P wity A ) BB B A PATIRAE . AL, STEREL F 44 AE DE Fp i F 2 42 S0k AR i
BT INAIE .

PRECKHU(FE): T FE 5 DE i TR—F&, KN FE 5 DE Z [l i A iE 1) 7 =0 e —
ZAEIE, DE WU U@ 1 e i S it e A S E A R FE B, BRitbz4h, R il S FE @
FENIERR SR 2 5T, FEAHINE R 8 2 S E A2 FE H, % ORI IEE FHLE FE Foxt
S CHATIAE, A YRR, KR FE FPO S SCHAT R 5%, n AR TS B x IBREUE f(x) K
RGP v o
32. FRMEFHE

1) KRGV B

HW.Setup (1*) — params : 75 R GEHIAH AL B, #5571 27 £ DN X HW 2 AR H T HW. Setup (1)
Frid szt 2%k params.

Setup(A)—> pp: ERGAIILITE, 7/ iV QST WIS, ERER A TITTSH pp LU
Frig AR AT o £ SEARIE I A IS EPAT B A R AR B H AR

2) A R B

Fao (V,7.0) > (v, {[sK] 1)+ ASCHIMBUEE ECDSA 457 SMHF M 36 2361 ok L4 5 57

Z AT B BE LR 3 3L 5 (WRSS) T 4f
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VDMCFE.KeyGen (1) — (sk;,ek;,VKe; , VK, pk) : VDMCFE (344 N 2 4540 A, finti FAEH
sk, INEEH ek . HOLMMEEYI K, BHUREEPIAE R Vi, DU AS pko T RS0 8
POV AR AN, B SRR .

3) BRI B

INELR{E ECDSA 2544 BIE N2 4 Loy NP B — AN TS 44 Wi, AU T %5 4 B B 4 0,
F— AR T Ll SRR AL . & i RS SR F, X F AT 4

4) InEp B

VDMCFE.Encrypt(ek;, X, £,m) — C,; : 2] S fEASHI AT I 53, R FIIN 3 85 5 ek xof A s o4 it
Tines, &P FE b BRI 77 SN AL 2 {51, AR E Ol 2 e FIE L B FE .

5) fifp 5 B H I AR IR R B

VDMCFE .DKeyGenShare(sk;, ¢, m, pk ) — dk, , = %% /5t 7 A< B 34T bR RO 28 3 6 A Pl s, R AL
B sk, 22 BB SRR s ) dk, o 5 DE ERHERAE R 2 A 5, 7 BB A s ok, R
DE, 7t DE WHUT#HIIERIESIE.

6) %5 SCEIE B R T B

VDMCFE.Verify((C“ )ie[n],kaT,m): R A B A AR R B S, B S FE IE IR
72 4 (230, 4 C,, HHIS) FE. M vke, 75 FE IR C,, BUTHIE, WiBilid /5, DE 5 FE @it AMAiER)
RS AR R A5, DE B dk, , (LB FE, 75 FE ORISR IR 5 A F (x) K%
Y P i o
4. EB§

4.1. fFEEIT

A7 ZIZATTE Intel Skylake i7-6700 4b# 48, F45°4 3.40 GHz, W17 N 8 GiB 1] RAM, %454 Windows
Server 2012 R2 FrUEfEIE RGN T & LINR 7 RS2 . 4 A28 = MARCAS Python 3.8, JF &K 3£ 5% PyCharm
2020.3.0 ffz A, LA K Python f¥] PyCryptodome V3.10.1 %65 %4 2 R X6t A SCH 7 BT T HSEBL,  FE4H A
7 Intel (R) SGX SDK 1.6 1 Intel (R) SGX PSW 1.6 [t in£H £, 45t 1 A% O SLE B 1 ARES K s AT 45 R

T FoR R 2 R
Based TEE VDMCFE

%
#
%

Figure 2. Client simulation diagram

E 2 BrRimfiErEE

ETE S TR 5 T RSA A4IIN#E35[10]. RSA 254425[11] S ECDSA %:4425[12] .
1) RGWIEWIBL: & ImAT R G WAL Setup 509%, AR R ATESE, L&A SEETE A
HSHEHH S B AR . R 2R i PAT VIR OARES, TS R 3 Fiw.
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57272198937521204421755269864224452766547271345418544145758910667469902493683"
am: 256

79255149388293891110214504781933075161530302361784771101735618753400106201619"
"39627574694146945555107252390966537580765151180892385550867809376700053100809"
"24961970673822833522049332167245130600815605269452584547941664854554704023544"

Figure 3. Result graph of client execution initialization algorithm
3. BRIRHITHIIA L EAERE

2) AR R B B ST DA (. ECDSA 2544 5%, AR ey B 1035 44 2 PR IGIE 2 B -
NN 2% 7 iR AT ECDSA 2544 A a9 2E b Btz A, AT 45 R 4 B

MHCCAQEEIK86hd25qsA9epb+L57xgGyUShOBXJytokEhM6@5p7bvoAoGCCqGSMA9
AwEHOUQDQgAE8NsdM4vw/NkwMdp7s8UzSx5+BOStTZr /MO2MZENAVTfcTAgkDevy
jGxdpfMVAVOGNd8YMPtLQs0@sPfM/BjCog==

Figure 4. Result graph of ECDSA key generation algorithm executed by the client
B 4. ZPimiiT ECDSA ZAE B A RE

3) BMERB B P AGE BB R F, 7 i A B IR A SN B A F AT R B R .
U0 R % 7 iR AT ECDSA 224 SR A B Be iz oA, AT 4/ a0 5 o

%4 : b’ MEQCIFfO0AM3JBgjTXqigtFwM9w20gIXc5msnkCgGPWIQJ0Q1A1BVDZKTbW+9fZXzxDQU/ jA9Uzau joeuxK3a8FGcZPmPTg=

Figure 5. Result graph of ECDSA signature algorithm executed by the client
B 5. &FFimiT ECDSA E 2B L4 RE

4) P AN Y B B S A R N A e I A B AT, AR R ST ot KA B R (. IR
R AT N AR AZ DA, HPAT A R I 6 .
[ [mpz (15834930001204793955852935507674411647440361009514589093120219350103284610671), mpz (1806838210337

7972160506777693401146992693988618474446139985768285175255244621), mpz (25290852541016969263333024979611
699442331589818973941470590397457773595791366), mpz (500957635789369508329015797361620867667258002480770

25828594220919163173385553) ], [mpz (57101811657488488357172474799340603235838011553782769320152899749064
493634747), mpz(75769341864664339549299348642527928179937832064615401162724174188796413497849), mpz (504
86986315643275683242518407651781078134110146415702162814239487929461247681), mpz(3175972903411148104176
6552295669341544781686047314796382045544121359384240009) ] ]

Figure 6. Result graph of client executing encryption algorithm
6. BFIRMITIMREZRERE

5) R BRI B SR B B Al B AV A G ) s R A, IR R B s
il e e E AR A W, M RN BUTIRAE . 41 R R v AT R U S B A RV
OAHS, HP AT R 7 Fros.
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mpz(*2996321437680039549998831840§6641" 7 0332197727553844269445818269084785905626%

[{;otpfkeyfpart':
mpz (35337645123357684520551683942457619

"key_part’ : {"keyl’ : mpz(0), 'key2’ : mpz(0)}}, {

685635709144550305390221058417995638482389), ’key_part’ keyl’ : mpz(141012854027184149302690685825005
99178145171659238163008647000644821094778101), " key2’ : mpz(39794576046805022959538721404128095811440133

56733278502834602373075188662512) } } 1

Figure 7. Result graph of decryption key generation algorithm for client execution function
E 7. BPimHITR SR ZEZAEREENSRE
6) WM BL: BRI T P AR A S B pR R, BRSO PR ST A
JEAE R R EE f(X) ARG o A1 2 BRI T R SRR S A AR DA, AT 45 SR an
Fi7m .

i
8

[<crypto. damgard_dmcfe. DamgardDMCFEClient object at 0x7f3fad37fb50>, <crypto.damgard_dmcfe. DamgardDMCFE

Client object at 0x7f3fad37ff10>]
[mpz (29530452694395251474679138238914634548606111856678390459965750657312152923509), mpz (69800674073977

942492343026444558167116659743396564709126262445545069929299391) ]
3

Figure 8. The result graph of the function enclave executing the ciphertext decryption algorithm
8. R KHMBUTE R EE LGS RE

4.2. MgEMIR

ARCHATH T EiHH T VDMCFE-HW.Setup, VDMCFE-HW.Keygen, VDMCFE-HW.Encryption,
VDMCFE-HW.VerifyCT, VDMCFE-HW.DKeyGenShare, VDMCFE-HW.VerifyDK, VDMCFE-HW.DKeyComb
A1 VDMCFE-HW.Decrypt 5iE -3 A flbriE 2z . & 1 A% 7 VDMCFE.Setup 1 VDMCFE.KeyGen
SIS AT BT 1]

Table 1. VDMCEFE algorithm runtime
& 1. VDMCFE B £IE{TRT(E]

B 52 ms
VDMCFE.Setup 2.1675 ms
VDMCFE.KeyGen 2.1781 ms
VDMCEFE.Encrypt 2.1889 ms
Total 58.5345 ms

RT7 VG T =M R U FIL T RE, Bl T S 4 in % (IBE). order revealing encryption
(ORE)F1 =41 X\ DNF (3DNF). A T /R JEiE 1 SGX Sl B ATE Mg L5 4l i A (W EC XS 1¥) IBE DNF
2 2 LT SDNF) I ELES, A SCERPRIX S R BOI AT 7T . ¢ 2 B4 T =R Ui st 1a), s
HFE=A T2 ecalls Fife 2RI A0 5y QI K. DE AHUIATE. A% 5 ORI s B4l

Table 2. Time comparison of IBE, ORE, and 3DNF algorithms
5% 2. IBE, ORE #1 3DNF & &ATEXtEL

Functionality IBE [13] ORE [14] 3DNF [15]
create enclave 13 ms 18.9 ms 17.6 ms
local attest 1.4 ms 1.6 ms 1.5ms
decrypt & eval 0.89 ms 0.71 ms 0.84 ms
Total 15.29 ms 21.21 ms 19.94 ms
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U0 2 v, AR R ok Ui, G enclave T 4 I TR] B AR 25 APFAb & BT A OIS TP B0
— HLER % enclave #81 JF Hxl DE FIAMIAIETERK, [F—> enclave AT DL FH SR A & 0 (i A\ % 3L
Jefle DAL, O S s ST AT A R A A I AR T AN N AT R AR . £ 9
HR R TR 1000 AN Y ST ALEEAT A (0 A AR

10° 5Gen CLT 5Gen CLT

10*
Boneh-Franklin

10?

10°

Time to decrypt 1000 ciphertexts (s)

102

Figure 9. The average cost of decrypting 1000 ciphertext tuples
9. HIA 1000 NEXTABITRENTEHRMN

SRR R, @RI & X IBE MIfEE I AT IR, IR OB . AR R
i 72T ORE Fl 3DNF G 5Gen fif &5 ] (B PE REFabr . A SCINATLTFTREART] 216 X ORE H1 3DNF
(1) 5Gen SEREHHAT VRS, FONEATHE T AT ZHT SGX MLt 5 MEaetg TN ES . KRG
HSZEL T ZHNREL, (R EE M A T RIRE. fERH AR BN T, I L S AT G VA
TR, AT RBA T X—2H.

5. &

ARSI IS H A RN 7 AR 2 A R ASAT R RN AT, HEAE RS AT IS R Al R
TET SGX ML b 2% P i BREUINEE 77 %6« Al 5] X DMCFE. IIA I % 4 Hik 5 Lk SGX
BURIAHES &R TE RSBl 275 5o 1% 07 R B AR A P A SR 78 40 A ST SO R aa 2 R FF I 2tk
A, RAEVEPITHSE R A RERAT, WME RT3 57 &G RN H . 5E5T Python i
= . JFR¥EE PyCharm 2020.3.0. L& Python [¥) PyCryptodome V3.10.1 Z5H5 2% FE it A ST ()5 R HEAT T 4
BN . B JE NTHEARY . IEE R AT SO R IR R AT TR L b SRERZE IR R B, AT
St 1) 2247 ] DLORIE A P Bl A2 0 A st S b i 22 e, BEAR S 1 UM H A

SE K
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