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Abstract

Privacy issues have always been a hot topic in the field of Lifelog research. However, due to the cur-
rent privacy risks present in datasets, researchers are not only limited in publicly sharing Lifelog
datasets but also hindered in sharing their datasets and research findings among themselves. With
the widespread adoption of wearable devices and smartphones, Lifelog research has entered a new
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stage, and the data types have become increasingly rich, typically encompassing various forms such
as GPS, video, images, text, and audio. In response to the current multi-format Lifelog datasets, we
propose an LPPM (Lifelog Privacy Protection Model) privacy protection model. For different data
types, this model can choose different privacy strategies. Moreover, the model proposes a scene-
based image privacy strategy called SPP (Scene-based Privacy Protection), which will first predict
the scenes of Lifelog images and then select different privacy protection methods based on the
scenes. We validated the proposed model on the LiuLifelog dataset. Through the processing of the
dataset using the LPPM model, we believe our Lifelog dataset has reached a publishable level, with
most privacy in the images well obscured. This further demonstrates the effectiveness of our pro-
posed model and method.
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1. 518

FLTE 20 22 40 44X, Vannevar Bush Ei$2E H 17—~ Memex M, I8k Memex, AfTAT LAY Memex
A BT SCARTE R S AR, X845 Memex FEH LT Lifelog 1 530K R [1]. 4D 80 44K,
Steve Mann FF 4G 1 AT 2 J 3 & 43R 8 A 1 5 sORIC S B CRAETR DI [2]. B AR RHR B R A %
RN AR TR R RE, NI B RE A& . AR IRER R A BRI AR, M ANETRICRIT A TR
BT ARG SC B R, TN T —Fi a5 SCF 3]s BIRT4]. PS5 &A[6]. A E[7] [8]5 2 FiE
X2 oA E B8R . XEE SR aE A NBEAFEPRITmm, TR TN ANKREE, i
JJTi ¥ Personal Big Data (PBD) [9]. X S5¥f#ia 4 N HAE %5 Bz 5t SEBLE M H II[10]-[12]. #RT AAT£E D
Sk Lifelog A F2 M S 2208 K BN N BA KR B R AR IBEFAME B, BREARTRESHE #5386 R
[13]. P4lZaF[14]. 17 R 2I[15] AN AMEREEEE[16] [17] (B dnsb 4. BEIRFE R . OR)&E. EXHMA
AT AR EAR SR, Lifelog FRAARI RS H 86 A — AN S PE Y in) [ 18]-[20] . PRI, anfAr 7E O]
£ Lifelog £z ARfERIE Y [F] G R OR3 F P B AL BCA — A A g e ) @ [21] [22]

An-Zi Yen 7E3CHR[23] ¥ Lifelog Hr () BEAA R 1] 251 Lifelog 49ids+ K 7] @2 —[23]. Md Sadek
Ferdous 7E3CHR[24]F 1 IR H T 55— /N T Lifelog FIBSFA MRS, B 7 A0S Lifelog 1 S LA L,
J&R T A B FATE 5 5 B A LA AT AR A B FARK J77%:[24] - Cathal Gurrin 7ESCHER[25]H & T — KT
Lifelog FaRARIE X, ¥ Lifelog 70 N AABIEL, MAHTEX HAM B, RAEV LGB, Wil
HEATIRAH, DUMEI S =5 RS FA[25]. ik [R] Rashmi Gupta —#2iH A | H BB 25 44 Lifelog W H 25
F, TREAATIN Lifelog cdEBaFARIFRDE, R HFULEEILE Lifelog 24l 2 535 MBS FA 10 /[ 26] -

HATLE Lifelog BafACRY OB 7T 45d8rh, 2 = T48 7R Lifelog £77E e AL in] @i A48 H 241 Lifelog
AR B EE M, PTG E AR Lifelog B 0 #1[27] [28]. {H X B ARG 2:{/ 4 Lifelog H i
B AL TAEFAE R AR, R 200 T X oAt 20 Lifelog (IB&FA IR AN Lifelog $4 wndfe 2 FF ) il
A, B E e AT Lifelog FaAARE 7T A0S A 2% REAN [ FH P 6] T BeRA ) DR AR FE B SR AN [H][29] - [31]
BATE AT o B AT ALSE Lifelog A4t 2 31 Lifelog w47 76 (1 B FA 1) FUHAR 3 B AT Liulifelog #idiE
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BEPEH T LPPM BEAY, XA AN Lifelog $Hs S8 AR FH A [F RR AL AR BE 77725, mT LUARE I P ZE B L
i 1 B 2 o B8 00 e A D o 5 P 5 A SR S T v IR S () R B A SR AL B R RA I BB A AR U T
LiuLifelog ### £ o iRy Be A in) A0 FH - AN PEAL BN nl /. 17 J5 AR SCAR R Lifelog & HdiE 1 R P dt — 2B 4
T — TR Lifelog A 204 BE FA LR SR I% SPP (Scene privacy policy).

AXWFENEDILS N 6 W, KIWAITF. BWAETROMAEEHERGAER 13 FRIER
LiuLifelog #4545, /4 1 HRARRIRF . S =17 H0IR 1 LPPM AR () B AR ZUAA RN B30 [T 1 B A4 L A
FASKES . EEPUATIE I SEI X SPP R BRAL SRS BT I0AE . BE AT LR AL R GE, FH LASRIE LPPM AR ALY
R e — T SRR A BT B 4, R ARG AT I .

2. ExT1E
2.1. LiuLifelog Project

M 2011 SETFIRIRATAE 7 — LiuLifelog 5UH, RN 7 FE K Lifelog #dhidk, FATTA T
— B HE RS E i Lifelog 1A% app 15 & B i B AR G4, 12 R G0 T-BATEIBA 4 8 A% chi
FRAE IR Gy X B . B H AT IEINE 22 BRI T BAT, ABAIESEOE T 4 712 KM,
AJ LA I U7 18] 324 (http://www. lifelog.vip/) 25 BATHEX LE B IORE 7T . Rl BRATTE SR 1 n] 223
FEFILERNHTER . BATREZ I NIMATAT, THas EAARATRI e 5.

2.2. LiuLifelog #iE&E

LiuLifelog #il R AMEEHE LR LKL, WG /v AU, S0, ALE . SORSERM, T B ARk
SR T HBAT B RS - HIAndRATIRIBNAT — 42 2 53 M\ 2011 4E T AaRE R AN I i) A% 22 /0 — 2%
3K, Fer I T A NSRRI R B AL A& % . Besh, LiuLifelog #lEfE vtk &2, A& A S
B2, IXALAFHT T RENS 2 A1 B T A (R AE W B A 1) A 37 77 AT 9, 24T Lifelog #F 7T A FELAR
Hea e . BATHIN— B Z B L 34T Lifelog AU MIAR W I, (H i1 T AL B, 7 Jeik o T H 4 -
BlanfE A b M58 Zeulh. PRSI IR, TPt & KA WE e s, Xkl
ATTAAY BEAL 17 7L

FEE 1 R T2 XE . b, 183,

B AL 0 o

PRSI lifelog KO, X ESKARI AR ATFRINZ, A

Time: 2023-08-15 12:08:20
Location: Hunnan District, Shenyang
City, Liaoning Province, China
Description: take a stroll around the
beautiful campus.

Behavior: Work in school

Time: 2024-04-03 19:03:50
Location: Shenhe District, Shenyang
City, Liaoning Description:Province,
China

If there is no one left during the
break, we can leave.

Behavior: Work outside

Time: 2019-04-14 18:46:25
Location: No.87 Central Street, Daoli
District, Harbin City, Heilongjiang
Province, China

Description: Central Street
Behavior: Rest

Time: 2024-04-27 19:08:21
Location: Wenhua Street, Hunnan
District, Shenyang City, Liaoning
Province, China

Description: Nightclub

Behavior: Physical exercise

Figure 1. Lifelog data examples
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3. LPPM $&EHY
3.1. EREREE(FIENE

N T gk Lifelog s e ATTHI AL, 3RAT25 R NEHE 2 TFIN KA BEN T, 38 T —4> LPPM [
NZS Al EitIR P RItR R SN GSE RS S ARG DRI SRR T S8 E N EY (SR NC YN (ST N
FATRMEPE . AN T4k B B AR %] 2 P
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Figure 2. Lifelog privacy protection model

[E 2. Lifelog FaFAfRIFHREY

fE5] 2 Lifelog FaAAORI B, FI P BRI 2 538 T LA EAEAS NI Lifelog Hudfs f 72 FERA i &F
B BUE H AL RS, AN Lifelog Hodi (AR R .

BERA i 1 B A8 S0 STIC S P A PRI BRAASRG , O SCVR P W] UK SIS AT H A ] XA R Q
Ryl FH P AT A A R A BEAA SRS A s BT B Py (R R AL AR B SRS, P T DA Y B A DX AR 424 s
AL ER P R SR AT FEAL DR, BT A B B B AA AL B AT DU PSR (o7 B AIAE 3B A7 B A TT 1) SR HEAT KL
TRAe FRRL i A B, MO T AR 6 B AR B RN R i B, 348 7 MR R B AL DR 7 3

Heys A PR S T EIR TR R Lifelog Ha HEAT AL T, Hodf A PR B 56 oot 4E Budls O R B AT 70 SR A0 PR
RIS BRI GPS. 0, R 1 S35 2 B8 A0S I8 (R A B, AT Bl i
e, Gmpdieite, BB FUCIRAE . B/ FAC B RS T Ba R A R (RS AL B AT, iR
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RZ ML AN Lifelog MIBRAA IR AR AL 7 IEAL, R G0 — S & 038 o 1 RRRL AR BR300

SRS ST — MEAE A BB AL BE S E 5 &, 4008 Lifelog WRfSCA. B, M. &40, GPS
R PR AL AR T AR SIS (0 2 FhSkmg,  DATE A [F) F P A RA AL BRI 75 5K o i, T SO B
FARWE A BE T U PE A BB RIVC B AL AL B, SO, 15 OB S 2 Fheng . i I ix Se SR mE R S H
T ORZ I AR Lifelog e 15 & FH P AR SGVE RN 22K

SR PR S B R A O AL R 43 A ST A A5 O T A BRI B R SR W A DR IR P s, 9 fin 25
%k FF1. RSA. AES %R B UM 592 Geo-Indistinguishability. Spatial Cloaking % . %# kb BE 234K 52
SRV I R B Ao B AT TOUAL 3, A SR G 1) L A ST B8 T B2 P e R

FEARA AL 3 5 B R R T BE bty ST AR AL & AR A0 IR BE o i e R U R A A 3 25 Ak B P R
ZEOL, AR5 MR FA D 0 7 2 2% HH BRI P 1) 18 52 B A SRS o 2 BRURA A B 51 07 FH SRS 22 F 1) R I SRS
R A AZ F AR LI SVE EAT AL B

3.2. SPP B RS FARIFRER

PPy R DR ) A K B B A5 S IR, (B IR AN T AT (0 1B B AT — FE B e
HRYE, Tk EAL BN =R, T HASEREMNGEL, ATRERH E s E R A s, AR
IERNAS Bt MAERTIE . WP NI FaiX eI el b, AR IES AR RSN NRBE
SBIET, RIS s R RS AR B

N1 AE B R R AL R 2 (R US4, 5 RIS 3755 T 7 B AT I A A U AN
NMEIRAER T — M T3 5oy K B P BEFA S SPP. Inse 1 i, A4 # 1 3RATHY Liulifelog 4t
&, BRI NSRS RO K ES T ER N, PREAS SO TS W EEFIT8E
6], (RFRAAIA S A bl . 4778 55 58 4T T80 )

Table 1. Image privacy scenarios
#* 1. BRRfASS

e lE LIz 5 TR 5 kBRI 5

H P VA Al HIE. Y
MNTEN S = k. M
EEREsms 5 ZWE e

SPP 5ElE 1 56 %t Lifelog BRI R 20 2K 77 AT 5000 26, el S B R R B A B R
SR R R A TR R 7778, by AREERA R B R 4k S H Ak I SRR R AL, R Ja X H
RS I AT REAA AR FH e AP DX A5 3R A S v o PR B O AN TR SR 45 5 s AT Ab B 5 A T A o Jli
XA T 50 R B FRAASENE, AR DU RS w b OR97  Fr h BRSSO SRS AR i T R AL R
PR, R T R R ANME
4. SKEER5 5
4.1 SKEER)

N T IRUEASCHRE B SPP B 7 Ba Al Ry 5Ems, BATRHAI T YOLOV8 FE M HEAT 1 5t KA A H
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PRI . G YOLOVS iR A FR I3z e AR FA B AR fE, AR IR 45 RBt7 R FA R . YOLOVS A
i E & H AR AT Fr 20 25 3hRe, OF ELAH b T oA IR B 2 SRR AE SR R L St PR A AR e 1R 250 1 o 2L
e, RULIRATIER: YOLOVS T35 0 JS R B AL B AR il 55

4.2. YETAALE

FAVILAE 735070 FERBERL H A A P A e S HEAT 06, Bl I ARk T- LiuLifelog %
P MAFAHELL KNS . Horpig st R 7 6302 7k fr, A f 1009 sk 4l =3y 5tE, 1190
sKIp A=K, 1450 SKREE NI RIE, 1826 KAl 5IE, 1327 sKAZIEEE = K. LRk 750
FHARERENLL 73 R MRS, I 8:2. K3 BRI B 82 h &8 1 A TR 1029 K]
AR TN BEh BRRE. SORE. bR, THERG. SRR 7 RO ASKSERRE H R A I HE R
WEEHLRI S A SRR IESE, LBl 8:2,

4.3. KA IEHR

FATE YOLOV8-cls 7 FAE A Xt 47 5t 70 KB AR Hh B B AT TNk, 79 30— NI R 1 70 SRA
MATE2K. BE, RAVEM YOLOV8-s H ARl i A0S Fafh H Anks I Be G2 2E4T 1%k, 351—
ANNZRGF B H AR AR ] T B il B Al %, FATEIE YOLOV8-cls 7» B X 73 AN [l )37 55 o X
TR R EE AN, RATTEAN S SEATIES; T RAS S (WS TS ), A
it YOLOV8 HARK IR R v BN B SCRS . 4ERS AN S IESE, ARG BEATIESS; X T
R SN A #riEY 5, IATFRER A BRI 2 R o N 2RI bR , 2805 HEAT 34 .

FATERS TR 355 73 SR AL HARAS I A R, 70 il A5 FH HE R (Accuracy) K5 % (Precision) . 4
A% (Recall)« F1 7 B P2 kG 2 E(MAP@O.5) E A PEAN R bR, 1FH yolov8 SVALE K Ji 375 7y R AR
b F ARSI 5 T PR A A

4.4, SLISLERFER

VR 3 503 R VR Ak Fa 0 T2 200 R 10 73 2R HE B2 (Accuracy), - [R]INF K HIRS B %2 (Precision) . 4 [7] %
(Recall)fi1 F1 70 Bk o fr sk ga 45 3 .

FATR A 1 YOLOV8s-cls 7 KAGERAE 75 43 KRR 4L B 223 300 IR )5 , HATAhRAras R W4 2.
Y25 J5 R TR (1 T A 28 00 st 07 1) 4 S HERF B2 (accuracy_topl)is % 1 0.931, IXiiESE T iR 78 [RGB Lk Ml
T3 T A R

Table 2. YOLOVvS classification model’s classification results on the scene clas-
sification dataset

= 2. YOLOV8 I RIRBVEIHZ N X BEETRER

el KoL FEJCIES F1 734
home 0.951 0.934 0.942
office 0.876 0.924 0.899
conference 0.911 0.920 0.914
park 0.976 0.929 0.952
street 0.929 0.939 0.934
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B A B ARAS I P VFAd FE B 2 25 H ARSI - YRS 6 4 350 (E (MAP@0.5) , - [R] B SR FH s i 2% (Precision)
A [H % (Recal l)Fl FL 20 R o st 45 1 o

FATRHA I YOLOV8s H Fnfar A A 7E AR A HE £ 225 500 A0 IIghfm, HoPAlifargt B W&
3. YIZREFI) YOLOVS HRMr Ay, fEprA Jenlt, PR A EMAP@O0.5)i5 %] | 0.885. XI5k
T LA LA B G B RA R I T R St

Table 3. The detection results of the YOLOV8s object detection model on the
private dataset
= 3. YOLOV8s BrtMIR B 7E RS A BB ERAQMLE R

&Sl itilEs A el 2 F1 433
YN;ia 0.856 1 0.922
YR 0.733 0.936 0.822
e pit 0.878 0.867 0.872
A 0.721 0.898 0.800
J 0.667 0.878 0.758
Hibs 0.962 0.862 0.909
B 0.900 0.947 0.923

N T IR SPP SIS ELSE N I AOROCR, BAEE 3 thoR 1 — LS FA PRI IR o e of bE SR A6 IEI&
ANALBRJE R EG, AT LA B 00 2 B RS AL DR A E S ROR -

home conference

Figure 3. Image privacy processing effect comparison chart
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WS T BERANOR,  CLB 1R R SR AR Bk R A el SR R 3RATIE S T BRI, B btk R
NH BB =27 M HAREEAL . EATEY SR P IRA TGRS 7B AR A2, B 1R R A N A N B A
B

5. =BV

BAVFR T —AET Python MEM RS, HTIIUE LPPM B, 1% R4 &M NIFIRDH K AifE
Github I (https://github.com/wyx17623/LPPM), i A] LLid it 15 i) i st (http://www. lifelogwyx.asia) 2= 4 45
RGMIhEE. JRA R BRI 1 Lifelog B ZEAL AL, B FCN G10] LT &l B A Fols, Wl &R
GIThEE. 1ZIH SR T AR AESE, H T IRIE LPPM BRI RBL, BATH BRI G| H 2 TR
HRHAFHES S H A, LR Lifelog FEFARY 1K & .

JFRIR G AN E T SPP B LS . ROI BEFASKIG . None FaflSEmg 2 emg, DL LA [ 22 5 Ay e
AR, BEFN ST LR AN A B R s, A X S g AL EE I o B R ORFRATT LK = Fh SR A, R
NEATEEFRAVRI R, Wil 4 Fios.

Original Image Processed Image Processed Image Processed Image

PT*

Original None ROI SPP

Figure 4. The effects of different privacy policies

[ 4. RIS SR

AT 7 A A 0 s S — Tk Bab 25 [ AT B AL AL B, None A SR 2 ANl AT FTRRAA KNG, E3%
JEoR IR K, ROL BRAA SR A& (00 BT A R fh F AR KB EAT IR A0 7, SPP SRR 2 2 T R R AL PR 7 1Y)
SRS, X e AL b St e s . R AR, AL T LPPM R R AT

6. FIRERE

Bofh il B — LR P Lifelog WF 7038 A JFFIIL ZAMATR B LA SR, BT H Al Lifelog 42
REZBE, I BN NS FRARR SRR A o A 1 R 22 Pl gl 1% ORI A 1 A B RA (R SR R B RL PR AR
TATIRE T —2 4N LPPM (Lifelog Privacy Protection Model) (i R&FA R4 A5 AL . %407 M Lifelog HdE 2
FIME LR, SREHET 2N Lifelog 2B AN ABRFMRLF, MRV T AFEIEHE AT Lifelog B
AAEFFIH A AR AL I R . Lifelog 2088 (46 505 MU, E AR B R S 2 R0, 10 FRAT T3 ST
T B MBS RA 0 . FRAT 16T XS Lifelog B 42 H 7 2 T3 St MBS AL R SEms, SRl TEEI A I
A PR AR AL AR 2 1] S . FRATACEE T LiuLifelog BUR&E 3 K F, 45REW, 40 LPPM K
RURIALER, K2 B AL B 45 21 7 A R R, AEFRATT0) Lifelog B 42k 2 T ] LLATFIFREE, FHF L
FERT DATE 26 b7 1 FRAT T B £, 1 6 75 $H. O R AT R
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