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Abstract

This paper proposes an image source verification method based on the DnCNN network, which ex-
tracts noise residual features (NP features) from images to capture device-specific sensor noise pat-
terns. By calculating the Peak Correlation Energy (PCE), the method can determine the source de-
vice of the image or detect tampering behaviors. Experimental results on multiple datasets validate
that the proposed method effectively distinguishes images captured by different devices of the same
model as well as by different models. The findings indicate that the DnCNN-based image source ver-
ification method provides an efficient and reliable technological means for digital image forensics,
with broad applications in public safety, forensic identification, and media authenticity verification.
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Figure 1. Noise residuals associated with the image
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Figure 2. Denoising convolutional neural network (DnCNN) architecture
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Figure 3. NP device fingerprint extraction process
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Figure 4. Correlation Verification Process Based on PCE
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Table 1. PCE values for images captured by the same device

F 1. FE—&&01FH PCE EIF

Canon 750D

559
370
405
166
990
91
382
248
137

Canon EOS 6D Mark I1

28,798
18,735
14,436
12,460
38,662
8457
28,252
42,610
54212

Canon EOS M6 Mark 11

5651
2470
6736
1169
11318
5917
9230
3790
1459

Canon EOS R6

866
5390
2982
1530
1448
4283

395

550

510

Sony a7r2  Sony ILCE-6000

5280
7657
1640
10,865
6657
9782
10,631
11,489
10,476

114
45
38
64
45
40
64
31
85

Table 2. PCE values between different models
2. FEES Z8H PCE EX

a

B AR

Canon 750D -

Canon EOS 6D Mark II 1.8

Canon EOS M6 Mark 11 8.7

Canon EOS R6

—0.0002

—0.024
10.0

Canon 750D Canon EOS 6D Mark II Canon EOS M6 Mark II

8.7
—0.024

7.5

—0.0002

10.0
7.5

Canon EOSR6  Nikon D70

0.7
2.1
—2.6
—0.1
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Bk
Nikon D70 0.7 2.1 —2.6 —0.1 -
Nikon D70s 1.9 0.7 —0.0026 3.1 43
Nikon_D90 3.5 1.0 1.2 0.17 9.9
Nikon_D200 -2.7 7.0 24 1.4 1.9
Sony a7r2 2.0 57.2 1.2 0.25 22
Sony ILCE-6000 12 3.6 0.1 9.4 10.0
b
Nikon D70s Nikon D90 Nikon D200 Sony a7r2 Sony ILCE-6000
1.9 3.5 -2.7 2.0 12
0.7 1.0 7.0 57.2 3.6
—0.0026 1.2 2.4 1.2 0.1
3.1 0.17 1.4 0.25 9.4
43 9.9 4.5 -0.9 9.6
- 9.9 1.9 22 10.0
9.9 - 5.1 14.2 15.1
1.9 5.1 - —2.45 5.1
22 14.2 —2.45 - 0.47
10.0 15.1 5.1 0.47 -

Table 3. PCE values for different devices of the same model

% 3. HER S AR PCE EX

Nikon D70 Nikon D70s Nikon D90
27 18.6 23
36.2 17 21.6
32 14 24.5
25.1 16.2 21.2
294 20 13
21 20.1 17.4

Nikon D200
0.4
25
8
5.7
0.9
1.8

Canon EOS 6d Mark 11

0.7
0.5
3.2
1.4
5.5
0.4

Sony ILCE-6000
10.6
14
11.1
8.9
9.9
12
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Table 4. PCE values of NP and PRNU features for the same device and different models
F 4. A—EE5TEESEER NP 5 PRNU 454E PCE &

Canon 750D Canon EOS 6D Mark II Canon EOS M6 Mark II Canon EOS R6 Sony a7r2 Sony ILCE-6000

NP 372 27,402 5304 1995 8275 58.4
A — %
PRNU 317 22,556 4333 1881 6968 46
NP 3.1 9.3 2.1 3.5 8.2 6.7
AFR S
PRNU 33 11.6 29 4.4 8.9 7.3

Table 5. PCE values of NP and PRNU features for different individual devices of the same model
7= 5. fHEIRSAEMAE &R NP 5 PRNU 4 PCE &

Nikon D70 Nikon D70s Nikon D90 Nikon D200 Canon EOS 6d Mark II Sony ILCE-6000

NP 285 17.7 20.1 3.2 2 11.1
H RS AN F A A AR AL
PRNU  29.1 152 249 3.1 45 13.7
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