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Abstract

With the increasing diversity of cyberattack methods and the continuous expansion of attack scale,
achieving proactive defense and real-time threat analysis has become a core challenge in the field
of cybersecurity. This paper proposes a big data-driven active cyber defense system that utilizes the
Streamlit framework for lightweight deployment, MySQL database for attack data storage, and
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Support Vector Regression (SVR) to predict potential attack targets. The system integrates key mod-
ules such as honeypot monitoring, real-time attack data analysis, IP and port word cloud visualiza-
tion, attack prediction, and intelligent port classification, enabling efficient attack detection, analy-
sis, and prediction. Leveraging honeypot technology, the system can detect real-time cyber threats,
including Remote Code Execution (RCE), SQL injection, and XSS attacks, while employing machine
learning models to dynamically assess future attack trends. Experimental results demonstrate that
the system effectively detects attacks in large-scale network environments and enhances security
situational awareness through visualization techniques. Compared to traditional defense mecha-
nisms, this system not only responds to ongoing attacks but also anticipates potential threats,
providing intelligent support for proactive defense and making it well-suited for cybersecurity pro-
tection in highly complex network environments.
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Source IP: 192.168.2.118"
Destination IP: 117.30.49.148"
Protocol: TCP¥
Payload (Base64): XNqv5bw4VY3zwiA2auM1jjqgWFM60PYWYK9yqkmO8N8RMOxN577h5a0wHSbG2ieOJxcZY +nvZIwCwIvPFcAgn+xPc2bYOj78 HGSLK8KgKiyXEN8ITH!
Full Packet: Ether / IP / TCP 192.168.2.118:49680 > 117.30.49.148:5040 A / Raw
2025-01-15 16:52:35,643 WARNING: ALERT: RCE Attack detected: XNqv5bw4VY3zwiA2auM1jjgWFM60PYWYK9yqkmO8N8RMOXN577h5a0wHSbG2ieOJxcZY +nvZIwCws
2025-01-15 16:52:35,644 INFO: Packet captured: Ether / IP / TCP 117.30.49.148:5040 > 192.168.2.118:49680 PA / Raw*
2025-01-15 16:52:35,644 WARNING: RCE Attack detected:"
Source IP: 117.30.49.148"
Destination IP: 192.168.2.118"
Protocol: TCPY
Payload (Base64): AAAAYAVxXYAyMEIR4tOzIxXXN7xEOTHCTJxkvIfwYEm60Fo36ek/LReNk2Qq+w5Fg9PaWOPQolEiclo2cPG/x5y+CKcRC/sHOZGgdBzIXOOxwpg)W7zj5P
Full Packet: Ether / IP / TCP 117.30.49.148:5040 > 192.168.2.118:49680 PA / Raw"
2025-01-15 16:52:35,644 WARNING: ALERT: RCE Attack detected: AAAAYAVXYAyMEIR4tOzIxXXN7xXEOTHCTJxkvIfwYEm60Fo36ek/LReNk2Qq+w5Fg9PaWOPQolEiclo2cPG
2025-01-15 16:52:35,644 INFO: Packet captured: Ether / IP / TCP 117.30.49.148:5040 > 192.168.2.118:49680 PA / Raw"
2025-01-15 16:52:35,644 WARNING: RCE Attack detected:
Source IP: 117.30.49.148
Destination IP: 192.168.2.118"
Protocol: TCP¥
Payload (Base64): AAAAYLkXxzDgSt9QBUKi]j3BYyB/v5LZCDKwrxgmYBUnxJqWdjvLYAx8Re9GqvcD5HIqnfiX0qUJxVmsrxM1foeDZC36tnASFcjiNfIGt/0XpTKIGx7kbJUjaC
Full Packet: Ether / IP / TCP 117.30.49.148:5040 > 192.168.2.118:49680 PA / Raw"
2025-01-15 16:52:35,644 WARNING: ALERT: RCE Attack detected: AAAAYLkXxzDgSt9QBUK]j3BYyB/v5LZCDKwrxgmYBUnxJqWdjvLYAx8Re9GqvcD5HIgnfiXOqUIxVmsrxh
2025-01-15 16:52:35,644 INFO: Packet captured: Ether / IP / TCP 117.30.49.148:5040 > 192.168.2.118:49680 A"
2025-01-15 16:52:35,644 INFO: Packet captured: Ether / IP / TCP 117.30.49.148:5040 > 192.168.2.118:49680 Av
2025-01-15 16:52:35,645 INFO: Packet captured: Ether / IP / TCP 117.30.49.148:5040 > 192.168.2.118:49680 A*

Figure 1. traffic_ monitor.log file information
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Figure 2. Attack count analysis over time
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Figure 3. Geolocation trace and attack method tracking
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| Result Grid | 43 Fater Rows: |edt: @B [ [l | Export/import: G5 {8 | wrep ol Content: TR | Fetch rows: =

id timestamp source_ip source_port  destination_ip destination_port  protocol  payload_hex

85 2024-10-08 01:54:23  10.101.102.215 54915 10.101.255.255 54915 ubP 007468655f50430000468f3b9702000060b77f5. ..
86 2024-10-08 01:54:23  20.187.186.89 10.101.102.215 TCP 1703030036bfa074f477871d3bff60d7282a%b2. ..
87 2024-10-08 01:54:23  10.101.102.215 T 20.187.186.89 e 170303003d9c7f927c 1739¢808e 72b6dfas 1ed2. .
88 2024-10-08 01:54:24  10.101.102.215 54915 10.101.255.255 54915 uDpP 007468655f50430000468f3b9702000060b77f5. ..
89 2024-10-08 01:54:24  10.101.102.215 103.28.54.101 TCP 1703030031d52e53de3559198273ba65226864. ..
90 2024-10-08 01:54:25 10.101.102.215 54915 10.101.255.255 54915 ubp 007468655f50430000468f3b9702000060b77f5. ..
91 2024-10-08 01:54:26  10.101.102.215 54915 10.101.255.255 54915 UDP 007468655f50430000468f3b9702000060b 77f5. ..
92 2024-10-08 01:54:27  10.101.102.215 54915 10.101.255.255 54915 uppP 007468655f50430000468f3b9702000060b77f5. ..
93 2024-10-08 01:54:27  10.101.102.215 32344 36.150.102,157 7826 TCP 1703030085286bb23fc7662c0733ad856f5411f...
94 2024-10-08 01:54:27  36.150.102.157 7826 10.101.102.215 32344 TCP 170303007fae455c804d 10bf349a1e38194863b...
95 2024-10-08 01:54:28  10.101.102.215 54915 10.101.255.255 54915 ubpP 007468655f50430000468f3b9702000060b77f5. ..
96 2024-10-08 01:54:29  10.101.102.215 54915 10.101.255.255 54915 ubp 007468655f50430000468f3b9702000060b77f5. ..
97 2024-10-08 01:54:29  10.101.102.215 113.240.75.252 i i 1603010200010001fc0303f 1c6cbB8af28da040ff. ..
98 2024-10-08 01:54:29  113.240.75.252 10.101.102.215 TCP 1603030055020000510303c29431385d5c0868...
99 2024-10-08 01:54:29  10.101.102.215 113.240.75.252 ™ 14030300010116030300280000000000000000...
100 2024-10-08 01:54:29  10.101.102.215 113.240.75.252 gL 993d192ec040d623e 1e0e9823476fb741c894ed. ..
101 2024-10-08 01:54:29  10.101.102.215 DI 113.240.75.252 TCP d664b2a61e8c 1698b82a0dec086e3dd0b0ed38. ..
102 2024-10-08 01:54:29  10.101.102.215 113.240.75.252 TCP af9539759ff7876e77422f2666b 5fc 1bf5ad626b. ..
103 2024-10-08 01:54:29  10.101.102.215 DI 113.240.75.252 =P 673064ae 18fc23b7276dd710e 1b9904a9bd8sb. ..
104 2024-10-08 01:54:29  10.101.102.215 113.240.75.252 TCP b2ca 1f758b6db90875aeeb35e3f2df0c3d3fe58c. ..
105 2024-10-08 01:54:29  10.101.102.215 113.240.75.252 P c3f26b36fe2230e 2c558 26e6¢ 1f74fbd4de44b24...
106 2024-10-08 01:54:30  113.240.75.252 10.101.102.215 TCP 17030300d72480573f70cc6 1ab1e7212d664f89. ..

rce_attacks 1 x

Figure 4. MySQL database page
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Figure 6. System dashboard main interface
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Figure 7. Database historical import
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Figure 10. Performance comparison chart

& 10. MEELEERE

NTRRARGHIVEREI S, 555144 TR 5 9% % 0 MHN BEATXF LG . %2286 7 MHN FIA RS RS
I AR 2 R R, BRSO X NI K SQL Huds e 8 S At I HEAT SQL VE AT, W B HEAL
3R T Bl IR HEAT 5 o (H MHN JFBCA BoR B R, A 22 g0 oy A At S 8 s ok
BN D8 R P BRI, MHN R 7R 32 SOl —FEa 3R 1 2347 i 1 588, R R GEi3R 1 3056

DOI: 10.12677/csa.2025.153064 127 TFENUER S N A


https://doi.org/10.12677/csa.2025.153064

ATE %

A 2R, wf DR AR A 7 RO T AL T MHN. B tban B 10 Aros.
4. &5t

ARRGUH S A E RN . BEEEBE b BE A ROR T B, 3R T MRk AR A I
dr BRI R, RERTE T R R R SER PEAUR P . R GE R BT 2 AR A T SN M 2 T
WS, SRR E LR (S VR 73 by S Wi Bt , TN AR s . 544G mpsh it
WUBIANIR], A REGEAML BE A8 75 Sr i S AL N BEAT ARG 52, 3 B T R 40 i LA 27 ST AL R iR
TITEEI Sody AR, 3R i 4 2 4= 10 3B g

A RGER VR Streamlit HEZURI MySQL Huda FE 774, RENSAE KRR 25 PR 55T e A BEAN
BU A, RAIE T s e A B S A T S P A, R SR DLEL UM T R g
KPR B A . Bl RS E R, ARHRTH L B HACR . SKInai RRW], R G RENS PR TR I 700
IR HAT(RCE) SQL FENSEH I, $ETF 1 Ui I R 3R R S fE

AW, RGEVRTIE —LePbil, Qe R 28 Mol g T AR SR AN FINAS BE 1r AL AR B 7T ]
LU A SVR B ANSE s Bt Ab BE A%, e PN AERA IE AN RGEAe 2. BbAh, RGUET LY %
(K 2 ot AL TR AR BE 25 ST TR DI e, LA 2 SE 0 &2 2% (R X 28 A BE A AS B AL 10 22 2l . A RG89 I
KU LB PR VA AT R R, BT N AT, X OO S A
SO BRI 1SR T SCH

EL£mAB
AR IR B R A 88 Bk i R I H (xex2024180), 4 M TR 2 B Kk 22 A= 1) 37 )k 35 H
(xcx2024190) BT BePERCR 2 —

SE

Stoll, C. (2005) The Cuckoo’s Egg: Tracking a Spy through the Maze of Computer Espionage. Simon and Schuster.

(1]

[2] Spitzner, L. (2002) Honeypots: Tracking Hackers. Addison-Wesley Professional.

[3] GKEBA. FET S EEAR LS SN AR T [D]: [ L2000 5], HUM: WL LR K%, 2021.
[4] BEFAER. FET UL IR A8 A X T EOR AT 7L [D]: [ 22600 5] dbat: JERtlsra R, 2022.
[5] AT FETHEHER NN ARG FD]: (WL2#Aie ] K& KELIIRY, 2023.

[6] #fidx. BT SVM R (1% W U1 % PDF UYL ARBFFU[D]. 81 TLVE3 T K%, 2014.

(7] Z22. ETEBEORWMSZ2PH RGNS SEID]: (L2 A8 30]. Bat KRR, 2019.
(8] CRIEHR. FETZEHRHE MM N RS IBARWT FT[D]: [l 22 A0 3], B At MUK, 2015,

DOI: 10.12677/csa.2025.153064 128 THEAURF 5 R


https://doi.org/10.12677/csa.2025.153064

	基于大数据分析的网络攻击主动防御系统
	摘  要
	关键词
	Big Data-Based Active Defense System Against Cyber Attacks
	Abstract
	Keywords
	1. 引言
	2. 技术特点
	2.1. 蜜罐监控与攻击捕获
	2.1.1. 蜜罐技术概述
	2.1.2. 蜜罐系统的工作流程

	2.2. 支持向量机回归特点分析与算法
	2.3. 攻击数据分析与可视化

	3. 系统设计与实现
	3.1. 蜜罐监控模块
	3.2. 攻击数据分析
	3.3. 攻击预测模块
	3.4. 数据可视化展示
	3.5. 性能比较

	4. 结论
	基金项目
	参考文献

