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Abstract

As cyberspace continues to expand and cyberattacks become increasingly sophisticated, efficiently
identifying, organizing, and analyzing cyber assets has become a critical research focus in the field
of cybersecurity. This paper proposes and implements a big data-based cyberspace asset detection
system that incorporates modules for subdomain scanning, URL asset processing, IP detection, fin-
gerprint recognition, and intelligent analysis. Leveraging distributed storage and high-performance
algorithms such as Bloom filters, the system improves detection accuracy and efficiency. Experi-
mental results demonstrate the system’s capability to perform rapid and accurate asset analysis in
large-scale network environments, making it suitable for dynamic and complex scenarios.
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Figure 1. Example diagram of bloom filter principle
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Figure 2. Distributed storage example diagram
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Figure 3. URL collection and processing flowchart
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Figure 4. URL scanning system implementation diagram
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Figure 5. Subdomain collection and processing flowchart
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Figure 6. Domain scanning system implementation diagram
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Figure 7. IP scanning system implementation diagram
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Figure 8. Fingerprint recognition system implementation diagram
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Figure 9. Performance comparison chart

9. MERELLALE

0

DOI: 10.12677/csa.2025.153069 178 TFENUER S N A


https://doi.org/10.12677/csa.2025.153069

REESE S

4. g

ASCHR W IFFBTE T A3 T R B A 0 2% 25 (B B 7 43t s, 15 AR 8 el 0 2% 22 A ) ) RO AN R 12
WG 2NN EAR T B, B TEA AR, URL 55788, 1P 151, $880R%1 % GPT 53 Thhe
5, RRGRE A ROIRA A W 28 57, RO % e K. RGOS T R Bt
G SE B, A HDFS #2040 sUAF GRAIE 1 KU (PRI AL RS A7 I, () I el o A e 3 B 8 A1 25
HSR A S v 1 A P A B P A AR A o

GURRY], RGURENE PR RIF N ORI B, KRR, A RE R . GPT
RPN PR TSI I 2 A R S, PRI T RGN 5 IRV R K. AR, R4
FAAE— S RIRYE, AnFERF € B 2R 5T BOGR A Z AT A R ARSRAGHIE 78 ] At — DI S,
R RGIIFREERMAERTE, hREZHIIEE, SOFER RN, ARG 7. o
FEH 5 T RIS A (8 G AR kT 58, BAT Z KN RIS, 6 TR R 45 PR 858 (192 4 I
AT B R AT R L

HE&mHE
ARG TR B KA A ML I H (xex2024193) KB BetE sl 22—

SEEk

[11 EEHRE. TR 2E 8] 2 4 48R 5 ST 5 5 SeBl[D]: (At 22008 3], Pi%e: PH 2l 7R R S, 2021,
https://doi.org/10.27389/d.cnki.gxadu.2020.000877

2] TEE. Web A Z4- IR 180T 5 LI D]: (AL 2 A0 0], i v FRHR2E, 2021.
https://doi.org/10.27389/d.cnki.gxadu.2020.002271

[3] akMy, Pocte. HTARRE ISR AR 00 B SR X YR ENLEIT]. 5B M4 24, 2024, 24(11): 1739-1748.

[4] #0. 2T Hadoop HiA M K ARG /0 A SAFE BRI FE[T]. B S S5ERUER, 2024(10): 182-186.
https://doi.org/10.14016/j.cnki.1001-9227.2024.10.182

[5] BEMELE, A iR, kSR, Wi, SER0E, RITN. —RhIE T shAs 2 R R o A G A L SR A AR 45 A 1 o A T B
P B VAT, BN TRE 5 R2E, 2024, 46(8): 1381-1389.

[6] BE, i, B, B, R SURE BRI Web 224 IR SLOUI]. B AR 58K, 2020,
16(23): 30-32. https://doi.org/10.14004/j.cnki.ckt.2020.2458

DOI: 10.12677/csa.2025.153069 179 THEAURF 5 R


https://doi.org/10.12677/csa.2025.153069
https://doi.org/10.27389/d.cnki.gxadu.2020.000877
https://doi.org/10.27389/d.cnki.gxadu.2020.002271
https://doi.org/10.14016/j.cnki.1001-9227.2024.10.182
https://doi.org/10.14004/j.cnki.ckt.2020.2458

	基于大数据的网络空间资产探测系统
	摘  要
	关键词
	Big Data-Based Cyberspace Asset Detection System
	Abstract
	Keywords
	1. 引言
	2. 技术特点
	2.1. Hadoop分布式文件系统(HDFS)的架构与特点分析
	2.2. 布隆过滤器特点分析
	2.3. 布隆过滤器算法

	3. 系统设计与实现
	3.1. 布隆过滤器算法设计
	3.2. HDFS的设计
	3.3. 数据收集处理流程设计
	3.4. 性能比较

	4. 结论
	基金项目
	参考文献

