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Abstract

SM9 algorithm is an identity-based cryptographic algorithm based on bilinear pairing introduced
by our country, in which the R-ate pairing used is better than Weil pairing and Tate pairing in terms
of computational efficiency, but it still has deficiencies in practical applications. To improve the
computational efficiency of the bilinear pairing in SM9, a method was proposed to improve the R-
ate pairing operation by using a sliding window on the FPGA platform. The method was based on
the Montgomery modular multiplication to enhance the modular inverse operation in the twelfth
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extension field and optimize the Miller loop in the R-ate pairing operation through the sliding win-
dow algorithm. At the same time, the computational efficiency of the signature algorithm was im-
proved by reducing the number of point operations on elliptic curves according to the Montgomery
modular multiplication property. Simulation results showed that this method could improve the
computational efficiency of R-ate pairing in SM9 by approximately 18.46%, and the efficiency of the
SM9 signature algorithm by approximately 13.55%.
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1. 5|8

TEDARE RS S, XLk 4] (Bilinear Pairing)fz AR FL V2 (N 3 s FIARRE (B2 R 1E, BUNAR S
B F AL O 5 o MR BB a5 T 5 4 34 010%5 [ 1] (Identity-based cryptography, IBC). %%
275 R [2]-[6 1R B A HE T FUX B B P [ 7] [8]0 Ferh, R-ate XF[OME N —FRARAL I XUL M FL AT, 120387 51 #2
THIRENIR) 2 F0E . R-ate XFHELTAE S0 Weil XF[10]H1 Tate XF[11], BA F & M iH SR E ALK
PERERI. IXffi4F R-ate X 7E &1 B8 75 SR M B0 22 B b Bos BRI . 4R, R4 R-ate Xt LA 7RI
WAISEILT T HUAS T Wb, FOAE SEBr B A R BT RS A R e il iR S bR ok o TR, dnfer gt —
AR XS T IR, BN S RTHEFE 1 B 2T 1)

WEFEFANTN T HEFE R R FITH R, R I T 2 MalHsng . . mid i s A
(FE BT 2 MR [12] [13], FIAIRESRE K Frobenius BURTEAT UF L, BRAK T iHE R0 B did R AN [F) Ak A
F[14] (U7 565 AL s 2 AR o LU ABAR 2R ), CSCBEAR R it 4% b s (i S DAL EE X iE B o 4t —FhoR) FH 43 BR2Y
WER 151K THE TR T7 % WEIEM B, B4R g 5 b 28R F AEAH 7R 84 16] (non-
adjacent form, NAF)HVEJEFF, FRKSENAEE IR IMEE. 1h4h, AFERWAES T EER, &t
PR ] DX R [ 1715 AX Miiller B0[ 18T T WU AT ()15 . AT 2 2 B0 0 SO O [ 19 R FH 31 3L
RPEXT TS, AR T Tate XS HTH R I .

H 2016 FH FEME 7 KA (SM9 FriR# i EE) 2010k, A TRHE SM9 LR & 5 5Lk
N, BEWNZEERE T ZFEST SMO f R-ate X2 HARAL T H . 76 SM9 FikiifEd, Hikn e etk
T R-ate XZRTEXT (9 THEL, AHMIM R-ate XFFITHE & 4R A FIE PR K —#5r . IUILTF 2 22 8 H7EIR
FANAT BENELE AN LR A X 22 Ak () D B TH L H B . I 23 4R H 7E SR S 2l 3 2 4% R-
ate X TR HH AR ISR BB AR NP (21, DR3840 0as S50 N K RFAE 3 46 B /INRFAE S, 980D T 10 e SR A
MO STEFE . X T R M T Wi R B RIS AR T — RV R A 73 [22] DU DL 14 53 BT
4% NAF Inid . 2 8F SR N A ik iR i i . 1 SCRR[23 1350 0E 1 —Fh Ry s S
W R, ST AT Bh 2R A R R s, TS T PR SEGRIE B R . SCHER[24] KB B
W Miller 783K Fe &AL 0 AT UL R E AT 2Bl RS B ZRiEr 6T SMO BRItk 5 %
[21]-[25], {HFESSLRE LA RIE — e 28, /75 EE L2 TAELLSEE SM9 Fik 2R 2Tt

ATCLL Jacobian JNEE SR ALS R ONFEAY, KJZIZH KA Montgomery 153 UL K BRFEARBRE, R
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2 & HHENGE R-ate XHZ A Miller fE3AH 70115, A AUPEK R-ate X2 5010 R i 2k b6 802 55 LUK AR
i 2 b Uiz S B . AR FERL BRI ) Montgomery R R ALAME i 48 _b SafeTHL, b ROTES, &
A3 —FP{E FPGA ¥ & L T R-ate X BA K SMO #7254 171k, IF i id 477 L s gaik B IR b .
e, g AR TSR M DL R RICRPRAL

2. EARENH
2.1. Miller B3k

H AR RS A 5% £ B Miller 5035 DA IR RN 5005 . A6 I3 90 S92 e 3AE Tt S A2 AR 6 75 SR
BefE, HiFHEFRFSEH T Weil XF. Tate X, {H2EHEYCRANT T Miller HikU1A AR . I+ H Miller Hik
F6 o8 P 9 R B2 AR 6 R B0 B 032 o Meilller BB fr o 9 A2 OIS AR E R T T

8Elmlo[no

fm+n,Q = f;n,Q-fn,Q (1)

Elm+nlo
o g0 10 FAILEMIO Fn]0 MHETTRE, g, T Ri[mH+n]0 ML . Miller FEMZR
FIERKZ T n=m UL n =1 IEFIRFERIE DL, K Miller bR H0% IR ki) R AT 2SR A«

2.2. R-ate %

R-ate X[{EA SMO A FH MRS, 7T DUEAE & AE Tate XAl AR IRIECN o 7R HOEFE
R Z K H Miller HikiHTI85, R-ate ST EAMTHEWEE 1 s,

Bk 1: R-ate XHRIHE

ke PeE(F)r], 0eE(F,)[r], a=6+2

fin: R, (0, P)

1) Wa= Z’_L:_()laiZi, a, =1

2) Hf=1, T=0Q

3) For i from L-2 to 0 do:

4 W =1 g, (P) T=[2]T

5)if aq, =1

6) Wi f=f-g,,(P)» T=T+Q

7) end if

8) end for

9) WHO =7,(0), 0, = 7 (0)

10) 15 f =1 grg (P), T=T+Q,

11) ﬁ_ﬁf:f'gr,fgz (P)aT:T_Qz
12) it4g = A0
13) it f

2.3. SM9 Bi= X EE %

4 GM/T 0044.2-2016 H SM9 &4 Bk N5k 2 fn, HAEZ L4 M B NSRS M, HE MY
Br 254 M(h, S), B4 XN AN Pousy B4 59N dsas BE GHAERTCA P, B4R 2 s 80— SM3
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Hik,
Hik2: SM9 7L H Ik
MiN: M, Ppup-s, dsa
it (h,S)
1) tHEHE GrhItE g=e (P, Poubs)
2) while /=0 do
3) PEAERENE r € [1,N—1]
4 HHEHBE G REw=g
5) THEEE h=H, (M || w, N)
6) HE I 1= — h) mod N
7) end while
8) THH S=1[1] ds.
9) WhE TR, S)

3. 2RI BRILARE R

SM9 FFAE AR TR Hh &) B i 5k, R RS EEON A IREEOE 5, R IR % 1-2-4-
12 (B Ay sk RN AL e s 5. A7 PRI 5 A E i 5. BUIHOE 5 A Mg 5. oA
ez Hn] LLKFH Montgomery B3R SFEABEAT IS 5 B IS ST ISR IR A BR VA BEAT I8 5. 9738 Ei0ig 53
ALAJE T Karatsuba JUAR, Rz 5o (SR AR TR 45 i S8 rb (m) AR Dnose 2H 5, AT 92 afe i B ) s FH O
e, AHFEHARINRIEE, i s H &,

TEAT BRIz S i Btk by g delis ST DUARE AT PR BBV AR Ve DA it iz B A, DA ik il
SO, ABRBEAFAE ZIRY 0 ER a = a0 + i, HH ao, as EFyy HXTNHITN ¢ = co + ciu, HH co, 1 €
Fyo BR8P KIS H R co = ao/(ae® +2a1?), c1=—ail(a®+2a?)o G H T N— MBIt H Bk, X
BERIY fE 9 & e =6 bisr T3 EI45 . {(HH T Montgomery 4536 LA T LA G iz S it S F ]
PLAr AT RN sREE AR, RIS F A% a A1 b, SB— D8RG R abR™, H_LHBERE R
FHE R B S K . RIA] DL — kg U0 i 5 b i K A BRI 1) 32 S0 TR AT 47 73 LAl i
. BREERENEE 3 P,

SR 3 IR

BIN: a=ao+aw, HH a,a EF,

Hith: c=cotcw

ym=a,R"

D n=a;R"'

n=n+n

HYm=m+n

SYm=m"

6) co=aom

7)ci=arrm

8) c1=—ci

I 3 AE TS Bl AR T 3R 0T R B3R 1T Montgomery 12 515 B R BOREUE W R LS
B, BRJETE o BRI ) 1 K B 5 5 Montgomery JE 32 J5 T 55N 40 T AH IR A5 2 R BOREE B, X pE
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FIH Montgomery I 1HFPE, v LD & #LIE HLRE 54T Montgomery B D IR . i LL A,
M, T 4 AR A BRI N 5 . Bz L s R tb &, Hd M NP IR Montgomery iz
H, WARB LY HAEERHITEENER 1 ok, Hdh Ry S8 s it 20 F 2M + 3A +
I, MIEEFSCHR[23]9F 0 2M + 2S + 1+ 3A LUK SCRR[24]H ) 4M + 21+ 3A 7E IRy A | (13 530K
HE

Table 1. Computation analysis

=1 HEESHN

BNYE g By Ul
A PRk A M M I
TR 2A 3M +3A 2M +4A 2M+3A+1
VUV 8 4A 9M +21A 60M + 20A 14M + 19A +1
TRy ~ 54M + 190A 36M + 172A 113M + 196 + 1

4. SM9 B FH B E R RIELI

XA 2R B A B 5, FEAE GO AR AR R T IB SR 2 AR5, TSR CRAR, T/
FHE DT ELARBR 28 TR AT DS 48 a5, K AR i R SR A e O BN ia 55 A SRR 5, THS R B i
X TG 2R b s 5, FEAL Gt S ARAR 5 A v LA BRIR & R T SRR S T U o — R AR &R
ARG R IH G B AT S S, T A e 5 AR b 2% LA P VR 75 AR AR R P A T B 2

BRItz Ah, FEXNAANENS )i SR R B i 28 _E m a8 50 5 B2k R B IS SO B, PR T
LR 2 b i is 55 B Bua 54l 408 — DT IR, & 2 PR g TR 2 b aiiia i
LUK LG R s A AL AT S5 P s S AU

Table 2. Computational analysis of points on elliptic curves

2. WEZ% LSt EESN

F, 5 F, ik F, ik F, &1
T=[2]T 2 6 4 10
T=T+Q 4 15 6 0
err (P) 2 5 5 8
gro (P) 2 12 5 4
R =E Y= 5 6 15 2
Ak 5 sihn 3 11 8 2

4.1. fFETRTRER T

R-ate % ) TH5AE Miller JEIAE 70 KB HAREB S + 0 b o R L, HEHLK U
RN ER BAREEY 00 RIS B4 B IR BiRr ml, K R ek B AR+ =
R HWIe R S LR RBC TR SRR, WO AREE, TR AR

REMEL IS, AT IR BICE f=L+fiw+fow AN BELRREE TSR g=l+ v+
Lhw, o i€ Fpu, EFp, TUHEMFIELRUIT:
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feg=(for fiowa foow)-(l+1 v+l W)
=[folo + (ol + AL )V]+[ Al + (Al + £l )V [w (foly + foly + folv) W

MR 2R Ry e R LU B R B TRk e FEAR SR IR R IE R Y
K, PFER XY ErReEaEE D, BEESRAEN T RY HotR, AEmEsiEai. MtT
G+ IR IBRIAIE H T E 55SM + 190A, [~ g Fiigeikia Hal DO B 2754 2 39M + 99A.

4.2. ETRIEOH R-ate IRFSEI

{45 R-ate ST+ Miller 532, BUEISIEL | FD IR 4 LA IE 6 BRI S2B, #hi ] LU
o — PR BT H . SRMTE R-ate X 1HH I FE 40 S 400] DL LLAT 4 12 HONHR), 40°R A NAF
FEBARS B DO 5 8 DA s . B S EON a, WIS R NAF 30 a'lin R s

a =100100000000000000000000000000000000000010000101011101100100111110
a' =100100000000000000000000000000000000000010001010 1000 10 1001010000 10

FETH5T R-ate XL AE P IS4 ARTE I A N FWHAT DB 4, NAERAIN Z AT — D% 6.
FESEIR AL 2 b, AT DR A 3 & 1 Sk it R-ate X iH 505905, 8 Pl 547 s A A2 o i B B R v
5 th 2k b s AARR BL RS ) Miller pRAUAE f, 38— 20 F#AR Miller FE3RILAE AP BT S miia S T SR
., TFETE R-ate XTHITHREHR, WA LS SH o St & M THEh @ LB o DEAKE r=3
bl ZHOB AT BN IR s

a" =100100000000000000000000000000000000000010000005000700300100007030

I 24, 1 1R 0 o S B o 5 6 A A7 6 5 B IV VB, ETAR 31—l
VB IR T Reate XU MERT (PSR B i, B ST SR % 4 R . Frpb I 04 i
43 SR P AT 7 T4 o VR M 3543 LA BT B 48, S 1 7 VR R A 43«

Ok 4: SETFUENE O R-ate X HITH5E

ke PeE(F)r], 0eE(F,)[r], a=6+2

find: R, (0, P)

) WHEOKE r>1

2) BUHHL £, =1, T, = 0: /, = 80 (P). T, =[2]0
3)Forifrom1to 2" —1 do:

4) fon = f‘Zi—]j[’zg[z,‘_l]Q’[z]Q (P)Q Ly =T +1,
5) end for

6) Wa= Z: a2, a, =1

N Eff=1,T=0Q,j=L-2

8) While j > 0 do:

9)if a,=0

10) 5 f=f*-g,.(P), T=[2]T

11) else

12) %t N j—t+1>r Ha =1KE/NEH
13) h,=>""a,2

i=0 t+i

)
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14) Fori fromj—¢+1to 0 do

15) =g, (P), T=[2]

16) end for

17) f‘_f'frhj.gr,nj (P); T« T+T,
18) Ej=1-1

19) end if

20) end while

21) #4502 7,(0). 0 =7, (0)
22) W f =1 g4 (P), T=T+Q
23) Wi f=fg 4 (P), T=T-0,

24y it p = f

25) ¥ f

KB 4 AFE OKEAN 3 BB T A LU R-ate B iz B3 2 i siiniz 5 0L % B 28 sk iz B e
MAESE Miller B3 16 IRFEARZE 7 ¥k, A% LE NAF Bkt — 5D 4 S niE & UL R Reikis i,
AT RN T 2 R SRIE S . BAREE T RS H AR W 3 PR,

Table 3. The Miller loop uses the number of operations

%= 3. Miller fEIA SR E
WAR/A M- B fg fr
VAR 16 16 0
NAF 772 11 11 0
WENE D5k 7 7 2

\

4 start | ‘
W q_x_re[255.0] 2 86ce i 1‘3dlnl101;5141(’136::54‘3::124nﬂb573d1‘4dZ1’I’I386:92“;‘1-‘13{14:165695:‘:5:31
9£64080b3084£ 73348t £ 4b41b565011ce0T11c5e392c£h0ab1b6791b94c408
41600253dda532dalaTce02ThTad6£ 141006685 ¢ 5cdf 07306 T5c05Fb4e3216d

69850938abea0112b57329f 447e3a0chad3e2f db1a77£33589¢1408d0ef1c25

0000000000000000000 0000000000000000000000000000000000000000000000000000000000000001

00000000000000000004 0000000000000000000000060000000000000000000000000000000000000000
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0000000000000000000000000000000000000000000000000000000000000001

9 2148d604135624 2ab900adecbat32327833db202e 435639493 133052 73§0F071d7d2845 cfb
2286663356596 84187422330d7936 eabal 109f a5a7a7181 010§ 2438b0ach2f IBF 5 755405Ta
4d6d442a7dc19e 4cT44669c4a201cBed72§796d151a17ce2325b943260f c460b9£ 73ch57c9014b
2570494bThebet $3129275431d1719467521bc 56947920898 b 390a5b 54931 ce0cbb3F40£66d
38280b6228b173 - 93034§44£213a 6169F SccBfbeaBB0adaf FB475d5¢ d28a75debB3c44362b439
41b171e£9821bd 160423fcf 39783666 7ce9f cb1062c225c6685¢316dd262de0548ba6ba30038b
81e71cba2f7635 Salae172102ef d95d£7338dbe577c06d8d6c156020158c7507228eFbOT8E 4226

cq 42276ce9b0ba5d 67e0c0c2eed?26993dce2Bf e9aa2e£568343078008396T7£96685¢ 2b 4440911

9 as6cdostazcate 201£2c8beeB1769609402c09¢902a923¢ d8636209d3ce20ddB3Ib55e 26 38TIdb

6] Tef2ad405d£124 i 38bE£040222d52930c66124b2¢308dac9229912656£62b4f acf ced408602380¢

4 13bcead62blcdd 28b3404361908£56198815c99af 1990cBaF 33655930058c28c21bb539c¢0000

04 7753deef03¢047 40378£b5561cd0668£906b731aciBf ee25738edf09cadcTa29c0abc017Tacabd

Figure 1. Graph of the results of the R-ate pairing simulation

Bl 1. R-ate XM EARBILERE

AR 1 AR BT AT A, B E DR TAE G R 549M + 1159A, MHELT NAF &
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A 184M + 304A. HILULIIASCIE H T IE 30 & T R-ate XTSI VEE AR - B4 T4 H
NAF S0t R-ate X1 777 O T RUERE K SEL 77V IE-A 1, A SCHE Vivado 20183 “F &, fiiH
verilog 1 & AT 4 35T S 77 AT 0T AR AE . 7EJKZ I8 HIM AT, RABTEBEEZMET, &
SCER SR O BRI A 1 R, BT RO XS ST N A 6.865 ms, ML FRALRTIE
SRS IR] 8.42 ms THRUERIETFZIN 18.46%.

4.3. ETF Montgomery B s SR 5 &R SEIY

RS 2 TR FIH) Montgomery I MIFFME, W LUK HAHE T ESGE SM9 Sk G B £ g
UK g 5. Kt th 26 b s B AR oA B SRR RATIE 5, b R iz Bt 2 b 24
AR E PR, dEmdE w1 th 4 b5 s 5 PL L sUnis B R . BARSOE 5 1% s it
BRI S B, sUnig B IR EE 6 Bk,

LS G BHfESEH

BMIN: P1=(X1, Y1, Z))

Hit: Py=(XG, Vs, Z3)

1) BAEAR L X0 Yy 439 #5309 Montgomery 230 XiR. YiR

2) Ti = (YiR)?

3) o =Ti-XiR

4 Th=4T

5) Is = (Th)?

6) T5=8T

7) T = XiR-XiR

8) I'=3T

9) X3 = (Th)?

10) X3=X—-T

I X3=X-1

12) 3=To—X;

13) Ys= Y5 T}

14) Ys=Ys— T, ¥ X3 Y342 E08E

15) Zs = Y\R*Z)

16) Zs =73+ Z3

SRS T AEAN R AR B 2 (RIS 00 BRI SR A K R A 1 PR ISASE e S04 43 J9 BE /N 1) Montgomery
B FELA a5, I8 I H AR B 7E AU LA S Montgomery 382 [8] 3R [ 548 DAy /b JROR B3k ) LA i 5, 3
M m A s s T RCR . WP b el 0, @5k 5 wT LU R 5 e M E s 7™M + 12A 3
DE55M+ 12A.

ik 6: GiRFRNicH

HN: Pr=(X1, Y1, Z1), Pa= (X2, Y2)

ith: Py = (X, Ys, Z3)

1) #ARKR 1L Z) e 4809 Montgomery 23X ZiR

2) T = (ZiR)?

3) Ih=T1-ZR
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4T =T X

5\T=To Vs

6) Ty =T - X,

NL=T-1

8) Z; = T\ ZiR

9) 5 T #4:4 Montgomery 2 AIRE A Ts

10) T3 = (T5)?

11) Tu=T5Ts

12) T5 = Ty X,

13) T =T5 + T5

14) ¥ T ¥4 Montgomery JEXURES To

15) X5 = (T»)?

16) Xs = Xs — T

17) ¥ X; #45: Montgomery JERIREZ X3

18) X3 =X — T

19) T5 = T5 — Xy

20)T5=T5 T

A Ty=Yi' Ty

2 Yi=T:— T

Hk 6 RARE 5 AHEEE, @ IR, AT DO AOs F T R R 1IM + 7A TSR
7.5M + TA. fEUCEEA b, G NAF BiEEN T Safeis 50 S 80 AT ok ny Dogk— 5 kb i e 72 o i
M mnig S, dhmse A ERE .

5. SEIEAR

ASCHR A HE e BB L Vivado 2018.3 7 Xilink FPGA _FFET verilog 15 5 56 &R & LB I 5 3
BN L AT, SR SCARHRE H B SVEAE BR AT 45 1F R R AT R-ate XUZR XS (1 1H 5 AT LUK — IR R-ate Xz 50 1]
H1 8.42 ms NI&Z 6.865 ms, BARMFIRTILIN 18.46%, %71 FINE W] LLAE Hoh B3 AT38 54610 B4,
AT LUKt R-ate 4F Miller {38570 HR AT sinia 5 B 26 R 25002 5 DA SRS B 362 AR B0 ER 16 TR B3 7 1K,
PETF R AT T 54T NAF S0 775 5

TESLEEAL b, 32 HARYE Montgomery AR P ek A BRI 5. Gy B SUs DA f s ig 5
A K FH NAF 75— Db sz H SN E &, DR E AR @i e Vivado “F & KM
I JE 2 S92 0 ) SE I A SCHR DA B AR SC R PR S v, S HIE ST T I R G0 58 4 BT .

Table 4. Operation time of each module (us)
4. BRBITEFTRETE(us)

TIRY AR G\ B S G B I & G BEERIZH
gt 42145 2.6625 4.0525 1156.535
it s 2.4775 2.0675 2.7175 731.058

e, ASCRIE (SMO FRRE SRS HOE ) M verilog i 5 KB SMO 284 5k, SR
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RRM, RAASAE IR M RIZH 7%, vTLG Gy BEAS SUS M SUNIg SR 2 R T+ 22.35%
PAK 32.94%, 46 NAF Lk sigRiz )G, nIRUK SM9 Hi 28 2 72 v (1 s sl is B AR 32 T4
36.79%. FEULEEA b 255 R SCHE tH 25 T 3 0 sk R-ate %P iH55 0772, AT RLK SR AT 26 4F T SM9 %

B FE I BRI 13.55% . B4 K s H RN s 5 fox, BF84e i B4
%ﬁul&l 2 iz

Table 5. Each operation time in SM9 digital signature (ms)
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Figure 2. SM9 digital signature simulation result

B 2. SM9 HiFHE A TERMERE

6. &t

R-ate XF TSRS SMO BT 12 8 f DA e 72 2 22 ) S B B N, ARG %)
R-ate X s SIS REHEAT 00T, $RH — R T8 8 & D R-ate SFHREESZE v, HA @i FigsiE D
%&W& R-ate X 1+ 5 H Miller #3843 LA K Ad ] Montgomery 4514 i S JZ A0 151 i 28 b 5 i 1SRN 4
a5 I JE A I R A FE S ot JE BE AT 0 AT, UEBAAR SCR F SEIJTVERT R-ate X ia B IR
AR %@ﬁ AN, AT B 0SB 7 VL AT LUK R-ate it LA K SMO B 25 44 533 SRR 43 ) 41
FHZ) 18.46%LA & 13.55%.

EHEWH

K H AR RHF 3 42(62472040);  H I RROBUER S H O BBURE 75 BR 81 (BQ2024017); - b nt i #ZRHit %
ZHI(No. KM202110015004); AL 5Tl im0 A 2 2022 £ LT H F R EI(MS2022093); JERI i E % 5
SRFERF ORI H ¥ Bh(KM202310015002).

SE3CH
[1] Shamir, A. (2000) Identity-Based Cryptosystems and Signature Schemes. In: Blakley, G.R. and Chaum, D., Eds., 4d-
vances in Cryptology, Springer, 47-53. https://doi.org/10.1007/3-540-39568-7_5

[2] Boneh, D., Lynn, B. and Shacham, H. (2001) Short Signatures from the Weil Pairing. In: Boyd, C., Ed., Advances in
Cryptology—ASIACRYPT 2001, Springer, 514-532. https://doi.org/10.1007/3-540-45682-1_30

DOI: 10.12677/csa.2025.154086 143 THEAUR 5 R


https://doi.org/10.12677/csa.2025.154086
https://doi.org/10.1007/3-540-39568-7_5
https://doi.org/10.1007/3-540-45682-1_30

(3]

(6]

(8]

(9]

[10]

[11]
[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]
[22]
[23]
[24]
[25]

Chen, X., Zhang, F. and Kim, K. (2006) New ID-Based Group Signature from Pairings. Journal of Electronics (China),
23, 892-900. https://doi.org/10.1007/s11767-005-0065-2

Zhang, F. and Kim, K. (2002) ID-Based Blind Signature and Ring Signature from Pairings. In: Zheng, Y.L., Ed., 4d-
vances in Cryptology—ASIACRYPT 2002, Springer, 533-547. https://doi.org/10.1007/3-540-36178-2_33

Lin, C.Y. and Wu, T.C. (2004) An Identity-Based Ring Signature Scheme from Bilinear Pairings. 18th International
Conference on Advanced Information Networking and Applications, Fukuoka, 29-31 March 2004, 182-185.
https://doi.org/10.1109/aina.2004.1283782

Boneh, D., Gentry, C., Lynn, B. and Shacham, H. (2003) Aggregate and Verifiably Encrypted Signatures from Bilinear
Maps. In: Biham, E., Ed., Advances in Cryptology—EUROCRYPT 2003, Springer, 416-432.
https://doi.org/10.1007/3-540-39200-9_26

Joux, A. (2000) A One Round Protocol for Tripartite Diffie-Hellman. In: Bosma, W., Ed., Algorithmic Number Theory,
Springer, 385-393. https://doi.org/10.1007/10722028 23

Chen, L., Cheng, Z. and Smart, N.P. (2007) Identity-Based Key Agreement Protocols from Pairings. International Jour-
nal of Information Security, 6, 213-241. https://doi.org/10.1007/s10207-006-0011-9

Lee, E., Lee, H. and Park, C. (2009) Efficient and Generalized Pairing Computation on Abelian Varieties. I[EEE Trans-
actions on Information Theory, 55, 1793-1803. https://doi.org/10.1109/tit.2009.2013048

Menezes, A., Vanstone, S. and Okamoto, T. (1991) Reducing Elliptic Curve Logarithms to Logarithms in a Finite Field.
Proceedings of the 23rd Annual ACM Symposium on Theory of Computing, New Orleans, 5-8 May 1991, 80-89.
https://doi.org/10.1145/103418.103434

Frey, G., Muller, M. and Ruck, H. (1999) The Tate Pairing and the Discrete Logarithm Applied to Elliptic Curve Cryp-
tosystems. [EEE Transactions on Information Theory, 45, 1717-1719. https://doi.org/10.1109/18.771254

Kim, T., Kim, S. and Cheon, J.H. (2013) On the Final Exponentiation in Tate Pairing Computations. /[EEE Transactions
on Information Theory, 59, 4033-4041. https://doi.org/10.1109/tit.2013.2240763

Scott, M., Benger, N., Charlemagne, M., Dominguez Perez, L.J. and Kachisa, E.J. (2009) On the Final Exponentiation
for Calculating Pairings on Ordinary Elliptic Curves. In: Shacham, H. and Waters, B., Eds., Pairing-Based Cryptog-
raphy—~Pairing 2009, Springer, 78-88. https://doi.org/10.1007/978-3-642-03298-1_6

Cheng, Z.H. and Nistazakis, M. (2005) Implementing Pairing-Based Cryptosystems. Proceedings of 3rd International
Workshop in Wireless Security Technologies (IWWST 2005), London, 4-5 April 2005.

Barreto, P.S.L.M., Kim, H.Y., Lynn, B. and Scott, M. (2002) Efficient Algorithms for Pairing-Based Cryptosystems. In:
Yung, M., Ed., Advances in Cryptology—CRYPTO 2002, Springer, 354-369. https://doi.org/10.1007/3-540-45708-9 23

Ezzouak, S., El Amrani, M. and Azizi, A. (2014) Optimizing the Computing of Pairing with Miller’s Algorithm. Inter-
national Journal of Security and Its Applications, 8, 171-182. https://doi.org/10.14257/ijsia.2014.8.4.16

Stange, K.E. (2007) The Tate Pairing via Elliptic Nets. In: Takagi, T., et al., Eds., Pairing-Based Cryptography—~Pairing
2007, Springer, 329-348. https://doi.org/10.1007/978-3-540-73489-5_19

Miller, V.S. (2004) The Weil Pairing, and Its Efficient Calculation. Journal of Cryptology, 17, 235-261.
https://doi.org/10.1007/s00145-004-0315-8

Zhao, C., Zhang, F. and Huang, J. (2008) Efficient Tate Pairing Computation Using Double-Base Chains. Science in
China Series F: Information Sciences, 51, 1096-1105. https://doi.org/10.1007/s11432-008-0070-9

ERAT AR BORZE 51 22, SMO ARIRE R EIE 26 1 #9r: S: GM/T 0044.1-2016 [S]. dbnt: hEbHE HiF
#t, 2016.

HHEHE, B, B2 SM9 H R-ate XM PROETHE[I]. THENLLFE, 2019, 45(6): 171-174.

{14 R-ate XUZE X S5 00 BIE I B 2SR B D: [t 224718 30]. R KRR, 2018.

B2, R, 208, &, —Fh SM9 HiE R-ate X (RS ST VE[T]. B4R, 2022, 9(5): 936-948.

ZSVT 0. SM9 BiL A 7T 5 FPGA SBL[D]: [l 124008 3], V4 P& TR, 2021.

Dong, X., Gao, M., Ma, X., Xiao, C. and Zhang, L. (2024) An Implementation of R-ate Pairing Based on FPGA. 2024
3rd International Conference on Big Data, Information and Computer Network (BDICN), Sanya, 12-14 January 2024,
167-173. https://doi.org/10.1109/bdicn62775.2024.00041

DOI: 10.12677/csa.2025.154086 144 HEHUR 5 R


https://doi.org/10.12677/csa.2025.154086
https://doi.org/10.1007/s11767-005-0065-2
https://doi.org/10.1007/3-540-36178-2_33
https://doi.org/10.1109/aina.2004.1283782
https://doi.org/10.1007/3-540-39200-9_26
https://doi.org/10.1007/10722028_23
https://doi.org/10.1007/s10207-006-0011-9
https://doi.org/10.1109/tit.2009.2013048
https://doi.org/10.1145/103418.103434
https://doi.org/10.1109/18.771254
https://doi.org/10.1109/tit.2013.2240763
https://doi.org/10.1007/978-3-642-03298-1_6
https://doi.org/10.1007/3-540-45708-9_23
https://doi.org/10.14257/ijsia.2014.8.4.16
https://doi.org/10.1007/978-3-540-73489-5_19
https://doi.org/10.1007/s00145-004-0315-8
https://doi.org/10.1007/s11432-008-0070-9
https://doi.org/10.1109/bdicn62775.2024.00041

	基于FPGA的SM9数字签名算法的快速实现
	摘  要
	关键词
	Fast Implementation of SM9 Digital Signature Algorithm Based on FPGA
	Abstract
	Keywords
	1. 引言
	2. 基础知识
	2.1. Miller算法
	2.2. R-ate对
	2.3. SM9数字签名算法

	3. 二次扩域的优化模逆算法
	4. SM9数字签名算法快速实现
	4.1. 扩域元素乘法设计
	4.2. 基于滑动窗口的R-ate对快速实现
	4.3. 基于Montgomery的点乘算法快速实现

	5. 实验结果
	6. 结论
	基金项目
	参考文献

