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Abstract
With the rapid advancement of Industry 4.0, the cloud-edge-terminal (CET) collaborative paradigm
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significantly enhances computational resource utilization through cloud-edge-terminal integration,
yet its privacy authentication mechanisms face dual challenges of centralized dependencies and re-
source constraints. This paper proposes a lightweight decentralized privacy-preserving authenti-
cation scheme for industrial CET environments, aiming to achieve low-overhead and high-security
authentication. By establishing decentralized trust connections via a blockchain cross-chain archi-
tecture, the scheme eliminates reliance on traditional trusted authorities (TAs) while optimizing
computational costs through limited bilinear pairing operations and modular exponentiation opti-
mizations. Experimental results demonstrate that the privacy authentication achieves millisecond-
level computational latency and maintains communication costs within a low-byte range, fulfilling
the lightweight requirements of industrial scenarios. The scheme further satisfies critical security
properties including anonymity, unforgeability, and traceability, providing an efficient and reliable
privacy authentication solution for large-scale industrial device deployment scenarios.
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Figure 1. CET system architecture
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Figure 2. System model
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FHERE BLS 44, B EN IRAFR R R R NE 1 FIRNE.

Table 2. Theoretical calculation cost table
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Table 3. Benchmarking results of group operations theory for elliptic curve cryptography
3. EMEHARXHEERILEENLER

BN254 BN381 1 BLS12 381 BN462
Android PC Android PC Android PC Android PC
T;; (ms) 0.4874 0.0764 1.2568 0.197 1.186 0.186 5.461 0.856
T, (ms) 1.341 0.183 3.533 0.482 3.408 0.465 12.395 1.691
T, (ms) 4.9057 0.361 12.922m 0.949 9.205 0.676 35.3224 2.594

B oW

R, fH&ss. D12 5ACRE TS

SE

(1]
(2]

(3]

(4]

(3]

(6]
(7]

(8]

(9]

[10]

(1]

[12]

[13]
[14]

[15]

Zhou, X.K., Xu, X.S., Liang, W, ef al. (2021) Intelligent Small Object Detection Based on Digital Twinning for Smart
Manufacturing in Industrial CPS. IEEE Transactions on Industrial Informatics, 18, 1377-1386.

Tan, T., Zhao, M. and Zeng, Z. (2022) Joint Offloading and Resource Allocation Based on UAV-Assisted Mobile Edge
Computing. ACM Transactions on Sensor Networks, 18, 1-21. https://doi.org/10.1145/3476512

Tian, J. and Ni, R. (2024) An Identity Authentication and Key Agreement Protocol for the Internet of Vehicles Based on
Trusted Cloud-Edge-Terminal Architecture. Vehicular Communications, 49, Article ID: 100825.
https://doi.org/10.1016/j.vehcom.2024.100825

Cui, J., Wei, L., Zhang, J., Xu, Y. and Zhong, H. (2019) An Efficient Message-Authentication Scheme Based on Edge
Computing for Vehicular Ad Hoc Networks. /EEE Transactions on Intelligent Transportation Systems, 20, 1621-1632.
https://doi.org/10.1109/tits.2018.2827460

Tian, J., Wang, Y. and Shen, Y. (2024) An Identity-Based Authentication Scheme with Full Anonymity and Unlinkability
for Mobile Edge Computing. /[EEE Internet of Things Journal, 11,23561-23576.
https://doi.org/10.1109/ji0t.2024.3385095

fERTATHE. BT X HUBE % g fe B WIS 2 UGIE[)]. #0500, 2024, 23(12): 174-180.

Wang, J., Wu, L., Choo, K.R. and He, D. (2020) Blockchain-Based Anonymous Authentication with Key Management
for Smart Grid Edge Computing Infrastructure. IEEE Transactions on Industrial Informatics, 16, 1984-1992.
https://doi.org/10.1109/11i.2019.2936278

Mohammed, B.A., Al-Shareeda, M.A., Manickam, S., Al-Mekhlafi, Z.G., Alayba, A.M. and Sallam, A.A. (2023) Anaa-
fog: A Novel Anonymous Authentication Scheme for 5g-Enabled Vehicular Fog Computing. Mathematics, 11, Article
No. 1446. https://doi.org/10.3390/math11061446

Mundhe, P., Yadav, V.K., Singh, A., Verma, S. and Venkatesan, S. (2020) Ring Signature-Based Conditional Privacy-
Preserving Authentication in VANETS. Wireless Personal Communications, 114, 853-881.
https://doi.org/10.1007/s11277-020-07396-x

Wang, Y., Wang, X., Dai, H., Zhang, X. and Imran, M. (2023) A Data Reporting Protocol with Revocable Anonymous
Authentication for Edge-Assisted Intelligent Transport Systems. [EEE Transactions on Industrial Informatics, 19, 7835-
7847. https://doi.org/10.1109/tii.2022.3226244

Huang, W., Du, H., Feng, J., Han, G. and Zhang, W. (2023) A Dynamic Anonymous Authentication Scheme with Trusted
Fog Computing in V2G Networks. Journal of Information Security and Applications, 79, Article ID: 103648.
https://doi.org/10.1016/j.jisa.2023.103648

Wu, F., Li, X., Luo, X. and Gu, K. (2022) A Novel Authentication Scheme for Edge Computing-Enabled Internet of
Vehicles Providing Anonymity and Identity Tracing with Drone-Assistance. Journal of Systems Architecture, 132, Arti-
cle ID: 102737. https://doi.org/10.1016/j.sysarc.2022.102737

Tanveer, M., Kumar, N., et al. (2023) SAAF-IoD: Secure and Anonymous Authentication Framework for the Internet of
Drones. IEEE Transactions on Vehicular Technology, 73, 232-244.

(2023) Hyperledger Fabric.
https://www.hyperledger.org/blog/2023/02/16/benchmarking-hyperledger-fabric-2-5-performance

Jyothilakshmi, K.B., Robins, V. and Mahesh, A.S. (2022) A Comparative Analysis between Hyperledger Fabric and

Ethereum in Medical Sector: A Systematic Review. In: Karrupusamy, P., Balas, V.E. and Shi, Y., Eds., Sustainable
Communication Networks and Application, Springer, 67-86. https://doi.org/10.1007/978-981-16-6605-6_5

DOI: 10.12677/csa.2025.154087 151 HEHUR 5 R


https://doi.org/10.12677/csa.2025.154087
https://doi.org/10.1145/3476512
https://doi.org/10.1016/j.vehcom.2024.100825
https://doi.org/10.1109/tits.2018.2827460
https://doi.org/10.1109/jiot.2024.3385095
https://doi.org/10.1109/tii.2019.2936278
https://doi.org/10.3390/math11061446
https://doi.org/10.1007/s11277-020-07396-x
https://doi.org/10.1109/tii.2022.3226244
https://doi.org/10.1016/j.jisa.2023.103648
https://doi.org/10.1016/j.sysarc.2022.102737
https://www.hyperledger.org/blog/2023/02/16/benchmarking-hyperledger-fabric-2-5-performance
https://doi.org/10.1007/978-981-16-6605-6_5

	云边端协同范式下的轻量级去中心化隐私认证方案
	摘  要
	关键词
	Lightweight Decentralized Privacy-Preserving Authentication Scheme for Cloud-Edge-Terminal Collaborative Paradigm
	Abstract
	Keywords
	1. 引言
	2. 相关工作
	3. 方案构建
	3.1. 方案系统模型
	3.2. 方案形式化定义
	3.3. 安全及隐私需求

	4. 性能分析
	致  谢
	参考文献

