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Abstract

With the widespread application of blockchain technology, the security issues of smart contracts
have become increasingly prominent, especially the detection of vulnerabilities in cross-chain trans-
actions, which has become a major challenge in current research. This paper proposes a bytecode-
level vulnerability rule extraction tool named RobinDetect, which aims to analyze problematic
transactions after they are on-chain and rapidly extract their vulnerability rules to achieve efficient
identification of cross-chain bridge vulnerabilities. RobinDetect works through the collaborative
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efforts of several components, including a transaction collector, transaction grouper, call flow ex-
tractor, data flow extractor, and rule extractor. These components work together to extract key in-
struction sequences from transaction data and generate vulnerability detection rules with depend-
encies. Experiments have shown that this tool demonstrates higher detection accuracy than Aegis
and can effectively extract vulnerability rules provided by Xscope, successfully applying to the de-
tection of cross-chain bridge vulnerabilities.
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1. 5|8

Ak, XYEERORIIR R A HAE SR (N RE . BRI EE 2 AN 72 B B8 1 IR Sk
h[11[2], B ERHE T, SR, XPEER AR PROE ik 1 2 2 ek, HhEesdan«
PR IR . AR EAE AR BNz —, HAE— BAE 2 XY B, #3337 H
AR . X PR AR SR T IR PRI RIS, (E AR RE S A IR TH — BRI A, ATRE S A
AT [ 53 7= 451 SR A R G AR

Bl & B EEROR (3] [4]0%0E, XEEER) B RS 2 T BB, S VAN [A) DX B 9 28 2 1] 1 % 7 A
B . BREME NS FEROR AL O SEEL, B 2 AN X HEE N 45, AR R 3 T X B A 2 i B
WRHIE. 28T, PEREMI Mgl N T2 e XK. B TR 2 A X 2% 1 2 B, H%z
AR T AN e GRS &, RO T P55 5 AR BT, — BESHEM I
WA, FRES SECR PSS ™ & 5 R [5] [6].

AT, B REA AR IRA I TR 3 B AR BN S A IR TR I b, T B8 A 2 TR IR PR I 8 7 A
WSS o DA R T R TR OR 2 OB T T SRR B S 20, 3 AN B2 % 2 AR IR B BE MR UG T o 451
U1, SCG-Detector [7]4&H T — kT By & 14 8 it & L0l kil 77v2:,  Beg A RO & ge & 2+
AR, AB T % A 20 IR TR RS AT A AE R BR M . IkAh, Contractsentry [81/E N—FhER &S0 T H, SR
RS AT R fe & 20 IR, (BAERSHENT S 5t N I IE A BR « SmartAxe [9 BT 4HR B S 46
B 2 2] I T RAR S A 43 R IR 2, (I 5 SR ASERE 1 T Rl o R DO PR 82 7= A — 5 RIS

AR T —M 444 RobinDetect ()77 15 A2 s i FUM B U T, S AE@ 0t B85 I in) 52 5 itk 47
3T, DS ORI, ST B A IR IR 1R =5 R0l » RobinDetect MAZ 5 i Hh $E UG H#E 48 2 17 471,
I BB OO R B Z BN, i > & N T A B AT Ak I SR R T AR ) . S 4 AR B,
RobinDetect ZERMIKEFE_EA T I K563 T B Aegis [10], FHFHEUEH RIREUH Xscope [11]HE 4L 15 HEHF
IeTEFON s BEAT U e PR s ISR it 1 — Pk i o 7 %6

A F EE TR LA

1) $&H 7 —METAE 5 K s B € SRR, IF%1F 7 RobinDetect .5

2) B 5 T H Aegis HIXTEHE, Z&E T RobinDetect H2 B I 1tk HE 2k ;

3) 3T Xscope FRALIFEFEMIRIAS S M4, E#] T RobinDetect /5 &M 47 1%
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2. BRI
TEATT PY 20, JRAVHE X b 19 BRI EAT A A, LM T8 B IR 50 T AR AT SR IR ERA
2.1. IKIFS UKL RPC

LURYS & — £ DU A FEIXCEREEF &, B4 BRI A1 5 i P 8 G4 o IR 85T fUS 4T 7 I A
AT 5 I 2 5 X AF2 0 . 1 Tl i ok B2 2% A B T 2 il RS 47 X R BB . B s X BRI A IX
BREERIY TIRAFRINANZ 5 B o B TR A2, LRI SRR e S A MEMAAT. BRea228
PATHIRERY, EANME AR X HUEE b, REs LR 2 TR T IN B Sh BT AHOGIRME . DURYIIAZ BRI R
TR 368 T HE A PR A (RPCO)E M . LUKYS RPC #2417 — MR BEAE P, VAN
FEF 5 BUR D X BT AZ 1., ERGIsAT H QT R il RPC, TFARHE I LURIRA 5« EHIK ™ R
AR AL, PURIAT FAl X BB A .

2.2.EVM 5 EVM ¥4

PARYI REFUML EVM & —Fhalifidk . TEHF A2 A0, & SChr— R YK R 58 & 1 HEID i 2 4R . ix i
FRAMUAFERE AR HE AR EMEGIRIER), S T XREERESHIES, &L ARENLRL S
IS BRI . EVM I8 I SN SR L B8 & L MBUT, BIIR & L6 22 At 21 b IR p7 IR 7E 14E
YaflR 55 Bt SARAEN— MU E BRI, SRKTR A MPUT R OCER. B RS LT 2 5
X B EPIRAS, XEREELMETMIEMEEA . EVM EPUTIE R P 4% —MHLERIRE, S TH
Sk FEFFEES . WIERES . WIETNE ST BRI N % . EVM 352 2 7 Wi T aoe, =&
TR e A 2015 = (0 Solidity) g i 5 45 R, BERSE EVM HH i B AN AT - A SCHR 1) 5 VK Bl 4% EVM
a2 EIT.

23. BESEER

P EROR G IX B U — TR, B S VAR DX R BE N 2% 2 TR SE L AR PEATIEAE o 5 BEMRAT:
NI ML, A —FHRFER N IR, B B AR 2 DX B2 M AT . RAF IRl
WRAETRGE LBUERT, IRIGHHREE F AR RSO T, SE Bt IO BS SRR RS . IS BEMT i 1
e EH A G LOMBE T A AR SRR B AR A At SRM AL H, $ATHAMRBUE MEBERIE, JRR
GOy bR, BT PRSI SS A, IR HAREE R Bt SRS L, DOSRISEER S .
FEMFRSEBLREE T B e A R XU (8] (3 sh, (HE T e R KRB, H2ettioyEE,
24. EgESURERA

BE B QIR T I T IR AR ORI . IR B TR BV R AL, X R I AT e BN A
SHESPURB AL TR . ER B AR T, EANLGE . B R, 2
BRI FIAS 22 4 B AR T e B o DL LA . i, B N0 o VR0l 2 e 8 UE i FH 5 240 R BOR R
BB, 1T A A L TR AT e o SRS UM R B R TR, B ESRE R SR I, 5 EE
WRAE N REG 000 — MR BEANATRLES o 5 BEAFIE L I AR (9 X BRBE R 2%, SEBIL T 987 A K
MIEERAEYE. SR, BSBEMFII R LTI TR 22X . Xscope [1110F TS 1 BSHENFAE BLTHATSE I
AR AT BEAFAE M AR, XL AT RERORI R R R By, S BUH 7 51 R 45 v B

2.5. XS EH
TG AL RARAE X P AT G b R B — RN SHVERDIREG A4 . B —2E58 5 AE LR YT M 4% 4R
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R ANMISL AR, AT RE RS R e 20 R E T LA e U S o X T X B ) e U
BB T, JATROIFE BT ORI R 6 RN 5 . XELZ G E—AF A, BIXF R
B AT, B method BB BRI R B AR, W1k 1 .

@  Transaction Hash Block Age From To

@  0xc496475c8d. 8115361 2053 days ago 0x5d9C806a...7A3A314bC IN 0x16D8a95b...9A3b1cBFd

N 0x16D8a95b...9A3b1cBFd

®  0xbdc4464fdéf. Muhi Transfer 8115360 2053 days ago () daaab.eth

N 0x16D8a95b...9A3b1cBFd

® 0xea29d630e8 Transfer 8115346 2053 days ago > daaab.eth

Figure 1. Name of the function called by the transaction event

E 1. x5 EHARREKRR

2.6. Tt

BUA 1R RE S 20 IR IR RO TR AT VA 1 2R A T3 — S A IR IR, SRR RS & L3 A 77 i
FEAEWT SR PR . X — SRR AD R R IR R B BE AR A RE S 20 SRS L MR, R 4 A ARl T R A
HEAE UL RO B AE ) 22 42 F8 8.  Contractsentry [8|1E Ny —FiaS b TH, VS REW A IR B8 & 4 1)
Wi, AEAEFSHEMr I o5 b S T 2 B0 25 IR . B BEAT AT e AN 7] X R 0 246 1) G SR BE Atk i, L
Sk IS BE IR RN AZ EL LR AEAS DA IR DN 7 2 FE AR T N 0T, RGRARTE A 5 it e e 1 o
SmartAxe [9]H1 Xscope [ 1118 IR E L Ak 1 22 A RBORSRAG I 5 SEATR R0 IRs ,  (ELLE X AN i HE I PR B
Wil T BRI R BAF A MG T 0, BATEVIRFE A TR, AW IR B 7N e 1]
FRAZE 5 I BEAT DR 7 T ANSR B, I 22 T I S s KLU AGH I S AL PR 57 3 58 AT o

3. HERRI

i E KIRPC:
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Figure 2. Overall framework of Robindetect
[ 2. Robindetect BY 2 ARHEZE

3.1. ZHERE
5 G WA #E RobinDetect (ALIFZ —, HAZ LI RELE PERE LA 5 (5 B . A R =F R
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IR RET W BT SN IR UL L EET XIS I S ise, LUl AN F
s REERE TR SR Wil 2 s, IS TR E R D RE i AR R R A (RPO)YEE D, SE SR
£ B RS 0 AN X H B Hh SR IAE 5 AT I8 R TR o i, A T fR RobinDetect 55 J5 2253 # T
BB SR 7 2 (8 s, ATk 1) RPC #2145 A debug_traceTransaction LfjfE . debug_traceTransaction
e BT LUK I X HUBE (1) — B0 R I, e 845 F P RR S A8 R AR N 23 MRS 38 28 5 AT 4019 . % Dhifie
I AU 5y A LUK Y EHLEVM) AT ISR, 42488 T — RAITER ARG S, G EEL AT
TEL gas VHFE. PATIRE DL A 7R 45 12 S 0B A i, 1X 265 B X T RobinDetect & 252 4 I A #1 JU) AE B
FEREHE,

3.2. X554

% 55 4% 72 RobinDetect ff— /N, &1 18 T X% & 2 bk B A% X B S =S 5
B AT A S e % T B 5r R REa0F Frs:

A) 355y WAAKIEAE 5y 107 iEAR R FF (methodId) X 48 5y )5 FUEAT W10 r 4l . BhidfE v, A A
methodld fIAZ G4V A —4, 1 AREEIES: H B H. methodId #H A 52 5 Mk B 43 A — 41, FRA14E LI R
R, ISR R 25 A AT LT B0 IR, — i & L BB R B SN ek B ik, o — e & T
G Z BT A A R BT A . R FRATE 7 R S A R methodld U425 0 v —4. T
Xt - S AR [ /) methodId FIAE 5 M| 2= B 43 R — 4 .

B) X T H A AR X B 5 (blockNumber) {H AN ] A2 # itk (from) A2 55, 22 5y 4y s 2K B A 1R &
JAEFEIH . X T E—HZ 5, BE ST ERE X B TR, XS HEA R, AT
AR IEF LA G o0 AE— ., [FIR IO 202 %1 Ae T RATS IR RO R, X
AT DL G o] [F) 2R Y 52 5 7E I SR b 38 A 3 ) TU AR AR

C) ALK B, 25 o tHERE 2 FAT A [R] R 1% 2 bk (from) (H A [ 461 A\ £ 48 (input) 22 7 15
RN PR R R N4 SR A — AN R B R, T AT TR A 7] 32 255 b ik HAS [R) i N Z5 8 1)
LGVAN—H, =N T RATGeRRFIRB L G E—H. M8, OB ZEFEENG L &KM4 A, REHa—L
FERRIE 038 B TUAR 73 4L

D) TR A G S RS, AL SHEERIZAZ T 4 . BT IRl %5 Z),
I 3 kA LA EAT Gy AT I Ak IS AR F A D, DRI AT TR S B R AT 1 PR, 38 S S M R
RITCAR I3 T

3.3. WRRRINER

VA PR S ELR T A 2 T AT BRI G R, e — MO 7 L . BB & 2U7E EVM 1)
W, REHE A KZ & 38 “depth” SEURAARMN, (HRMATEL S HHTES “depth” =
B RAARAIIE DL, DRI BATE S R B P T AT Ab 3

A) depth KA DL

AR A depth KTRTEIEA N depth B, FATNAHAFEMRIOCR, BIUFTHE 008 T 77 & 4
4. METHRA ) depth /NTRTE TR A 1) depth B, FRATHUCH I 571 B 18 S IRKBAFERBIC R, RIS
T 2 H IS5 T 11 B HE A OB AR

B) depth A & AEAZAL I 1

4 HT84 A JUMPDEST, MIE kA7 &4 N JUMP B JUMPI K54 . &RTEIES N JUMP, H
stack % 5 —fifi A JUMPDEST ] PC, WISRIBGERAENKIGC R A AT EIRE SN JUMPL, stack {515k
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AN 1 H. stack 5 — 73817 JUMPDEST [f] PC, NISeBAESRAE AIKIISE &R .

WA S FE depth RAEZFMHMMATER S, #lw, “CALL” , “CALLCODE” ,
“DELEGATECALL” , “STATICCALL” , “CREATE” , “CREATE2” , 43 stack /5 —frff%L

KT 0 B RAT/RRA, NZATHE S5 HRPGERAF R A2 LKA, MR AT < 5T
MR RO, B AR 4 BRI A R TR — AR IR

X AR T RO, AT ATt g B8 ) T AR RS LR AROR A, A A AR SRR A A A
WHONSEE . AT BRI, HETRS MATE ISR step ZHOHTIX M, 7 HATH2 1) step
An, WETESRSH step WA N — 1. FHLBIZADLS, HAFLHEN nl M n2, BATSKHELSEEZR
G WP AT G, B TR BRI nl + n2.

3.4. BURRIRINAR

O T A S A SR R A O R, X R R @ T R AR BRI CKIREUE 4 515 4
Z A B - 3 . TR, BRI WURTE A tH R AT TS AR, JREEmTe S E N E MRS, Bt
TR AR BAFTETS M. 15 ARG £ BB YR stack. N7 memory AI{74i# storage ) EVM AbEE, I
i, FEEAE stack Al memory WG s BEE FLAE S 5 N E RIMTIGRR, TIAEE(E storage TG s <> B
FEAFf S, IR T 22 2858 B & 75 RBBK & 0 T IR 6 B8 RU7E T X storage W5 AL TIT#E EVM H1,
sload il sstore ¥§4 FH KALEEAE storage " AL B HUAN S N, 15 R AL 7R K454 sload 1 sstore 5 2 7F evm
AT ISR, MR storage 52 HX ) HHE K F W AN [F] 52 5 (148 4 R BSAFE MBI &R o [FIFERY, X T stack
Al memory AHICHI#RAE BT 2 IATH S FEATHAMEHE, R & IRAT T S PR U — A& T HdE i ik
S T

3.5. HNJIRENES

TR $ A 3 4 TR AE Sy B4R A S AR RIEATIRAL, AR R FFREUH B IR AL 5 FAR IR
BAERS, MIMAEREA R RNIES T 5T A8 5k, MRS SG LIS EEEN
—ANH, FRERN IR IR KR A P AR R IR 2 FE . 28R, JFAERTA 148 & ¥ 75 it
HCHAR S, AU BREE 2% M S 2 R R U 2R o L T AT IR T 5 4, “ CALL ”.“CALLER 7,
“CALLDATACOPY” . “CALLDATALOAD” . “DELEGATECALL” . “CREATE” . “SLOAD” .
“SSTORE” . “MSTORE” . “MLOAD” . “GASLIMIT” . “GAS” . “JUMPI” . “SELFDESTRUCT” .
“ADD” . “MUL” . “SUB” . “ISZERO” . “TIMESTAMP” . “JUMPDEST” , ‘EA1a]LLKE >N
R TE S . SABIRANBAES . R EIES . GAS MIKIE4 . BHIE S MBETE X1k, FE
W, FAHARTE A depth AR T 284k, FRATTHE 2K FLIG T b 78 2 G B4R 2 I FII R B,

TERCH G 2 HHERAME A step SRAARAF TGS, N TIRBURKIE ST A, FoAT2 o FE HL ) 4t
MR G KT B = TR A E N TN B RENERZ, FREERTE M Sk e 4 S A E N S
SIERIPIN s . IRGEMRAN R, HATRL LS “CALL” 1 “DELEGATECALL” EAVIANTES . 2
JE FAT M 7 S SR O 2 BIVIANAR S MR K IR 2751, RIS 2 3R BN N $i 2 31 5 2556
IS RKIES T wmEHEWE T E I ERRKIIESTIIE, ZEL TR R RILIKEZ S
FMBE.

T PR A AR KR AP H1, FA T R AR T R B, A DFS(ER FEAR S BE HEAT Ak
o Z LA SUZE T AT DASRSE A A Y R TR K B A, [ A 3 T 12 124k (Memoization) 4
ARKFATRAL, B AR MR g R E G T, ORI TR KBS 1R I HE UE A
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HIF AT ST XT 2 (52 AT B R IEH K ITR S P I F AR S LA AT . AT
GRANE AR, BATIRELHAT T, IR REESLI R IR 2 [ GasCost B AE BTN B LIINEAT
B0, Hrf GasCost 2 FRHATIEAE L HRIEFTH M GAS B . BMifERKIa 4 Maa B, AT T4
Xt GasCost JHAERITHSE, S BRI R TH AR R R KR P41, I AT LR 9 A e IS ) it
BAEL AN FE Cost, AT LLRIRA:

Cost; = Z(I)V GasCost, )

FEIXHL, BATRASHEMRINFE, AR SRt T S s RBCE 2. LUR A 3 9, Hrhdg
4 J7 % Instruction Sequence /=82 step (IS, 1M step T UATTE S ERENTE L PRI E .
Transcation, [FIFE 4G HEl2 0 F| 420, Transcation, 144 JEHI7E Transcation, fI%ERT A 421 3| 875,
1M Transcation, €% | Transcation, fl Transcation, HJTH#E4 . Transcation, Al Transcation, ] Cost
Z Az KT Transcation, » X2 K AHXS THE AR AS &) S RAE TR 2 PP 41, TATIE T 225 B 3 A H
oy Z IR B ITR 2 P81 . 288, BATRERITE2 5 51 I AR L0 R 2L L A2 R BUITIER £ 1 51
Him, XFEAREREFZALZ S EEATA.

Transcationl : 0x05f71e1b2cb4f03e547739db15d080fd30c989eda04d37ce6264c5686e0722c9

Instruction Range : (0, 420)

Instruction Sequence :

[12,109, 112,114, 186, 188, 190, 199, 201, 203, 215, 225]
12(CALLDATALOAD)~~>109(JUMPI)==>112(ISZERO)~~>114(JUMPI)==>186(SLOAD)~~>188(ISZERO)~~>190(JUMPI)==>199(SLOAD)
~~>201(ISZERO)~~>203(JUMPI)==>215(TIMESTAMP)~~>225(SSTORE)

Cost : 20428

Transcation2 : 0x47f7cff7a5e671884629c93b368cb18f58a993f4b19c2a53a8662e3f1482f690

Instruction Range : (421, 875)

Instruction Sequence :

[433, 525, 528, 530, 539, 875]
636(SLOAD)~~>650(SSTORE)~~>707(SLOAD)~~>714(JUMPI)==>718(MSTORE)-->863(JUMP)==>875(SELFDESTRUCT)
Cost : 25421

Transcation3 : 0x05f71e1b2cb4f03e547739db15d080fd30c989eda04d37ce6264c5686€0722¢9 +
0x47f7cff7a5e671884629c93b368cb18f58a993f4b19c2a53a8662e3f1482f690

nstruction Range : (0, 875)

Instruction Sequence :

[12,109, 112, 114, 120, 128, 153, 354, 355, 357, 379, 386, 593, 597, 598, 600, 636, 650, 707, 714, 718, 863, 875]

12(CALLDATALOAD)~~>109(JUMPI)==>112(ISZERO)~~>114(JUMPI)==>120(CALLDATALOAD)~~>128(CALLDATALOAD)~~>153(MSTORE)

~~>354(ISZERQ)~~>355(ISZERO)~~>357(JUMPI)==>379(MSTORE)~~>386(SSTORE)~~>593(SLOAD)~~>597(ISZERO)~~>598(ISZERO)
~~>600(JUMPI)==>636(SLOAD)~~>650(SSTORE)~~>707(SLOAD)~~>714(JUMPI)==>718(MSTORE)-->863(JUMP)==>875(SELFDESTRUCT)

Cost : 30637

Figure 3. Rule extraction for combination transcation

E 3. AAXFZHIHNEREL

3.6. N RHTES

KAl 2552 TSI H A5 28 48 A S PR MAAETR E IR ZE S, X BERANSHE T Aegis Wit
%, FHFRRE UGS S (DSL)ZEAT MR I IRAT IR . & 4 Fros, AT DSL 3 250 A4 T M SOk
IR RAS DU R U] 15 8 (Model) & DSL T2 8544, A7 2 /M (Pattern) F173 B (Comment) . 153X (Pattern),
HiR — A BAR R, 8 HiiR (Description) 1 4& 14 (Condition) » 1] 441 (Condition) & X T 22 F &4 1 7 1)
Wk, B FARBHE . Ko 25, HR(Comment) ) i T-7E DSL AR fsinyER: . $h4T(Execution) &
—ANRRRAM, WTH T RARPATE TR BEEIRERD . . NE ZHEE%E), HTHERAMIEE.
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58 (Model): patterns*=Pattern | Comment;

t##x(Pattern): 'Description' ':' description=STRING
'Condition" ":' condition=Condition;

8 (Comment): /\/\/.*$/;

#f¥(Condition): ArithmeticOperation | ComparativeOperation | Relation;
HHIEHE (ArithmeticOperation): add | subtract | multiply | ...

tb35EE (ComparativeOperation): Equal | NotEqual | LessThan | ...
fikiix 7 (Relation): ControlDependency | DataDependency | Follows;

117 (Execution): (‘opcode' | 'depth' | 'pc' | 'address' | Stack | Memory | Transaction | 'executeResult');

Figure 4. Text structure 1 based on DSL rules

& 4. £T DSL #IN§3z AR LEH 1

miE(add): (' (x=ArithmeticExpression | x=Source | x=Destination | x=Execution | x=INT) '+' (y=ArithmeticExpression
y=Source | y=Destination | y=Execution | y=INT) ')';

F%F(NotEqual): '(" (x=ArithmeticExpression | x=Execution | x=Source | x=Destination | x=INT | x=STRING) '!='
(y=ArithmeticExpression | y=Execution | y=Source | y=Destination | y=INT | y=STRING) ')';

BBk (DataDependency): (' source=Condition '~~>' destination=Condition ('where' condition=Condition)?')’;

i&(Source): 'src' '.' property=Execution;
BH#Y(Destination):  'dst''.' property=Execution;

H#RE (ArithmeticExpression): add | subtract | multiply;

ZH(Transaction):  'transaction''.' (‘hash'| 'value' | 'from' | 'to');

Figure 5. Text structure 2 based on DSL rules
B 5. 2T DSL MM BSCALER 2

PS5 spimiE i, Horb x My 203 RES 5N SERm AN S8, x My /] R EERIE
PR HE AT EE — N EEEL YR R 5200 B P B (step), THHAT REE T HE XHSH, 1
i, H src.depth U AT AR YRR A AL AR L . EANSE T RO B, EXMAISE x RS2 | T —4
FRPE R LEAL EER RO I 5L, YR F & E AR R AT 5 BT IE R, [FINT LU where,
TROE 7 B R AR F . 5 e LT NEARRNE, BIFZH A BUE. RKIE. B

BT LR BN, Robindetect £E X i HEAT A IS, 2> DL SE IR S H 1454 2 18] IR % &2
FESREUAT & IUE TR 2 R R, I MR S5 AR AT HE— 2B AT, FER AT & 26 AF RO 4R XA N SR AU,
P LCAET A e M IR &, EE LRSS, BRSBTS, &4

DOI: 10.12677/csa.2025.154073 16 THEAURF 5 R


https://doi.org/10.12677/csa.2025.154073

5K 1L

RS P o

TEERMZ, TR IR R BATE L =2, HARKRE) BRI R ()L R
TRIRFR(—>) o VPR AR 50 I8 R 60 7 ) 0 S 0 D R 5 I P A A O, T PR o 4 ) 2 46—
FIRATE T — KB A ZEHAT, WAL 2 M AEER B SRR o BRI A o 2 5o s VI A
FUM ) —FhAh 78, 2 —Fh g aE, & 2T SN RINE K0T %K 3 1) “718 (MSTORE)
-=> 863 JUMP)” , PINMELIAIZERBE R &R, BUONIRATA BAERBIR S AN, REfE s — K481 4F
S E 4 W B AT 4 Bh 4, il SELFDESTRUCT . SUICIDE.

4. SKIEIT
4.1. BAELRR AL 912 BUSCLe

AFE 5EA T B Aegis FIXTEL, B6iE 7 RobinDetect 7 T &I RS M F0 ) H& B 7 T B4 A At 1tk Fn
R FRATIEEL T Aegis FEHLA Parity Wallet Hack 2 J A IR A Atk LX) 5o Hodr Aegis $24E 1 Parity
Wallet Hack 2 FRIRFEIFL N 40 R & 6 Biw:

Parity Wallet Hack 2

Aegis R{HAVFINY

(opcode = CALLDATACOPY ) ~~> (opcode = SSTORE ) ~~> ( opcode = JUMPI ) ( src.transaction.hash != dst.transaction.hash)
--> ((opcode = CALLDATALOAD ) ~~> ( opcode = SELFDESTRUCT ))

MK HIMAY el
(opcode = CALLDATACOPY ) ~~> (opcode = SSTORE ) 3¢ ( opcode = JUMPI ) (src.transaction.hash |= dst.transaction.hash )
--> ((opcode = CALLDATALOAD ) ~~> ( opcode = SELFDESTRUCT))

Figure 6. Vulnerability detection rules provided by Aegis and their problems
6. Acgis F AR A2 H =] 75

Aegis [N %5k CALLDATACOPY . SSTORE il JUMPI 43 %l LA il % &, H. JUMPI 54
B KA AR FPHT A % hash, B JUMPL 2858 5 R )46 4, IR TH 2 HIL4E 4 CALLDATALOAD
FI SELFDESTRUCT tH# B A HHM K R . XHE A UIZH[E 3 | Transcation, , 2 Aegis #4117 52
Gy #H o SRTAE SEBRMR T, FRATRIN Aegis FFAREIERA IR Parity Wallet Hack 2, [KJ97F Transcation,
HHIFEAAEERE £ CALLDATACOPY £ SSTORE MMM R, Uil #5421 SSTORE #| JUMPI
AR IRIRIC R, X FEUE Aegis I ABEIERH A Transcation, HAGH 2 .

Parity Wallet Hack 2

AN

(opcode = CALLDATALOAD ) ~~> ( opcode = JUMPI ) ==> ( opcode = ISZERO ) ~~> ( opcode = JUMPI ) ==> ( opcode = CALLDATALOAD )
~~> (opcode = CALLDATALOAD ) ~~> ( opcode = MSTORE ) ~~> ( opcode = ISZERO ) ~~> ( opcode = ISZERO ) ~~> ( opcode = JUMPI )

==>( opcode = MSTORE ) ~~> (opcode = SSTORE ) ~~> (opcode = SLOAD ) ~~> ( opcode = ISZERO ) ~~> ( opcode = ISZERO )
~~>(opcode = JUMPI ) ==> (opcode = SLOAD ) ~~> (opcode = SSTORE ) ~~> (opcode = SLOAD ) ~~> ( opcode = JUMPI )
~~>(opcode = MSTORE ) --> (opcode = JUMP ) ==> (opcode = SELFDESTRUCT)

RILERIINY
(opcode = CALLDATALOAD ) ~~> ( opcode = JUMPI ) ==> ( opcode = MSTORE ) ~~> (opcode = SSTORE )
~~> (opcode = SLOAD) ( src.transaction.hash != dst.transaction.hash ) ~~> ( opcode = JUMP| ) ==> (opcode = SLOAD )

~~> (opcode = SSTORE ) ~~> ( opcode = JUMPI ) ==> ( opcode = MSTORE ) --> ( opcode = JUMP ) ==> (opcode = SELFDESTRUCT)

Figure 7. Vulnerability rules extracted by Robindetect and their optimization

[ 7. Robindetect $2BXAYIRIRAI & E AL
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K I

% 1 VE4IEIR T Transcation, $RIUAIE 2 P41, Jrpr SSTORE #| SLOAD EA KR, H Gas
ERERZE R SN 2 RPN 5 g 4. Z%1E 6 1\ Transcation, HEUK$E 27 51 J2
R 2R, FATIE FE BT € X Parity Wallet Hack 2 FIJRTFRAS AL, &AL anEE 7 Fros.

Table 1. Sequence of instructions extracted from the combined transactions of Parity Wallet Hack 2

%z 1. M Parity Wallet Hack 2 B2 &3 5 HIRBAIIE S 751

Transcations [0, 875]

Instruction Sequence 1

Step PC Operation Gas GasCost Depth
12 23 CALLDATALOAD 117273 3 1
109 234 JUMPI 116854 10 1
112 1007 ISZERO 116841 3 1
114 1011 JUMPI 116835 10 1
120 1021 CALLDATALOAD 116812 3 1
128 1030 CALLDATALOAD 116788 3 1
153 1060 MSTORE 116711 6 1
354 4024 ISZERO 10292 3 1
355 4025 ISZERO 10289 3 1
357 4029 JUMPI 10283 10 1
379 4058 MSTORE 10153 3 1
386 4067 SSTORE 10093 5000 1
593 4476 SLOAD 84481 200 1
597 4480 ISZERO 84272 3 1
598 4481 ISZERO 84269 3 1
600 4485 JUMPI 84263 10 1
636 4536 SLOAD 73717 200 1
650 5722 SSTORE 73278 20000 1
707 4561 SLOAD 48066 200 1
714 4570 JUMPI 47848 10 1
718 4576 MSTORE 47831 3 1

Instruction Sequence 2

Step PC Operation Gas GasCost Depth
863 4812 JUMP 5103 8 1
875 4144 SELFDESTRUCT 5000 5000 1

4.2. KRR AHE EUELLE

AT B6UE RobinDetect 7E 2 AR RS M0 K8 U $2 B T A R, |ATEIL T Xscope 6 2 15 FEMF
TR AT 52 . Xscope 1EA—MIET H @ ESFERL S AT NEIREI T B, HAGI 25 R BA — 5 R
FATLL QubitBridge 42 7 N, K HBEAT 1 VE4H F IR TR B0 DU 2 B S o
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= lex Oxaleb8c3ab52582957f949e5eaa824485d0dcfelO

) [0]ad | 71,478 TransparentUpgradeableProxy_20e5_bceb.dej

& [1]peeeaeca 41, 569 QBridge.dej
B [2]cag | 22,653 TransparentUpgradeableProxy_17b7_£526.dej
[ [3]peeeaEa) 15,292 QBridgeHandler.
[4]aD o Null Address.
5 [2]E®7 TransparentUpgradeableProxy_20e5_bceb.

Figure 8. Command call analysis for Phalcon Explorer

[# 8. Phalcon Explorer B35 < 53 1h

TESEIG TR, BATTE{EH Phalcon Explorer [12]3E47 4 B/ B f1Z25 . @& 8 Ai7n, QubitBridge 1)
AT RAEPAT SRR T R A Z UG, HAR AR 2R BEABTIG R, M2 ik 17— ANREER 2 1.
AV ZE G482 P Hl Wk 2 FiR, FEFEEREX R RRR TS T, DEREMT. H
H, Relation /&4 step FIFES5 T —1 step MFE L Z ML AR, 1 ExecResult 5§48 ISZERO 5 2 HAT
JEMZER, 0 KiE, SO T HIWT RS R True, #5708 1 U SE B R B 45 8 False.

/] TREERAICALLIE 7] AR AT

function safeTransferFrom(

) interi {

require(success && (data.length == @ || abi.decode(data, (bool))),
"lsafeTransferFrom");
}

// EEE N2 EVENT R B [ AR RS AT

function deposit(uint8 destinationDomainID, bytes32 resourceID, bytes calldata

data) external payable notPaused {

emit Deposit(destinationDomainID, resourceID, depositNonce, msg.sender,
data);
1

Figure 9. The line of contract code that corresponds to the instruction

E 9. S MENEANRIET

FATSEIRIE H COST 5 = 48 A E NI I ) — 358 43, ‘BATT 4 A 2R FE N 1 B DELEGATECALL.
TRFEN 2 i) CALL. VAN 3 ) DELEGATECALL VA SRR N 4 ) CALL. HTiX JLANE A 2 ] i1 Hth
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K I

R HAEAFR PRI R, FMXP MM “——>” XK. 2% K 8 ML HAH T, EiFfEEx
LI R {E R G Y

FEIXANFERE b, IRATEE S 26VE TIREE N 4 1) CALL FrEAT IS (34732 48 . 1] 9 7R, “require”
FF B0AE 25 A2 35 WAL, 5 SRIZE 5 1R, FEIR R RS R o 1 2B 38 5 HH A TR AL 5 R R “require ”
E’JLlEm{ﬁFﬁjifLT ISZERO £ Fi T HIWi 5k HH R R, HPATIEIRECA 1, WIRHZM R, k2 #

B2 0, W&, R FRAT 7 2L #E— 2% “ExecResult fH” 24 0 [f] ISZERO.

P, URPE 2 19 EVENT [fd R,  “emit” sol i RHSHIC KB A HEZ T, DfERLEHE
REAE I Iy AAR BT, T H B 7R 22 LOG K IHAHK MRS, Blan: LOG2. LOG4D 5. X HLIRAI/E %
2 FIRIE] T LOG2 #§4, HT LOG2 1 ISZERO 2 [W][FIFEAFAEH AN KMo R IR 4, R AR

o> PEATHERE . I LRGSR IX LR A IO AT T S LAKOC &, FRATTIR AR T QubitBridge U
TR, 4l 10 Fros. ZMANY A 0% A R 51 Y QubitBridge Il FAE, B RENE AL
HEMFIR TR ORI R AL 2

Table 2. Sequence of instructions extracted from QubitBridge transactions

%% 2. M QubitBridge Y32 5 hIRENAIIE S IFF

QubitBridge Transcation: 0x5af141b2c19cc8cb77a5583654575a6811664ebc304b75¢687a26e356b7dd7cf7

Step PC Operation Gas GasCost  Depth Relation ExecResult
105 926 SLOAD 140786 2100 1 ~~> /
135 867 DELEGATECALL 138556 136432 1 => /
145 15 CALLDATALOAD 133790 3 2 ~> /
518 2179 GAS 118594 2 2 ~—> /
519 2180 CALL 118592 116741 2 -—> /
575 926 SLOAD 116416 2100 3 ~—~>> /
601 703 ISZERO 114240 3 3 ~> 0x1
603 707 JUMPI 114234 10 3 => /
625 926 SLOAD 114148 2100 3 ~> /
655 867 DELEGATECALL 111918 110210 3 == /
665 15 CALLDATALOAD 107568 3 4 ~—>> /
1174 5511 JUMPI 95196 10 4 ==> /
1186 5542 MSTORE 95148 3 4 ~—> /

1209 3862 CALL 95082 93637 4 > /

1232 3922 ISZERO 92420 3 4 > 0x0
1234 3926 JUMPI 92414 10 4 -—> /
1356 11093 CALLDATACOPY 95593 12 2 ~—> /

1400 2274 LOG2 95457 3173 2 / /
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QubitBridge
{RALFEEIFENY

(opcode = DE

\LL)-->(opcode=CALL) where (src.depth==1&& dst.depth==2)
-->((opcode=D 'ALL) -->(opcode = CALL) where ( src.depth == 3 && dst.depth==4)
~~> ((opcode =ISZERO ) where ( dst.executeResult == 0x0 )

--> ((opcode =L0OG2) (dst.depth==2))))

Figure 10. Vulnerability rules for QubitBridge
[& 10. QubitBridge Y=

5. Bk

o IM=A

ARSI T XRBEROR PR RE G QR 2 VIR, U B BRI TR A X — B, JRH T —
444 RobinDetect (1575 AL IR LM T o 1% T B3 i 745 i s Y 0 DU B2 BORD 22 2H -y ) T
F, BERSRIAL. HEWRMSRIURIARIN, SEHLG B BRI T ) = 2GR A . RobinDetect 3 22Ky i AE T H R
AR A vt XA B AR AL R A 5 BTG TR R A 55 I R B LE R & 9 AL %% . #RT7, RobinDetect
(RIAS I RE 0 AE — REFEFE AR T X Rp 2 182 AN, X AW E R B BE A 20, ZORMEAIN B H i &
YR —ERBURYE, JRREW KA R RIIE S, IR TR RA R ERIER . ROk, FRATRAZRSE0L
£ RobinDetect, #RZR LA SR BOR, B PHRE L2 N B TAERER, XA
ZERETIREZ NIE .

SE
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