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Abstract

With the rise of generative language models, artificial intelligence has brought unprecedented
changes to text creation and dissemination, but the widespread application of generative language
models has also brought the problem of copyright protection. Based on the semantic features of the
text, this study proposes an innovative text zero watermark algorithm, which encodes the basic
granularity of the text into high-dimensional vectors through the semantic similarity coding model,
and then uses the directional heterogeneity of the high-dimensional semantic embedding vectors
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of the text granularity to construct a text semantic feature map, and analyzes the relevance of the
text features to achieve similarity evaluation. Experiments show that the zero-watermark algo-
rithm proposed in this paper has a better performance in terms of false positive rate. In terms of
robustness, it has good resistance to synonymous rewriting and text addition attacks, and has a cer-
tain robustness to text deletion attacks.
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Figure 1. Diagram of the siamese neural network
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Figure 2. Diagram of the overall flow chart of the text zero-watermarking algorithm
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Figure 3. Flowchart of the construction algorithm with text zero-watermarking

B 3. XATKEMGERERIZE

AR A SOAZE K B BN ] 3 B, /K NG VR AP SR AN T -

1) W SCAHATRIEE R 7y o KL EEAE R B SCARHIE BRI, 32 B0 Al 007 30, 230 Bk 3
NT A, FATREXSCAREATIE ARy, R RASOAS (A — AR TSNS SRS A O RERERLIEE ; 4 Beik
HEERTET 4mF, JATRX SCRBEAT BRI 7, SURII R — A Bk ELERAR 918 SO S 25 R SRR -

DOI: 10.12677/csa.2025.154094 228 THEAURF 5 R


https://doi.org/10.12677/csa.2025.154094

W X

2) W YR ER A L S R AR A BERT AEATRIIZRAEAL, @it 7E LCQMC $ids &[8] k47
O, AEHERIAETE R E A RAFMRCR . ik R A LA ST HE SR, Rl A AL ) 16 (0 AR 5% R
AR 4 PR, ERRNERIRE, BHN6) 78— HE A S BERT &8, & M) FHim
—A cls FRBAENIEANE LHIF R, BILKE Transformer Encoder X [l Zwfi% )5, £ BERT F%i HH s
—AMn+1, 7681 4EE gk &, Hoh n FIR%A) TR token 1, BE[R CLS #5725, & — token #R2 i gwtd
N 768 AR, W [c, TL,--, Tn| &R, A EEF LB R BN F0 T/ token [a] EH AL 768 4k
() AR )G X, B a1 VR E X BB AR 15 SR SR AR TZARBARE , 2 SoftMax 4325 J2 b
)RS HA M FHIE X

SoftMax

1

MatchLayer

MeanPool MeanPool

i int s inint iy
O® - ® O® - ®
ittty ittty

BERT BERT
GO0 4Oo0N
)1 f)F2

Figure 4. Semantic encoder training network diagram
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Figure 5. Text undirected weighted maps
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Figure 6. Flowchart of text zero-watermarking detection
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Figure 7. Textual semantic vector distribution feature map
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Table 2. Semantic encoder training hyperparameters
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Table 3. BERT test results on the dataset LCQMC
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Table 4. Example of semantic embedding vector similarity
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Figure 8. Textual semantic vector similarity distribution feature map
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Figure 9. Line charts of different text similarities
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Figure 10. Zero watermark similarity at different semantic attack ratios
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Figure 11. Zero watermark similarity at different text deletion attack ratios
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Figure 12. Zero watermark similarity at different text addition attack ratios
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