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Abstract

Existing blockchain transactions typically use cryptocurrencies as collateral for on-chain trading.
However, the volatility of cryptocurrencies exposes these transactions to significant liquidation
risks. This paper aims to integrate blockchain with off-chain assets to mitigate such risks and pro-
poses a cryptographic scheme based on zero-knowledge proofs that links off-chain assets to on-
chain transactions as collateral. The proposed scheme enables secure blockchain transactions
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while ensuring data privacy, authentication of data sources, and low gas cost. From a performance
perspective, this paper conducts a functional analysis and experimental evaluation, assessing the
computational costs incurred by different entities at various stages. Experimental results demon-
strate that the scheme is both functionally viable and computationally efficient. In conclusion, this
work presents a secure and efficient zero-knowledge-proof-based solution for blockchain transac-
tions.
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Figure 1. Blockchain transaction scenarios based on off-chain assets
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Figure 2. System model
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