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Abstract

In modern smart grid systems, electricity theft is a major cause of economic losses. However, exist-
ing electricity theft detection methods face the problem of insufficient data, especially when theft
samples are scarce. In such cases, detectors tend to be biased toward the majority class, leading to
areduction in the detection accuracy of theft samples. To address this issue, this paper proposes a
deep learning-based electricity theft detection method under small sample conditions (CapsGAN),
which integrates Capsule Networks (CapsNet) and Convolutional Neural Networks (CNNs). In this
approach, CNNs are used to extract local shallow features from electricity consumption data, recog-
nizing basic consumption patterns, while the CapsNet integrates these features through dynamic
routing, further constructing deeper-level high-level features to accurately identify theft behaviors.
Additionally, to further address the data imbalance problem, this paper also Introduces a tripartite
structure model based on Generative Adversarial Networks (GANs), which combines a discrimina-
tor, generator, and classifier, and introduces decision boundary constraints. The generator and
classifier are collaboratively trained to jointly generate abnormal samples for theft detection, grad-
ually expanding the decision boundary of the minority class, thus effectively alleviating the class
imbalance issue in theft samples. Experiments on a real dataset provided by the State Grid Corpo-
ration of China validate the effectiveness and accuracy of this method.
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o, 3R T MR 5B R M ARG B N SR 45 S I HTRE SR o AE (3], {3 FIOBPA fe 42 /0 2% (RNN)
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Figure 1. Power consumption description of users. (a) The monthly average power consumption of a normal power user
in 2015; (b) Monthly average power consumption of a power stealing user in 2015; (c) Daily average power consumption
of a normal user in June 2015; (d) Daily average power consumption of a power stealing user in June 2015

E 1. BPRMABRENRA. () REERERAF 2015 FAFMARE; (b) XHEAEAF 2015 FAFHAE
B; (o) REERRMF 2015 6 RHAFHRBE; () XEEABRBF 2015 F 6 ARTFHRBEE
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Figure 2. Pearson correlation coefficient (PCC) of weekly power consumption. (a) A normal power user; (b) A power stealing user

E 2. SARBRENEREBEXRH(PCC). () XEFABAF; (b) XGHEABRAA

2.2. YIETALLE
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— AT TR AR T S . BUAATE, ER R I SUR BRI RS, ISR E A A
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Figure 3. Classifier model
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Figure 4. Traditional triple generation countermeasure network model architecture
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DA XS B 2% R ORI 58 X 4 R T o X Pt 2k ek OR] LR N BL R B A
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B MEERFEA FIRAIRZ log (1- D(G (2, p), ) RABGEFINEFEA, T SLHLL % 5188 1008 0
ko 4323 C I e/ MU BLSERE AR AR (193 25815k —log pe(y | x) 3-THx BLSEBHR I 3 286801 S8
A AN AL R AR AN 2 2R AR TTRR AL R Ay TR Bt o 20 SRR S ) 4% BE S WS P — AR AR AL
f FAR R ZH SN T IEMALIT R (G, O T LR AE Bt AL U RE A 3 A1, By L Il R 4 v A B X Bl
SINIER, (R SR A R A A SE IR AL Fr, P R AR B A RN ZR, HE SO:
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4. SCIEER O
4.1. SCIOEENT

ARS8 F Py Torch HEESZEN, Hidis S 4 AL 2 A I 2R B0 SRR AE , 20 o A S0 21 40% -
20%F1 40%, [FIIFARFF IE W 553 EAEA I LLBIAES o IIZR (LR K/ N 64 IBCE, IEEHEdE AT
07 10, A B L 28 A [ R 0 I R S REAS . R B R Adam, VLE/IME TGRS UK, I
253 200 1 epoch, H—BBONET 50 4 epoch, 23] FAREEA 0.0001; 25 [ BEAEE T K1 50 /> epoch,

DOI: 10.12677/csa.2025.154106 341 R HURLE 5 R


https://doi.org/10.12677/csa.2025.154106

HECT, AL

) RANREEN 0.0001; 5 =FrBONEJS 100 4 epoch, 222JFM 0.0001 LMHEFIMEE . FTE LKL
B & M Intel(R) Core(TM) i5-1035G1 CPU. 128GB W47 #1 NVIDIA GeForce RTX 3090 Ti GPU (iR %545 b
HHAT, WAEIRIEAE R Ubuntu #24F 5245, PyTorch 1.10.0 ¥R 22 SIHESLAN Python 3.9 4ii%ds. N T /b FE
UK FEm,  Seaem it -+ R B IR IF 4 & 45 R S EAbR 22

4.2. THEIgHF

N TV Z G AR R PR RE, R LR =S AMEARETE FL 2 8U(F), ek FTHB(AUC) M1 F
P FE(MAP) . I EAEPUAD T B RS, BIMEBATEFP). B TEFN). ELBHE(TP) A ELRA 1 (TN) . Bufdk

RAF
4 [ AR AR TE B R 3 A H 0 5 5 SIEA01) o T SRR D 1 6 SR 9 B B4
recall = P (15)
TP+ FN

H& FE (Precision) /& i S AR PN AERA ML RO TR AR, & RS FE I A SR 52 D9 i 7 B B3 (R Sl v, LI
e ivaRasoES =R B

P
ision = 16
precision TP FP (16)
F1 73 BRI R A B oy 2R A AR AR i 2 A0 43 [l A R AP 28, AT 46 i A Bk i
Fle 2x precision x recall (17

precision + recall
AUC 1, HPBRZNHEIAR, AiE o RERERE A E 245 5. ‘B34 T ROC HIZiHHGH, BUHEIE
FEI7E 0 21 1 2 [8], EBEERIE 1 3oR 7 KRR, SRS IAH 28 0.5, /T 0.5 MIZRIRPERERLZE .

M1+M
ZiepoxitiveClam Ranki - M

AUC = 2 (18)
MxN

Rank; RomFEAR i IFRAE, M NIEEFERBIANE, N NRFEHERKANE
FR 4 FH P BORE SINAE, %3 BT P b A7 B P HER 15200 100 44 FTHT 200 44 F 7 1P Y98 2 (mAP),
SR8 8 MAP100 1 MAP200.

100 i
Vi
MMWzﬁqZETZ%J (19)
=\ =l
200 v i
MAPy = g2 T2, (20)
=) j=1

4.3. ¥FEEsCIe

AT, AT H R T CapsGAN 7755 2 M 1 WAL &5 2 =) (ML) AR FE 2% 2] (DL) 53k
17 VAR AT e E5E, AR T JUR R A ARRPER LS 7 S AR FE 2 2 50, K R e 12 )
Z&(LSTM)FIBEALARAR(RF) [12], VABGIETAIE S AT S R R I . 23, FRATSEIL T JLFRZ LR
JE 2 SRR, A R B VR 45 AR A 45 9 2% (Wide and Deep CNN). VR & % 7~ 2% > (Hybrid-Order Representation)
[131F16 1 H 4w tid %% (Convolutional Autoencoder) [14]. ItAk, FRATETI N T Fe# FIIR & £ 5% 3] (Deep Ac-
tive Learning, DAL) [15]F1 3 #4128 X 4% (Graph Convolutional Network, GCN)J7ikfidt— B rxstb. A
TP, B TR AR TRAL B AT i) B B BkAT T SRR, SREGES R 1 FiR.
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Table 1. Performance comparison of different methods

1. FRIGAREREELE

Jiik F1 AUC MAP100 MAP200
RF 0.575 0.801 0.715 0.698
LSTM 0.621 0.813 0.736 0.726
Wide and Deep CNN 0.679 0.827 0.759 0.737
Hybrid-Order Representation 0.733 0.831 0.783 0.755
Convolutional Autoencoder 0.836 0.896 0.825 0.792
Deep Active Learning 0.784 0.856 0.808 0.801
graph convolutional network 0.875 0.912 0.891 0.861
CapsGAN 0.906 0.947 0.917 0.905

1R TR RO IERITERE . RF fE43 KR8 ) BRI, (AIFEE RN R IHMTES it Fit
EAE—E AR M. LSTM B8 R FE S (8] 7 41 v () K i TR, & 97 s Rl P i B 4R A, (R
HiEE R E, T K. Wide and Deep CNN T 45 & 4 R AR AR EAE S, AE a2 L
I 8] 70 o f ) BRI AR AE , AR TS ARUE A A4 2 A BRI, TEiEA R Bz R B R I YRR AiE . Hybrid-
Order Representation iHId 456 2 2 X (5 SARBORIE G 9 A LR B ), B HRMESR USRI A 12 7+
B, HAEEHEM EAA7ERFR . Convolutional Autoencoder F8l KRR B 24 FIEHE [ 45, 78 AL EE #7557 A1
AR R B A, (ELER A AR R LSTM &6 T TR 6] £ 5145 % . Deep Active Learning
I RE B AT YIS, RS ThRERER R, (AER RS BREN, AR B O
BIR PR AT S #ERf % . Graph Convolutional Network BE#S A RUEBEIENIEWE R, RHEHTHF
B 56 R 55 BB BT 55, (A HTHE SRR EOR B S, PEReZ IR T B M ERi M . 285K E , CapsGAN
J7{ELE F1 P43+ AUC (Area Under Curve)fl MAP F¥JRILH . CapsGAN MYAENS 5 it CNN #i7
FHUESE, BAEZAMERRTE s LRk T AR v, RR i A T 57 B A il i) SEBR B 3 5

4.4. JERhSCIS

A SO R EEES, B APRHIE T CapsGAN HESEH &AL G 2 A RUE  SEBe s RNk 2 Fom.
Ja, BAVRERR T AERARAHE, ¥ CapsGAN fRIfb NI & 0 Ras M 4, RIVEAILE F1. AUC 1 MAP
SEfabr BRI N, FRA&IE AUC FI F1L 03051 . X —45 R, A iasAE A e 1 008 AN 11l 1)
TR S T RBER, @R LI D BOERFEA, B9 T R g A P R R ).
BATEER T HEAR(G) RO ERIE(D) =F Z [P EIINGNLE . SR BN, BELE F1. AUC.
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Table 2. Effect evaluation of CapsGAN variants
% 2. CapsGAN B IREIRIRITMG

A AR Vot AERIES F1 AUC MAP100 MAP200
(1) x \ x 0.763 0.832 0.875 0.846
Q) N N x 0.817 0.894 0.893 0.875
(3) S S v 0.906 0.947 0.917 0.905

DOI: 10.12677/csa.2025.154106 343 R HURLE 5 R


https://doi.org/10.12677/csa.2025.154106

HECT, AL

S.

B&

AR T —Fh 45 & E AT P4 (GAN) IR 22/ 2% (Capsule Network) Fl1 45 FH## 25 /X 45 (CNN) Y 53 H,

K 77 1(CapsGAN) o 1A BUE I A2 B3 5 3 KRB W IR, SRR UL BERIEA, JRE 0 b3k
Mo Sei gL, AT 2 2 ST+ 53 B AR I 2 S e . A sl 2 B H Mg L REA, B2y K 3 W it
XA I A G  R F, RR R IERE AR SRS B AP B LT, CapsGAN &R T HAMRFIIEH
N BAEZINE A, BATEAT R SGCC Hdlafe FkiT 7528, -5 IUA I F e Al iy v it
TN SEIRZE K], CapsGAN 7£ F1. AUC. MAP100 Al MAP200 251t 5 br LR IE 4, S
HAEDBERFEAR TR AL ) b, CapsGAN AT B 1 Jeidk 77 ik A BB 1R . X R ZA B AR 5
T T ARSI B HERR I, A R AR T BT ARSI AL 0 B AN ST ) R

SE

(1]

(2]

(3]

(4]

[10]

[11]

[12]
[13]

[14]

[15]

Alahakoon, D. and Yu, X. (2016) Smart Electricity Meter Data Intelligence for Future Energy Systems: A Survey. /[EEE
Transactions on Industrial Informatics, 12, 425-436. https://doi.org/10.1109/tii.2015.2414355

Zheng, Z., Yang, Y., Niu, X., Dai, H. and Zhou, Y. (2018) Wide and Deep Convolutional Neural Networks for Electric-
ity-Theft Detection to Secure Smart Grids. /EEE Transactions on Industrial Informatics, 14, 1606-1615.
https://doi.org/10.1109/tii.2017.2785963

Eddin, M.E., Albaseer, A., Abdallah, M., Bayhan, S., Qaraqe, M.K., Al-Kuwari, S., et al. (2022) Fine-Tuned RNN-Based
Detector for Electricity Theft Attacks in Smart Grid Generation Domain. [EEE Open Journal of the Industrial Electronics
Society, 3, 733-750. https://doi.org/10.1109/0jies.2022.3224784

Gao, H., Kuenzel, S. and Zhang, X. (2022) A Hybrid ConvLSTM-Based Anomaly Detection Approach for Combating
Energy Theft. [EEE Transactions on Instrumentation and Measurement, 71, 1-10.
https://doi.org/10.1109/tim.2022.3201569

Ezhilarasan, D. and Bhavani, N.P.G. (2023) An Effective DNN Based ResNet Approach for Satellite Image Classifica-
tion. 2023 4th International Conference on Smart Electronics and Communication (ICOSEC), Trichy, 20-22 September
2023, 1055-1062.

Sabour, S., Frosst, N. and Hinton, G.E. (2017) Dynamic Routing Between Capsules. arXiv: 1710.09829.

Choi, H., Jung, D., Kim, S. and Yoon, S. (2022) Imbalanced Data Classification via Cooperative Interaction between
Classifier and Generator. IEEE Transactions on Neural Networks and Learning Systems, 33, 3343-3356.
https://doi.org/10.1109/tnnls.2021.3052243

Nie, Y., Nguyen, N.H., Sinthong, P. and Kalagnanam, J. (2022) A Time Series Is Worth 64 Words: Long-Term Fore-
casting with Transformers. arXiv: 2211.14730.

Kocaman, B. and Tiimen, V. (2020) Detection of Electricity Theft Using Data Processing and LSTM Method in Distri-
bution Systems. Sadhand, 45, Article No. 286. https://doi.org/10.1007/s12046-020-01512-0

Finardi, P., Campiotti, I., Plensack, G., de Souza, R.D., Nogueira, R., Pinheiro, G. and Lotufo, R. (2020) Electricity Theft
Detection with Self-Attention. arXiv: 2002.06219.

Chandola, V., Banerjee, A. and Kumar, V. (2009) Anomaly Detection: A Survey. ACM Computing Surveys, 41, 1-58.
https://doi.org/10.1145/1541880.1541882

Breiman, L. (2001) Random Forests. Machine Learning, 45, 5-32. https://doi.org/10.1023/a:1010933404324
Zhu, Y., Zhang, Y., Liu, L., Liu, Y., Li, G., Mao, M., et al. (2023) Hybrid-Order Representation Learning for Electricity
Theft Detection. IEEE Transactions on Industrial Informatics, 19, 1248-1259. https://doi.org/10.1109/tii.2022.3179243

Cui, X, Liu, S., Lin, Z., Ma, J., Wen, F., Ding, Y., et al. (2022) Two-step Electricity Theft Detection Strategy Considering
Economic Return Based on Convolutional Autoencoder and Improved Regression Algorithm. [EEE Transactions on
Power Systems, 37, 2346-2359. https://doi.org/10.1109/tpwrs.2021.3114307

Zhu, L., Wen, W., Li, J., Zhang, C., Zhou, B. and Shuai, Z. (2024) Deep Active Learning-Enabled Cost-Effective Elec-
tricity Theft Detection in Smart Grids. /EEE Transactions on Industrial Informatics, 20, 256-268.
https://doi.org/10.1109/tii.2023.3249212

DOI: 10.12677/csa.2025.154106 344 HEHUR 5 R


https://doi.org/10.12677/csa.2025.154106
https://doi.org/10.1109/tii.2015.2414355
https://doi.org/10.1109/tii.2017.2785963
https://doi.org/10.1109/ojies.2022.3224784
https://doi.org/10.1109/tim.2022.3201569
https://doi.org/10.1109/tnnls.2021.3052243
https://doi.org/10.1007/s12046-020-01512-0
https://doi.org/10.1145/1541880.1541882
https://doi.org/10.1023/a:1010933404324
https://doi.org/10.1109/tii.2022.3179243
https://doi.org/10.1109/tpwrs.2021.3114307
https://doi.org/10.1109/tii.2023.3249212

	生成对抗网络与胶囊网络协同优化的窃电检测方法
	摘  要
	关键词
	Collaborative Optimization of Generative Adversarial Networks and Capsule Networks for Electricity Theft Detection
	Abstract
	Keywords
	1. 引言
	2. 数据分析及预处理
	2.1. 数据分析
	2.2. 数据预处理

	3. 方法
	3.1. 用于窃电检测的胶囊网络分类器
	3.2. 三重生成对抗网络模型架构

	4. 实验结果和分析
	4.1. 实验建立
	4.2. 评估指标
	4.3. 对比实验
	4.4. 消融实验

	5. 总结
	参考文献

