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Abstract

Log information is an important data that records the operating status of a system, and is the main
basis for problem diagnosis, performance monitoring, and troubleshooting. When the system mal-
functions, researchers can quickly and accurately locate the problem by analyzing the log text in-
formation in detail and systematically. By analyzing existing log anomaly detection methods, this
paper finds that the current Text-CNN used for log anomaly detection has the problem of
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information loss caused by a sharp decrease in the dimensionality of log text word vectors. In order
to fully utilize the information carried in the word vectors of log text conversion, this paper pro-
poses a log anomaly detection method based on StackLog. This method adopts a strategy of gradu-
ally reducing the dimensionality of word vectors by stacking convolutional layers, preserving the
information carried by word vectors as much as possible, and improving the detection ability of the
model by introducing self attention mechanism. Comparative experiments were conducted on two
publicly available datasets, HDFS and BGL, to validate the effectiveness of the model in log anomaly
detection tasks.
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1. 3]

HEGEZ —MiCR T RABITRAESMEZEE, Bt AEL WP SCAREHE I ARE B A . XLk
RAREREBITRE . FMERE R, AT EISH. R I LR R HE R 1) = ZAR IR 1]
R T H &, BRATR O K I ELTUEN R 48 O R AR B AR A7 E I s

BRI B AR R0 T e R B RARISAT R W B S HEKH[2]. A HERT
T B BBl N T g ir b i =4 H EHWE, BELSHARRE, BURRSIERE ML
R, B WRRBAEECT 6 7 LSS B Spark R4¢, ULAAA H0T & Ab B8 1108 2 11 5L Blue Gene/L [3],
X AR S FEOE L@ N Tkl e H &

TE H & 55 A A 0 IR B, AL GpLas 2 SR 54 2 A B, Xu (4R FH E R AT
(PCA) 532, it N H & ST AR R S8 B n4si® 1D, eIt F S8 0241, FHFIH PCA Kl 5% . Liu
SE[5]H H B B9 AR ARAF) R I 5= T H 258 7 5 A0 ) 22 PR T O B AT E B % 2]« Lou S A[6]42 Hi )
AR B HE (IM) I8 I #2408 H B FA T 50 &2 P 00 R oA 573

S IX B AL i LS SIS RUAE S (BRI 7 TS T — U, eI ERERRYE. HE
TRIE 2 ) HARTEAR Z U R A G, A 223 2300 L 51 N 21 H 78 57 5 46 0 47 o

Lu S5 A [7]38 3 B SR 4 N 45 (CNN) 5T NREHE R 40 H B0 A0, 2ok eis H ST
B HERSONH G, SRS HERAE R SRS Bk, i HEF s mEd, Ik
HEIAF] CNN AR i AT e bl o 5 ) )1 [8]55 A4 tH — Fh ok T-UUAC P 3 IR & S Fk M H S 7 8
RrAEA LogFTL, XHESRTERCH2: 2] 35t F AL 2 T L g H E S WA IR . R 9]32
HE ) — 2 T BE ARABL RS RN B K A 57 7 B ) i SUCE 2R AT 5092 Ham-LCS, DA K — ik T A B P 4%
M H S EARI %, g T —/NET ELK BRI RS, T = F 6 LR H &S5RI .
FERB0]FEH T — T [ 5B 45 (138 F H B 750 58 A IHESE . 1077206 H BRI T I @ i
HIMES 741, $0HT o2 M 28 I 2R e iRNAVE BRI HN ,  DARoR B ARRIE 2410 H &5 41 b 1
FU,  Hed i B 2 B e AN ME BRI SR

FEHE ORI EE T, H ST REEE 5 0 B ED IR —, AN AR AT AT B 22 5 7
REBLRY (P BE 1] Zhu S8 A[12]7E 16 NEHREE FIHK T 13 AN HEMITEE, KIIUE T 285 T
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H G I FE R AZAE I, Rl — b 28 A [F) H S B 4 EART 45 RAFEIR KM 22 5= i, LKE [13]4E
HDFS ¥4 FAEHTE R EE 1, (H4E BGL HdR& FE{A 0.128 HIKSEE. AMXAndt, LogSig [14]7E
Proxifier & HERIZ N 0.967, TME Linux HHEET A 0.169, X MAAERIEICIE LRUE T I HER
PEo BbAh, He[15]58 ATEWR SCH TR tH H EFZ IR0 — e oG RS+ BUR, RN R I 4% R 2 4
FECRFERMEERE TR — N RS T ARNTRE FE I AR 8 M W] B8 2 7™ B 5 0 A5 2 1 0000 A 5
TE24AT H E S WA AU, BT RE S CEME T — NS, BRFEE—SA 2 2 4. Bk,
DA IR 2 HOR I 77 7245 Bh 7 H BT 20 H S SCAR AT A B, I8 5 S0 I 77 V2 IR HE B P A — e R
e T AT 2R B SCAR RN HERR 2 s LR, RS DIARALZE AT SCARGAR, Text-CNN X H 1] ] &
TR NI B it i 1) o 24 5 s U o P BRI B, e AR A S AR B 3 9 B Rl [ AN 2 K A5 B
N T SO IRATIA ), ASCER Y T R T StackLog 1 H B SR RN, %05 BN H B Se A
ATAbER, T AE A BERT AFACER 2 Ji5 (1 H G SCARBAT SCAR AL, 555 #4187 24 A\ B StackLog HifEAT
SR, StackLog IR YOI I 1) 5 8 FE 1 TSI T ARRAE 23 R (0 1k SR, A D) 24 8 FEE G i
AAAERAAEAE R, SO AR R LE (S B R 4 i A8 b i a2k tH DX PR AR R OB 2, 2RO IR R BE B R 1 AT
I A T SRS 0 4 JR RO SOORTR IR 28, T 8 (1) 485 PR #3127 VR A L 76 S ARG DN 7 THD 9 0 1 B 4 1)
PERE.
2. ELER
2.1. XAEEN

H B SCAR — P A e e 75 5 20, AR H A S i A DU ASE 28 TG v T e A B 3 8 S AR afs, A
I T R SR H S SCAR B oy Be e N\ B A i AT I 8E , IX — i R RO SO ) AL

H AT E R SCAR BB AGID . TD-IDF. i@ & NS 730, IR L7V Rutl H B SCAR SR
ANy )R, AB S AR AE — LA R, TX STV K 2 T B R A Dy ] [ T A AN TR 1] 2 T R SR
R, (B EWONICLRE  E, SFENESERRAES L, MAZEAIEEAFHN E T XRR. AT
AP HEEAT H B SOR S, AR SCE BRI SCAR I ) 24 777208 BERT [16].

BF%F BERT BRI G5 E 20T LAAr N PRANBr B TRUITZRANGI0R . T 2B Bodid Masked LM (MLM)
FI Next Sentence Prediction (NSP)IX AN TG b B I 2k B AREF X KU T bR 28 SCA SR 5 2] R UE ..

BERT i MLM BEHUEMARAFFFI T 15%80377, BRI T E R SCHNAE MR, A
Y2 STRN ) R A AR R G s AR5 16 NSP HIWr AN a) TR S S B IR, s B B0 3 40 S
PHARRE T, SKBI T XS SCARIR 2 15 SRR G b o

TESE RN ZRAT55 f5, BERT 8IS FH A 58 A1 55 I AR iR B0 2047 2 2O AR S & T4 e iR
AT 55, LLUA B AT 5 25 B br o 8 T SRFIRORIX BN P IR 454, BERT 18 HARE 5 A5
I b R A AR .

FEREAISAKY |, BERT BER K% 00/ Transformer [4mASa$i7y, 8 fi F 2 ANH [F O i fid 2 HE S,
A A A SIS T R, a8 Sk BER /I HLH (Multi-Head Self-Attention) A2 & B 45t K £% (Posi-
tion-wise Feed-Forward Network). % 3k HyER JIpLHE ST H 2 AMERJSLHHFATHE, I B Rvrsiiye A
A A7 B A FIRAE T2 RS S, @ RN B 7SRO 1 45 R P IR e M AR 15 B S 41
By th o T RL B A A 2% 040 ) e AN B R R AT AR LR AR e, DA OR B R A () ik e

XTI X ={x,,%,,---,X, } » 55 | )2 Transformer [ 7+ 5L R v £

Attention(Q,K,V)zsoftmax[?/[;]V (1)
k
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MultiHead(Q,K, V) = Concat(headl,- -+, head, ) -we 2)
head, = Attention(QVKQ,KVKK,VVKV ) 3)

e 0, K, Varale&Eill . B (AR, o NERATER T, h ONEESE. AR Z )RR
HLHEI, BERT RENSIZZ il R AN [FIRL BZ T8 SCRFE -

2.2. CNN

il

LA N 2% (Convolutional Neural Network, CNN)J& —Ffi H T BMG AL EE 7 1] (PR B 25 ST A, —
BRI BRI WA E AR 20X VU M R e BSR4, 5 R Bl 1 s .

B

LN ERZ AL = EERR

Figure 1. CNN structure diagram
1. CNN £5#[E

BN R A, EERR A AR R [ AN BB A, PR E
GBRERHAZ O, BRERZOERIE RSP AN BT rEsl, #EmvH R IX
R B RS . T4 BB SR A L = 4EEUR Dy ))-
Oi,j = sz,n ><Ii+m,j+n 4

H o R EERAEG HEENE, K, , Z2ER%Em ) ENNE, 1, ., Z8ARSE
(i+m, j+n)ERME R

WA EAE AR CR R AR EA R B LS, I8 PR B 1) 2 HE 2 DO D T S . L it Ak
PR B Rk (Max Pooling) A1 414k, (Average Pooling). T PAS RIMAL B, B8 4 NARFALE BRI 4
RNENANESR) T X, S XIS IR AR vt o Bt HOR/N g 2% 2, Ml AR ) A
XA

Oi,j = ma[())(l]IZHm,ZjJrn ()
Hrp o, R IE G N ERIE, 1., RWANSIEEE(2i+m, 2/ +n ) ERIE.
EEZEE R X & BRI 2 SR RHE AT 2 B8R H. Ll —ANEE 2N EHER
WAEE, E¥EE — M EE i BT —4EmE, IFMARISERERRRALS R, HiEFAX
y= U(Wx—i—b) (6)
Horpy B, x 2MARE, WENEERE, b 2RENE, o £EIERE
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3. HEREEXMRE
3.1. FRES

ARCEEH FIFET StackLog B H E R H M TAEZL K] 2 Fran. B4, XEiE H EH T, %
SCAS R B N R SCAS . BEJE R BERT MRS T A [ &N, AMMSRECH & s &, K
Sk, BT AFRAE =5 AMEB BN 3w I A g T IS, IR 58 B AR 2R S T
H & AT SR

| | | [ I
! s i — Stacked convolutional layer i
pisFd | = ! | e l |
|
! (W, Wy, -, Ws) | ! |
I J, ! | Attention layer |
! | ' I
I BERT ! I
FHE | = | | | l |
! | ' I
| ! | Output layer | s
|

AZEREEEFE T

Figure 2. StackLog method framework diagram
[&] 2. StackLog 75 3EHEZE[E]

3.2. BIETALTE

e A T HERER SO B RG H &, I5A R T E Xt J5as H BT — R AR ik
PRAFAG HER LLEN T — PSR M B, X — DR FRAE B ESCARSE AL EE, AL EE D R an sk
1 fis:

Fik 1. HEBYEHALEE

WA UG H SRS L= {LLL2,---, Ln}

. BUCEERH EEEEES L

1) EXHEE: R RKKE MAX LENGTH, 774 PAD CHAR, & Xbr 544 PUNCTUATION SET
2) WEf 7 H E1E R84S processed_logs

3) FOR log in log_line:

4)  IF log in PUNCTUATION_SET:

5) B Z 45 log

6) FHEIEM BRI HIRFE)E log line 73 E K HIA 5K words HH LR NIE A

7) AT MK words F13R B F P — A H Ei1E4) new_log_line

8) IF len(new_log_line) > MAX LENGTH:

9) MAX LENGTH = len(new_log_line)

10) ELSE:
11) padding_length = MAX LENGTH - len(new_log_line)
12) 7E45 I padding_length 1~ PAD_CHAR

13) K AbHE 5 K new log line ¥ N processed logs £E &
14) iR[E] processed_logs &4, 1EATAI S H EIEAEE

ke 3 gy 7 A B BAR RG], FAC B S H ARSI R H SR RE AT AR R R
BT R SCRPRFIR T4 1T R SCRI B 7 SCAS o BRIEBAAN, 0T 8 Sl v FHT S e 90 0 5 B R R ) 5 KA
B4, Bl “DataNode” XA KN E L YT 70 08 “Data” A “Node” , JHILIXFh#R A 2 W] & (G
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FHCRAIA, 2 I RASK 5 3, BRSO R AL RE, FUFT O SR 3372 [
REETINE, UL (T 53 KD 2 BN S PRI 2 6 3, R A R AP 1715
A9 1 ST /N SR

logl1: INFO dfs.DataNode$PacketResponder: PacketResponder 1 log1: info dfs data node packet responder packetresponder
for block blk_5017373558217225674 terminating

log2: RAS KERNEL INFO 162 double-hummer alignment
exceptions

for block terminating

log2: ras kernel info double hummer alignment exceptions

log3: RAS KERNEL INFO instruction cache parity error corrected ‘ log3: ras kernel info instruction cache parity error corrected
log4: INFO dfs.DataBlockScanner: Verification succeeded for log4: info dfs data block scanner verification succeeded for

blk_774612454978154966
log5: INFO dfs.DataNode$PacketResponder: Received block
blk_4614530673206341566 of size 67108864 from /10.251.91.229

log5: info dfs data node packet responder received block of size
from

Figure 3. Preprocessing diagram
& 3. maEREE

RIS H %% HDFS #4149 H & L“2014-09-28 00:00:00,464 INFO org.apache.hadoop.hdfs.server.Data
Node:Registered FS Dataset#0” , F>RIE/RACIIEFE G, £x0hix s HE, FER L HEHEE IR E,
HEIEE R, XEEELERBHHER BN, B2 /MERFERXBEAENES. B9, L. A5
%ﬁﬁﬁ%f%,@Wﬁ%%%*%%%%ﬁﬁﬁﬁA,ﬁﬁ%@ﬂ*ﬁﬁﬁ%ﬁWﬁe@L%mﬂ%
H i RorHEFRME @ MAl, p on— K HEBAFRRRELE. TR )E, HERERAKE
MAX_LENGTH I p F{EFI2 & & EHATHER, TEM a3 — & 03 56 S H & {info, org,
apache, hadoop, hdfs, server, data, node, registered, fsdataset, PAD CHAR, ---, PAD CHAR}. X34 #iEH)
Ab P 58 BB A 56 Rk H TR ) TRAL BRI 43 N 2 o

3.3. RERD

CNN i3 i G R AE S N B LT 2, SRIBURIFRAFAE, R nild T BRI SO S5 5 1
SAEFREA . FESCABIEAL L, NN H I Tl SESOAS (R B AR, 9 4 S im R i O 2 15, ARG SC
FE. EHERERN72F, Text-CNN [17]) 2 R T SCA KR 1AL 2.

@ — HEZ)R

O s
bt

HRER

EE

O

A HBEWR e W) =

Figure 4. StackLog model structure diagram
[& 4. StackLog #REI£E# (5]

SR, K Text-CNN TR T T SCA ) 5 (R B BRI AAAE — N Tl R, A 5 SO [ B 248 P2 AH R ) A5 AR
BRI AYESE, e H B SCR KR ANLGERE N e, BUI G ARGEFEAEAE S THRNLERE, 3B 481 [ 2
Halr 5 BRI — OB G 5k . XM 2E L IR T e 45 AT RE- S 20 H A5 SCAR ] [ & rp 5 1045
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BAREEE. N7 R EE, A8 S Text-CNN - FIAE 7 k3 5T e B 81 8 AL &
MLHIFIZE [ StackLog, S5 4 iR, HESBRIML ST q 1 H E AR R ME e, @
IR PRI T AR AR, DA S5 S H SR H R A 2515 . StackLog T % H
WA R R, BERANE . HEBERE . EENEMRBE, &2WETE, S HE SRR
I35 R R

HeBBREE R P O A 2 —, EEFTT RN H S SRR R SRR . ARSI H
EFHER M SRR W AR (g, B AN AT

1) BRUZ S 4%

BRI RS B, HEid S 2 2 602 R I D AR ) S 4R e RIS | ZBRZ
HIAN X, » HAEEN (b,s,e. ), BT ZZERIRIER, Mtk X, , LR N (b,s,e), He <e, o
BARE — e G AR R T S R R

|

X, (m,n, p)= > ZWi(u,v,q,p)-Xifl(m+u,n+v,q)+bi(p) @)

Soofe W RRCE U, JUIEAK, , K, ey e)r K, Ak, R A T 1
Tia ERIRSY o b N | R R E AR, m A SRR IR S A 4R L AR, 73 7 370 v AN 98 52 7 1)
EHIALE . p Mg RIEITEYERT ERJARRR,  J3 0T IRy H 3 AN N IE

XA B2 (I8 A A — A B BEAT S SRR R . BUNB R L B H B A R
I ABUIRHE, ROLTERGEN L% QS ROER . 112 EERZE RS R UAA
[7 J2 A R0 X 8 JR) R AEBEAT A 5 IR, DN B BRI B s AR AE o 7 1 78 5 A DU P 1
iR, X7y S B TR MG 1036 R B A B A2 S e ARG OB R E, RIRTUARE R, 4T
R B Ak SRR B M R B A

2) 2R B LI R K R

FEEPLM TEREEE b, BARE 2 DAFR KD ERZDANERANK, K, K, e X BHE
T HESCAR P B AR R LRI RIS AR . AN B8 LR BUZAE XS R — S N BT G RR RS, RS
PR H SO AN [ENE FEAZ R AR [ )R R o I, B0 (A ARAZ AT DA T T4 1 AH &1 53] 2 [A]
AR SUCR, AIREX R H 38— 28 ] g R E B RAT SR SOGHR AT & TR 1 B AU U e
B S R ROYE ], 3RS 2 R A KSR R &, A B TR H S — SRS i i SR,

Rk oty AR 98 BEEBUZAT 2 4 45 R BT S IR (B R R %), 28 Ouput,,,, » FidFEW]
RIRNN:

Output

concat

= Concat(Conv(X, KW1 ),Conv(X, KW2 ),---,Conv(X,Kwn )) (8)

Horfr: Conv(X,K) RN X 5EBUZ K 47 G URAE . X R A2 5 1) H S CRRER R K

NN T8 FE G R, Lo R AR B EL AR T8 B A Ny H IR IE UM %€ « Concat RonPHEEEME, BEAFE

FARZAS B B4 B RRE R E 4R L AT HE, MR —DMEE T 2 M EREE BN S SR IER R .
BT IXFh 2w E G I, B a2 N A E Az H E AR PR S FEE SR, &K

REMEEHEEAPHEERR, NEEPITIRMEER L. FEAAREFRF AR .

4. TRERSDR

4.1. TR E

N T SRR SCHR H R AR F) A R, 8 A S (1 Mo 4 L EAT S5 : HDFS 4 4R A1 BGL Hidli 4k
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Bl 2R IE T A FFH H B i 4E Loghub (https:/github.com/logpai/loghub). H EE I A4 E B
e 1 fs:

Table 1. Summary information of log dataset

= 1. AEBEELEER

Category Size Messages Anomalies Duration
HDFS Distributed system 1.5G 11,175,629 16,838 38.7 hours
BGL Supercomputer 743 M 4,747,963 348,460 214.7 days

4.2. FNIEER
EF R AL R — 3 K, AT PR R R AT 55 P (PR RS, A SCRA T Precision
(&%)~ Recall (7 [813R) Al F1-Score (F1 18)fF A £ Z A 48 b5
1) K& (Precision): 1EAA TR AR 1E 8 4L B A B B ALIR R IR SR K 3 L
TP
TP+ FP
2) AEZE (Recall): EFIHRANIESRG] GG B SEIESRM A 5L
TP
TP+ FN
3) F1 {E(F1-Score): Precision Fll Recall [ ¥ $51H .

_ 2xRecall x Precision

Precision =

(€)

Recall = (10)

F1 (1D

Recall + Precision
HA1, TP (True Positive) B AL LRSI 2 1) IEZR A FI 4R . FP (False Positive) & #1544 4 15t iR 71 8 1E
FA A E . FN (False Negative) &5 1 A 1 ) ) A 51 2R 3 4 H .
43. RERNBRAI LI

AP =AHLERF I T5i% PCA [4], SVM [18], IM [6]MIPANR LS 2] J5i% LogRobust [11],
LogAnomaly [191/F NFEER ST XL, HDFS 45 2t o W ink 2 fis:

Table 2. HDFS dataset experimental results
7 2. HDFS ¥R SR EER

XFEL T MRS FEIEES F1 14

PCA 0.63 0.96 0.76
SVM 0.93 0.94 0.93
M 1.00 0.88 0.94
LogRobust 0.94 0.97 0.95
LogAnomaly 0.96 0.94 0.95

StackLog 0.97 0.95 0.96

ML AT R R], /£ HDFS #ilifk b, SEGHLEE I, SRR > JERIE
NILTs o JE IM J5E BA R s RS L, (B AR X AR A A [ R MR W A AT 55 R M e 22 - 257
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HROIR, A TS A S, BN T A S B KRR 7 UK U VR )
Jrift, StackLog fEREIEAN B 7R ILUI €0, {5 F1 480 UG RAEMR . 4 A0 BUR A 29U 1

5 R
i PCA i LogRobust
e SVM s ] ogAnomaly]
10 IM = StackLog
1.0 0.97 097
093 0942 090094 12094095 0.930.940950.950.96
0.88
0.8 1
0.63
0.6 -
0.4 1
0.2 1
i ES FEIEIES FI{H

Figure 5. HDFS dataset experimental results
5. HDFS BB L LER

7E BGL £ 45 _ERIL an# 3 Frox:

Table 3. BGL dataset experimental results
% 3. BGL BUBRELWER

Xf ek RS Al F1 1H
PCA 0.50 0.61 0.55
SVM 0.93 0.30 0.45
M 0.23 0.46 0.31
LogRobust 0.76 0.99 0.85
LogAnomaly 0.95 0.91 0.92

StackLog 0.96 0.97 0.97

7E BGL 4l 4E I, R4 LogRobust £ 4 [H1 2 RIS, (HHAEEAE R, XEWESBIEFHE
RN FE, SECKEIRR. X A8 5 LogRobust {# fi] Drain [20]H &M 28 58B H BB AE 5%, 1 Drain
fENTARTEMAT BGL HUHE4E DIHERRIEA R, X HE— B I00F T AT 88 I A HERA M 1T RE 52 mAUASE 2 () A 0
. MR, ARSCHTTEBA RGN, B ARG HESOR TiX— 8, 7EA ISR R A 11
SN, ARIZEMAR]T 0.98, JUHAEF1 48 LERT 097, /0 RIL TR sUR R IV RE . & P Y
IR 6 Fm o
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0.99

1.0 1 0.97

0.91

0.96
0.93 0.95

0.8 1 0.76

0.61

Figure 6. BGL dataset experimental results

6. BGL #IREELINLER

A

4.4. JHRASELE

N TG BRI BB IREN T H S5 H R AR v A

[ PCA
i SVM
M

[0 LogRobust
I LogAnomaly
[ StackLog

0.96
0.92

0.85

FUH

URZIE, ARSCTE BGL Hdla e BHEAT T

RSEES . Hoh A B LIRS BRE, IBOA Text-CNN; B AL HES BHZMZH0A A 1 2 C
R RRAIEHE R ERZ Y 3, EEMERI TRy 2 BB R AR 2 A [ 98 KSR . bS5

REFAAZ, S5RWE 4 PR .

Table 4. Results of ablation experiment
4. HRALIGER

A B C StackLog
T2 0.912 0.953 0.946 0.976
HDFS FENCIES 0.854 0.937 0.913 0.952
Fl1 14 0.882 0.945 0.929 0.964
iRTIES 0.863 0.941 0.954 0.963
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