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Abstract

Aiming at the problems that the traditional intrusion detection system lacks time series feature
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capture and the detection effect of small sample attack is poor in dynamic environment, this paper
proposes an intrusion detection method based on LSTM-DDPG. By integrating Long Short-Term
Memory (LSTM) network into the Deep Deterministic Policy Gradient (DDPG) framework, a detec-
tion model with the ability of time series modeling and dynamic policy optimization was con-
structed. The TON-IoT dataset was used for experimental verification. The experimental results
show that the fusion model significantly improves the accuracy (+13.07%/+21.58%), precision
(+34.75%/+9.55%), recall (+29.43%/+99.13%) and F1 value (+31.89%/+49.93%) compared with
single DDPG and LSTM. The recall rate of small sample attack MITM is increased by 3.29%. This
method verifies the effectiveness of the fusion of time series features and reinforcement learning,
and provides new ideas for dynamic network security protection. In the future, the balance between
small sample and large sample detection of the model will be optimized.
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Figure 1. DDPG algorithm learning framework
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Figure 2. LSTM cell algorithm framework
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Figure 3. LSTM-DDPQG algorithm improvement
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4. KSR
SRR Python 1 & 9CBLRY, FUASKIRBREEIIE 1 s,

Table 1. Experimental environment configuration

=1 RIMRERE

28 4
BERS Windows 11 LAk
CPU AMD Ryzen 9 7940H w/ Radeon 780M Graphics 4.00 GHz
GPU NVIDIA GeForce RTX 4060 Laptop GPU
N7 DDRS5 32.0 GB
Python 3.9.7
Pytorch 2.4.0 +cul2l
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Table 2. Category and quantity distribution of training set and test set

2. NEESMAENLNSHES

AR R PUEZR ISR 7S Tk 2 4
backdoor 5755 12,956
ddos 5903 14,090
dos 5690 13,302
injection 5913 14,051
44,450

mitm 328 713 103,984
password 5972 13,889
ransomware 4492 10,243
scanning 5848 14,152
XSS 4549 10,588

normal 12,692 12,692 29,348 29,348

FEA AL 57,142 57,142 133,332 133,332
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IR (Pre):
Pre = Ui (5
TP+ FP
B 6% (Recall):
Recall = Ui (6)
TP+ FN
F1 5 5(F1):
% %
Fle 2* Pre* Recall 7
Pre+ Recall

Horp, TP FoRHIEH, TN ForE A, FP FRRRIEG], FN Fon B, HEZ s 1R IR 7 2K
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F1 73 BOR RS M [0 3R (1R A7 2%

4.4. ST STHT

Xt TR LSTM-DDPG #8Y, #0521 R FE AN 0.9, FEHRECN 0.01. Bhsh, ShEMFiL
FIN2E S BRI E N 0.001 A10.002. L5 A EAE N 3000, FRHXNZIFEARECN 64, B4
Rt A IR R 300 B, YIZRITAG . FREfhan BRI N 140, EIEIERES L, ASCRAT
Adam IRACEREL, B — M TR B — B UL S, ARECT A AR SIE, B TR A S Sos B AR
MR

N T Y6 SO e R A R, RS et 1 2 AT R SES:, 20 I 1 SR HERE R DDPG A1 LSTM.
SEEGIIAE 100 4> Epoch FREAT ISR, b, FRATIEEL T 50 JCI R i) e 28 45 RABEAT LU FEHERI 54
SO AE S AR M RE LSS A6 3 PR, TAESRIESR Hh A VR BE EL LS SRtk 4 s
Table 3. Performance comparison between the benchmark model and the model presented in this paper in the experimental

set (%)
3. RERB SRR ELIG EPRIMEREELLE (%)

LS TS RS HIEl R F1{H
LSTM 93.95 98.04 46.84 634
DDPG 74.28 79.54 87.91 83.52

LSTM-DDPG 94.93 98.55 93.53 95.97

Table 4. Performance comparison between the benchmark model and the model presented in this paper in the verification set
(%)
4. HERBESAERERIEEPRIMERELLE (%)

LS TS RS HIEl R F1AH
LSTM 76.68 90.25 42.60 60.90
DDPG 82.45 73.37 65.54 69.23

LSTM-DDPG 93.23 98.87 84.83 91.31

TE4C 3 fIF 4 P PsEie A ss ~, s bkt r 7. 53R ER, R LSTM ERIESE -
PRFF T RIFRIZCR, (EAEREMR T A S . 2R, ¥ LSTM @4t DDPG M %% 5, HAIPERES R T
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Figure 4. Comparison of accuracy of training process
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Figure 5. Comparison of accuracy of test process

B 5. M i E RIS L E

% 5 /R 7 %@ DDPG Al LSTM 5454 51 LSTM-DDPG M4 AEAS [E] ey 2 5 _E RSB R . A el
R F1 AR IS R . SEI0 LS TR, Rl SO Ja 1 W 268 76 AN [F) Boas 28 5 R /e ) B34 e
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Table 5. Test results of other categories (%)
= 5. H MR (%)

_ Z5
T izt
backdoor ddos dos injection mitm password ransomware scanning = Xss

FEWIR 2727 8506 6491 9191 5579  78.62 98.83 451  91.69

LSTM HlEE 027 3094 3515 2625 124  27.09 22.46 4759  14.78
F114 0.53 4538 4561 4084 243 403 36.6 4631 2546

FERIZE 9858 95.82 9991  91.44 0 94.30 93.53 97.87  88.83

DDPG AEZE 5083 4222 49.15 5333 0 53.05 45.67 5141 4341
F114 67.08 5861 6589 6737 0 67.90 61.37 6741 5832

KRR 99.64 9590 9990 94.01 3298 9636 96.36 9749  82.40

LSTM-DDPG A% 6507 6657 63.72 6820 329  60.40 60.40 66.67  66.82
F1 18 7872 7859 7781  79.05 599 7426 74.26 79.19  73.80
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