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Abstract

The Kitchen is one of the most common places in a household where safety hazards can occur. To
address this issue, a solution has been designed based on an MCU scheme with STM32 as the main
controller, MQ-2 smoke sensor and DHT11 temperature and humidity sensor as the data acquisition
module, ESP8266 module as the communication module of the whole system; On the other hand,
the MQTTT server under the third-party platform AliCloud is used as the data processing and flow
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center and the IoTStudio platform to develop and design the mobile terminal visual interface. Each
sensor transmits the collected data to the MCU in the form of analog/digital signals, and the MCU
processes the signal into a data representation that people can understand, and transmits it to the
cloud platform through the ESP8266 module. After receiving the data, the cloud platform further
sends it to the MQTT platform. Thus, the mobile phone can observe all kinds of information about
the kitchen in real time.
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Figure 1. System overall hardware connection diagram
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Figure 2. System framework diagram
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Figure 3. CH340 download circuit inside ESP8266 module
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Figure 5. STM32F103C8T6 chip schematic
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Figure 6. Internal circuit diagram of smoke sensor
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Figure 7. Smoke sensor pin wiring diagram

B 7. WE LRSI IR E

2) R AR RS B

TRV AL IR A DHT11 BB G S/ R 5 5, SRR IR 3 T 75 B2 1) 2 A i L
Br 55 . DHTI HUE 24 PRS2/ T 28 ms I A LLAF 0, HLSFHEET 20 ms~70 ms I Y ELER 1 [5].
M MCU 5 ZHHWR, e i i FURRE (0 BP0k S8 U i A& 461, &l 8 i

; iR Bt 28R
—of TOBH o oy DHIWIRL (o, o g 0 o | P B4
VCC |- | . i/W{' I AT PN B
\ | /
GND - 4] ,:,, ll_.......-; ...... 4 ,.}:r:.;... per——ll :: ~
- i e EvA=313in) g <1 ML
B g e et — Bl 1 500
EWES o » DHT{Z 5

Figure 8. DHT11 timing diagram
8. DHT11 K FF [

DHT11 B g 3 oI, 2K 9 hFrEA 1. 24 3, 435068 N DATA. VCC. GND. ZfEHL
DATA 5|5 B R HLE PAL 5| BIARER:, R ES . ERERNE, R4 HZEIRE, B0
AR Y, R D P b 2 S AR B —— XN, — EUOR AR PR 3 B AT TR A R

PA5S
VCC
GND

1
2
3

DHT11

Figure 9. DHT11 connection diagram
& 9. DHT11 ¥Z[E

3. ARGt
3.1. BERAFET

KSR B FE B Th, R IRVE B AR A B ARG B M B 6 7E DHT 1. BB, X4MH
DHT11.h A3 00 MQ-2 i E AL R gs 53 ADC.c U/ HL, ESP8266.c U4 Skt 2% Sz H — L& WIFI
BERAILACFIEE N . AT MHASETRE . aliyun.c SO SR SEIE — L8343 MQTT AR5 48 DA K B i sl 1) Th
feo HMHREFHATRIEEWIE 10 Frx, AR EEERT B 2 5% 0800 F -

DOI: 10.12677/csa.2025.154117 459 THENUR S 5 R H


https://doi.org/10.12677/csa.2025.154117

R 5%

EMERI AL

|

ERMER RS

|

HEEMQTTRR S 88

!

ITHAEXER

|

RERR, RIEE

e

!

& BRERPPMANE

BEER

A

BELEERTAR

A

EERRTRE

Py F—» LIERITE R

=
=
A 4

NS B IRE

Figure 10. Software program execution flow chart

10. RHEEFHITRIZE

memset(&Ali_Buf,0,sizeof(  AliIIOT Connect));
sprintf(Ali_Buf.ClientID,"%s|securemode=3,signmethod=hmacshal|",Ali_DeviceName);

Ali_Buf.ClientID_len = strlen(Ali_Buf.ClientID); //3XHX ClientID
sprintf(Ali_Buf.UserName,"%s&%s",Ali_DeviceName,Ali_ProductKey); /

Ali_Buf.UserName len = strlen(Ali_Buf.UserName); /38X UserName

/*********gj‘éﬂx Password*****************************/

char Temp_ buf[128]="\0";
sprintf(Temp_buf,"clientld%sdeviceName%sproductKey%s",Ali_DeviceName,Ali_DeviceName,Ali_ProductKey);
utils_hmac_shal(Temp_ buf,strlen(Temp_buf),Ali Buf.PassWord,Ali DeviceSecret,strlen(Ali_DeviceSecret));
Ali_Buf.PassWord len = strlen(Ali_Buf.PassWord);

/I3REUBR 25 25 1P Mok 3 115
sprintf(Ali_Buf.ServerIP,"%s.iot-as-mqtt.cn-shanghai.aliyuncs.com",Ali_ProductKey); /4 % ]t 55 #3344
Ali_Buf.ServerPort = 1883;

//Topic F1|5&
sprintf(Ali_Buf.topic_post,"/sys/%s/%s/thing/event/property/post",Ali_ProductKey,Ali_DeviceName);
sprintf(Ali_Buf.topic_post_reply,"/sys/%s/%s/thing/event/property/post_reply",Ali_ProductKey,Ali_DeviceName);
sprintf(Ali_Buf.topic_set,"/sys/%s/%s/thing/service/property/set",Ali_ProductKey,Ali_DeviceName);
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Figure 11. Functional relationship between PPM of some particles in MQ-2 air and Rs/R0
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Figure 12. Smoke sensor execution flow chart
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Figure 13. WIFI module networking test
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Figure 14. MQTT communication connection local configuration test

& 14. MQTT B {F E A HbEC &N

DOI: 10.12677/csa.2025.154117 463 HEHLUREE 5 R


https://doi.org/10.12677/csa.2025.154117

R 5%

HRATRAMBE 2 )5, {ER] A% ESP8266 B E MQTT AR5 43 URL LA Mg 15, 8L Z BT[4S
HoBCERER NS5 4%, NI S8 iR 55 a5 S A KIS . B &) 15 s

& Serial Debug Assistant + TCP/UDP = u] X
A BH O ? O €3
Yort Name : Com3 = AT+MQTTUSERCFG=0,1, "k13kmOALcig.stm32|securemode=
3aud Rate : N 115200 v 2\, signmethod=hmacsha256\,timestamp=1713518237256
Jata Bit 3 |","stm32&k13kmOALcig", "670a6a63197b13200bf833354
ata bIts | e
deo8a350de19606c2e4f49b6c357b4b84b1a783",0,0,""
larity : None v
stop Bits : 1 v OK

] R 3 S DIR RTS AT+MQTTCONN=0, "iot-06z008deh2piapdz.mqtt.iothub.al

psm oy
o +MQTTCONNECTED: @, 1, "iot-86z0@deh2piapdz.mqtt.ioth

Receive settings : ub.aliyuncs.com","1883","",0
j Save receiving to file

) HEX display I oK

] Auto break frame 20 ?

) Script  Auto postback v || £
Save data Clear data

send Settings :

7] Send file Extension cmd AT"’MQTTCONN: . )

= 9, "iot-06z00deh2piapdz.mqtt.iothub

_J HEXsend .aliyuncs.com",1883,0 >

) Script  ADD8 v || &

_J Timing send 0 Send - 268§ Rocoive - 356 - A8 Reset count

Figure 15. Connection server command test
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Figure 16. MQTT server interface
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Figure 17. MQTT subscription topic
17. MQTT TR

X HLUE IS 2 AT B B A RS AR Ak T ‘hello” BIME R, FEH SRR K% IR [F] OK.
T AE A 55 2 i 1) H 35 SO T A BRI A R ORGSR A8t . an 8] 18 At AT 19 e 5% s b
I«

W e smesaey s ssrosssas s g was

M B ? © &3

Yort Name : Com3 v AT+MQTTPUB=0, " /sys/k13kmOALcig/stm32/thing/event/
3aud Rate : N 115200 v property/post","hello",8,0
Data Bits : 8 v
oK
larity : None v
Stop Bits : 1 v
~J R DSR CTS DIR RIS

Close

Receive settings :

j Save receiving to file

j HEX display
j Auto break frame 20 ms ?

j Script  Auto postback v ol &

Save data Clear data

Send Settings :

j Send file Extension cmd AT+MQTTPUB= 3 .
0,"/sys/k13kmOALcig/stm32/thing/ev

_) HEX send ent/property/post”, "hello",0,0 >

") Carimt ADDR o Il e

Figure 18. Sending data test
18. REEHEMIL

DOI: 10.12677/csa.2025.154117 465 HEHLUREE 5 R


https://doi.org/10.12677/csa.2025.154117

R 5%

BEEIFE X
/sys/k13kmOALcig/stm32/thing/event/property/post
2024/04/19 18:05:02.568

WE  Text (UTF-8) v hello o

eS|

Figure 19. Server receiving data test
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Figure S2. Boot circuit
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Figure S3. Reset circuit
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Figure S4. Clock circuit
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