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Abstract

Android smartphones generate a lot of location-based information. In mobile forensics, location
information, which effectively reflects users’ behavior trace, shows very high investigative value
and evidence value. This paper builds a forensics process model to extract, analyze and display
location-based information in order to provide new ideas for case investigation.
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1. 5|

ik 2016 5 — =, Android FHLEITTI 5 HE CAEH] 1 86.2% [1]. FEBEH R 8 HEA # Pk
RS, ATLATUL FHLBGESAR, JCHAF R = L1 Android RGEIBUERAR, A BONTT i %298
M ZRARTB.

Android FAHLH AL H & A 4 7 RE RSB AL E SR . A THBGERE T, X EE R
RERS A RO P AT 0, A EEAEREME, RN ORI E AR Bl 2%l
SRAE G B ADTRB A o B rp 2 BT X N AR B 2 b e T KB TSR . JEIRIE S WaEsk. O SRR
JUE BB AT BUE &, 0 RiR KRR B S BIF AT 2 A .

ASCHISE Android 1 & [ EEA B AE R, BRITE Android BUIE BB SRS 20 AT, A B S 2R i
AMAIE 8 [ %, LAt Py adt v 7 ] 2 BDE r 3t PR B A5 5 SR M AR SIS, Dy i A BOGHE S A1 1 S i
NNy H— B MBS S SR, 5 AN R R I A B S B R, 5
=R REIR X SRS B B, SRS AL B S BT ROR I SR IR AR, B L A A
A BRI F X AR R TS 2

2. ExE&
21 HEBNERES

RCFFRH BN BAE R, 238 AP 3R B ELRE NS I Lk e 5 G2 25 [a) A B G % 3 By 4 s i) 201 8
i IEIVE ) I BHES B, ANRIRT GPS £ R4 =4 R M EHE, BEEE TR 547 85 B0
BdE S5 HAR & 2RI 2
2.2. BUERTHL

HdE n] 44k (Data visualization) & ¢ T i 2 05 R I I 70 Bds vl 44k & e S B - AL TF B,
TG AL IS 5IEE B [2]. B R AR &R, Bl E . ARIEE. MgLse, U
SRR T TR IMABRRIEH, BN &SR R BE S P R 2 RIRI R RAY B REE BREAT
E[3]. BRI BAR T B 20 2 AR (E S AR Fe K B 22 4 g M e HoAH B¢ R DL 4l = 4 ) K 14
AT BRI R .
2.3. BUBBGESHTRORE

R A8 BIE S ks B8 BIE 40 AT e 7 B 1 fT s BV R AR A o

F—EB BRI . B TRGES, WA T BRIE T 6 2 8 T 5% & T B 4 = AR
. B4, EREREY, BEEFEEEN, HE AR BUKRENEE =7V B T80
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Figure 1. Procedure of forensics and data analysis

1. BEURBUES TRz

FER R M. TSR B R BRI AN BE S A R SR AT U EOR,  EE I AL E
X R A B AT IR AR . W T I TR BRI Bl o W 7 i A2, AR SO A B R e 0k B K o)
i H

= BRI . B T AL BRI Bt R R R AA TR R, e MMM PR TR, HE
P4 REAT BIAL R R, DA 3 [ € S AR IESR A2 RECR I H 1.

3. Android BGES B B {5 8 K EIZE

Android FHLH P 7EH #7247 KE A BE S, FEARERE @G NESEE, B
TERFICKIIMEGEE, BAWSUCESE P rIMNEE, SRE. T4, R, HA2ER N H I
ARSI, WIF R A BLAS B4

X b FRA B AS R GH r # B R GURRT F H  E B HA P AV TR, AR T A e b
FER S5 38 =i o DRI 1 2 7 B8 455 5 P A 56 A [) ) A6 5 T ML RIE 2 AR AR X 4 BOGE H A

Android RGHRATE FHs R, RN & NFHL RS Android JRAE R GEEET T e, Kk Android F
P RGTF6 HA 2R ACLL=A S5 (SM-G9008V){E N5V &, H ARG H A Android 5.0 I
H1S ROOT AR . Hd i $ U7y V20 T 5 bR SR B, L2 T2k TR i R U R RE IS H .

1. WiFiE2

KEFE B Zeuity i FAN B8 A 3L W 925 K U5 1) B  Android FHL2s H sl 776 WiFi 945 (1% 32
TCSFE R 4% ) A J@ M (1 4 SSID AT MAC Hithik). [FIEE, Wi 2% 1 JE 2k 82 N i b Ay B — Rl s, R
I WiFi B2 A5 BT DU A ORI FRA B A5 2

Android % 48 & ] — 4> 15 2 . wpa_supplicant £ 5 daemon K 4% # WiFi, & X 1
Iwpa_supplicant.conf f#fifi fi & {E/data/misc/Wi-Fi/ H 3¢ T o 180 B S € RS 5 B8R s i ke 1

B o
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3.2. RA#RE

AT A e B S kg REXIF)IEF I T JPEG. TIFF. RIFF 2630ffz v, FHTiCRB A KBRS R
FHFEEAE . HPNO RIS H0E T WARER o . A BN AEEE, Hhaass GPS M HdE
TE BN B A5 E . Android & RETFHLIERIERT, 4 SR4T H & R IR S5 FAH G T2 B 3h7E EXIF i
GPS 5N . 1X — IS Hh A B S B O A HA BRI R BORE B S e 7 B B dn R =5 8 .

3.2.1. EXIF B4

XFF Android % g FHLERAAA IR A 45 X JPEG SCfF, H Ut 8t i3 FF D8 14 SOl bk (K14
FHR), FELL FF DO 1E28 EON(EME L R) . Xkl A — R 5 “OxFF? 2 7% -7k fil 8l , #/58 JPEG
PR, I RFRIC JPEG SUFHIME B EL. EXIF FIFIM “OXFFEQ” - “OXFFD9” 2 [8] 1 M FH AR ic (APPn)ic 3%
B e [4]. EXIF B8 77 SCRR T o B AR 2 1) e SUB 4%, ix B R 31285 FH (1) GPSInfo 4144, L&
2,

3.2.2. IBEAE

EFxt EXIF gty , AV CHE S 40’5 1R I IPEG U el T H . BL=& SM-G9008V F
MUATR —5K B A ), SR EXIF 2 . 55a 08 A 5 Ih REAS 21 heml A% 30 xf ids Ak 2. 4
BN AAHEJFE R . GPS diE Al GPS B [HIERSE, LI 2.

3.3. BB

3.3.1. I BEREISFEER

F i WAV B R R A S . T QQ. KAF . FARAMCKINGE, ASCUAEI N Z M KIMIE A
Bl o TS A b ER A B AE S R A P R I M B B Ay A, FRRAEAE I R D Sk 2 4E 1, Android
i A R 7% 2 0 5 47 4i# £F \data\data\com. tencent. mm\MicroMsg %42 F ) EnMicroMsg.db %# 2 o,
H1% message fAE IR A2y, HREM I 3.

3.3.2. #ME*E
St Android RS, W LUEE FHLEGE RS EEM B MENRICTE, bR ar EE R,
[ st T AR B G 9% ) 58 = 7 S0 S BILAROAS T R A S O 4K TR 45 A

Table 1. Data structure of Wi-Fi data
= 1. Wi-Fi 52 BUBEH

T ssid Key_ngmt autojoin priority
i PN WIIE 2% P B M B3 et %4

Table 2. Common GPSInfo components
# 2. B GPSInfo AR

T bREEZFR iR
GPSVersionID GPS tag version BYTE
GPSLatitudeRef North or South Latitude ASCII
GPSLatitude Latitude RATIONAL
GPSLongitudeRef East or West Longitude ASCII
GPSLongitude Longitude RATIONAL
GPSTimeStamp GPS time RATIONAL
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Table 3. List structure of message (part)

= 3. message K& (E34)

FEB TR YL
msgID INTEGER AHiE IDIF
msgSvrld INTEGER msg %55
type INT B3]
status INT RE
isSend INT RY, 35S
isShowTimer INTEGER THI 8
createTime INTEGER B I [
talker TEXT SR RE K S
content TEXT N2
imgPath TEXT Sy 2
reserved TEXT 1AL E
Ivbuffer BLOB bR
transContent TEXT i Tlakas
talkerld INTEGER KRR IDIF S
wE s - o X
Sk [C-\Users\JSPI-1\Desktop\20161125_155. I3 3 =T |
exifsE
GPS¥ersionID: 2, 2, 0, O -~

GPSLatitudeRef: H
GPSLatitude: 32, 5, 40 42
GPSLongi tudeRef: E
GPSLongitude: 118, 39, 12.71
ImageWidth: 5312
Ingel_engtl. 2988

e: zamsung
lodel sn—caoosv
Orientation:
XResolution: 72 (72/1)
¥Resolution: 72 (72/1)
ResolutionUnit:
Software: GQDDBVII‘UIBD:M
DateTime: 2016:11: 25 16:54:35
¥CbCrPositioning:
Exposurelime: 0. 0303030303030303 {1/33)
FHumber: 2.2 {z20/100)
ExposureProgram: 2
PhotographicSensitivity: 80
PhotographicSensitivity: 80
Exif¥ersion: 48, 50, 50, 48
DateTimeDriginal: 2016:11:25 15:54:35
DateTimeDigitized: 2016: 11 25 15 54 35
ComponentsConfiguration:
ShutterSpeed¥alue: 5 05 (505/100)
Aper ture¥alue: 2.27 (227/100)
Brightness¥alue: 2.56 (2567100}
ExposureBias¥alue: 0 (0/10)
MaxAperture¥alue: 2 28 (228/100)
Meteringfode: 2
LightSource: O
Flash: O
FocalLength: 4.8 (480/100) o

Figure 2. Program to read EXIF
E 2. EXIF F 2 i IiERF

RN UE (A5 6.3.31) EnMicroMsg.db 4 Fe i 25 - HE U B 7> 5245 B sEst . 1 /e AL
IMEI(FEl B # 2 5% S A A%) RIS uin (U= H P 5 BAR D) 745 B 1 F: (W& 3), H: MD5 fE AT-EAZ Bl N
B MR Y, M T A SQLCipher.exe 771 EnMicroMsg.db 3 SCE, Hi N2, BIw] s Ih$TIF
. BHUR “message” HCSRIII RISk, FH OCEE IR “location” AT SQL EIIEA), M IIREUT R
(H A7 B S B LA 4).
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IMEI 3521 (N

uin -1170738511

Figure 3. IMEI and uin
[& 3. IMEI 5 uin

<Fxml wersion="1.0"%>
imzgr

“Jdocation x="32. 092300" »="115. AS3R53"
seale="16" label="HORHEEFR FHOWERIE"
maptype="0" poiname="[{uH1" /¥
msgr

Figure 4. Shared location data
4. EMIRAE KR

3.4. SinHLE

Zittt R RS R, RIARKBRILCL SO AN AT I E 2R, i A A
T it B S5 T L I TR RS T AR . A SC LA HL P 3t BB rh b B AT B A5 B 3RO

34.1. HXERFRER
T M P N AR A B A B RS e AL S She S BATIER S, XSHIR
/data/data/com.baidu.BaiduMap/databases #%1% . TEARZ AR BdE SO rh, 4408 “tracks.db” %k 2
SO S RVELITC T AE I AR A B AE S, “tracks” HUHE 45 R LK 4.
DAFEAE 7 52 7D 03 Track_Location 7], HE LMt 5 Prox.

3.4.2. REAE
WK 5 P g A s s, Vil data/data/com.baidu.BaiduMap/databases H 35, i) %4 e 5 & B 4
SQLite Expert Professional B[l o] 25 & ##% /% tracks.db, 5 H % .

3.5. M#YENH

X L) ZE A BV A 28 T AR ST 2T i ey o 3 B DAV HE AT 9 AT A DG Hh BRA B A5 S ISR .

JHE P A R R B, S BB AL S BT AL B, AR YR SRS A, R BT
TERIET BAE K, — BBz AT AL, DA SR PR S (it Hh AT IR 55 o iX 28y B S B 4E 7 F kA5 B (XK
MR HEEE R, A& SER.

EH T3 90 H AT SR R AT SR AN S BB A6 T IR SS2%, DRI X st 7 ) 0008 2 B 7R 2 mT AL
HOUE A BBGIEA S & o T AT R I — 340 1T 5005 B A0 PN NS 2 DU 1 S i SR AE A 7E
data/data/com.sdu.didi.psnger/databases/# 1% T

3.5.1. BWiREELH

£ datebases H VI 2 H4 FE SCEFRT journal SO, it im_database_281475098446424.db H1 {7 E A
KITHAZ R, Wk 6 Frox. ElH Android_metadata “& Android 4 & )5 SO 4, im_message_table y4x
15, im_user_table NF F AR IR B .

Kl 6 JE R4 HL im_user_table A H P S5 RIS SNE S, ARG EE BIERAE T A
AR, WA R RS b DRI R 28 A rT M BOIE T B AR BOE 2 7 4iE 5, WIE 7.
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Figure 5. Record of user’s tracks
E 5. BRESIIEE

i e \ database, Qi tibeary: ernal] ersion 3
1 tracks 1o Databese| §1 Extensions | 5 Schema | 5 wnm‘ﬁm\mmlmmﬂ‘ﬁwuu Seripting|

¢ b DIDI_DATABASE

bl owacor panger o el | = e X e [l Rt |

& [ im_database_28147508644642¢ USER_NAME AVATAR URL M_ICON | RESERVE_STRL

Recho  |USERID

[android metadata !
[im message table. 11532205¢ | |

Click here 1o define a fier

e
2 2302297140702 WWEY) it t i
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Figure 6. Orders of Didi Taxi
6. BT ITRER

or i
mepagetuserid =!1I735“mdmd =2598page from=1
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)
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Figure 7. Activities of users and drivers

E 7. NESRANHITRERER

Table 4. Database structure of tracks

3% 4. tracks BUBELEH

RATR

B

android_metadata
Track_Car
Track_Custum
Track_Location

Track_Relation

Android JoHE
HLP St
R F Hk
AN L VAT

M &g iid R
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Table 5. List structure of Track_Location
%% 5. Track_Location {¥4A3R4EH

TR FRAA VLA
guid TEXT Bl e ME— AR RS
type TEXT RIHRA
Ing REAL 2P
lat REAL I
city_name TEXT NOT NULL T AR
district TEXT ATEX A FR

M7 el AR B ST AR 2 R R, bR 2 U E B URIET T A M AR
K, RESE AP IS AT B2 5T AL B

4. HIRALIE
4.1, BIETLIE

UREE DA RN SEAET TP Q8= X ok 3 A ol S N B el 7N MR & W d (R N P S B oS Gi O A 1
PR Ji 6 B AT AU BE AR B G— o AN FU 4R HH R DA FH 2 T Javascript X SR 7R i h 2R 2 (A4 2 400
L bk K——GeoJSON K AT LE— i, L GeoSON Hidfs 45 My Jy b fs & 245 R H8 Iy 3I3E f Bs
ghRy, CUMVEHbRORE WIS, 2. TH. 2. 2. ZHSSM USRI EE S, FANRNE
E S BYE . F AL B AS B HE N GeolSON 4% X AEfifi fi5, BT i1 Python T Javascript &5 4 f% 15 5 X H:
PRI S #RAE .

4.2. BIERE

R ARITAF (b EAL BAS B HAT R B SR, R TG0 f,  MTTEAT 2ot i & A0 & A o
BRSO H R A ZRE 2N ERE, SOV e BRI I BE 4R [5]. I IRV A A (A4
BRI B S R APIREE AT R . WIS e, T LUK R B A5 U2 0 Bl R & 20 D9 5 T e [
s b AL T 0 OB RS, ATE REARELAE S0 S B (] (RS S, i RENS S A7 B Bl
FoA L B EE B R EAT A

5. BRI
5.1. B FEUEPRIBEET ML

FEH T ER GRS, B T AR SCBL H AT B2 PR 26— RO A L, W 1BM 2
Analyst’s Notebook. &MEAHRL AL EHE B RE T RS B A = KIRGERGSE . HERPF B RL T % 55 T
PEIF A, SefEfa i, (HETAEATE. 58 M2 A TR T RANMIATE 5 28, W R 15 5 M Python i 5 J2AH
KA, BORSERR AR R, TP FEIERGRATATAL TR, 520 7K b TR A, SR A4k
SEIL A BRI AR IR EE R o T DL AT AL R SE B AR B A 0 FS A8 BRBGIE TAF b ROz AR 5K
Prfask, ZZEHMH.

5.2. MBI EE SRS ILEE

5.21. ETEEME API KRR
T REHLE URL AP 2 T 3 St B 4200 P 7 2t 17 it DA 2 4 e b 55 37 5% R 0 P 75 SR B R e

288



WA F

Fo H M DREAIE — 2 hrdER) URL, il

“ http://api.map.baidu.com/geocoder?location=39.990912172420714,116.32715863448607&coord_type=gcj02
&output=html&src=test” (Z%ut B W7 6), H4HTHSE I EE AL B AT B 25 | EEHLE-URI API Stk
fEMTEE O, I RID S, EAE BRI AR e R s ok, nlE 8 B

5.2.2. &F Leaflet.js WRR

Leafletjs /& — N T 01 222 T M K (9 15 Javascript B, L0\ GeoJSON 4% 2 A7 B 15
BRI A R e R E R, 45 A HTML (8RN TR T AT AL 7R . Leaflet.js SEBLY
AL B R R AT, TR, [ A3 5 45, 5T Leafletjs RENS AT R 3 IA (7 B IR 5 FRS ShNIZE «
N 7 A v S e RO B M PR A S B 16 Python folium FE 3 EX GeoJSON #1 YU #4354t HTML
SCASE LA B AT BT R R . &1 9 BT Ay DATRT A 520 2504 S 8] 1 S AR S AN H 28R

6. £4iE

FERM AT, B EE SR E R TR —, B NRMA . BE MR 24T s

ACE s
xR

MENAOREES

Hiks I T EMER
T

%\5\* U

IBREER
et U
2wl

Figure 8. Visual display via Baidu Map
E 8. BEMERILRER

folium. Geodson( op

est. json'), . .,
JI.:l-!;:'.U.I sap) | \'\_ F & / -

map,savel’. ftest.html") x N __/"-_-'

Figure 9. The code and examples of visual display

B 9. LIRS AIRMLIHR B


http://api.map.baidu.com/geocoder?location=39.990912172420714,116.32715863448607&coord_type=gcj02&output=html&src=test
http://api.map.baidu.com/geocoder?location=39.990912172420714,116.32715863448607&coord_type=gcj02&output=html&src=test

KA 5%

Table 6. Parameters of Baidu Map API
= 6. AEME API S IRER

SHAATR AL
location lat<4i >, Ing<&: &>
output KRR, web FZTRE Y html 7 RE e S th 1= il 25 R
coord_type AFRET, WES L
zoom B I, BN AR A R )
src App %R

M B AR Android BGIEH A B AF SIS 2 A SCELRE A, i Hodf w AL BOR AT IR
i fe7s, 9 Android - 5 HL T HUE BUIESR AR A0 7575 5 B S

Ty T3, R SERR AR i R R A R, AR SREEE T TR R N . R, RHLER

IANEHEZ IR SRR IE H T BT R BGIE,  SEBU 7 i it — D ROIR L B 3 A, JE R Sz FH AR
P FHUBGIESRAS I BT BA5 2 S AN B, R RSB FEANSE B KT 17 o

SE#k (References)

[1] Statista: 2011 45-2016 “F4BRE AEFHLH B EXTLL. http://www.199it.com/archives/509159.html
[2] Dunleavy, D. (2015) Data Visualization and Infographics. Visual Communication Quarterly, 22, 68-68.
https://doi.org/10.1080/15551393.2015.1029070

[31 Feng, Y.D., Wang, G.P. and Dong, S.H. (2001) Information Visualization. Journal of Engineering Graphics, 324-329.
[4] CIPA. DC-008-2016. Exchangeable Image File Format for Digital Still Cameras: EXIF Version 2.3.1[S]. CIPA, 2016.
[6] #ZX, & —FHrEdRR G E—— A ETE]. RO 5K, 2016(3): 318-325

Lt

LY

Hans Xl

BT8R =32 T AR SS

BRaRTEWARS (QQ. Tl A B )
N DT 5t A58 FO 39 T

24 /N DA SR S I T e )

AT BITE LR AR S

b B AT

IR

A 2% 7 25 e IR

Noabkowpr

PefgiE S http://www.hanspub.org/Submission.aspx

WIFIHEAE: csa@hanspub.org



http://www.199it.com/archives/509159.html
https://doi.org/10.1080/15551393.2015.1029070
http://www.hanspub.org/Submission.aspx
mailto:csa@hanspub.org

Computer Science and Application HE IR % 5/, 2017, 7(4), 291-300 Hans X
Published Online April 2017 in Hans. http://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2017.74036

Key Technology of IQA Robot Based on
Telecom Scene

Yaofeng Tu
Cloud Computing Institute, ZTE Corporation, Nanjing Jiangsu
Email: tu.yaofeng@zte.com.cn

Received: Apr. 1%, 2017; accepted: Apr. 14th, 2017; published: Apr. 19th, 2017

Abstract

Intelligent question answering system is a new type of information interaction for natural lan-
guage understanding. With the development of intelligent question answering system, it will bring
new human-computer interaction mode and new business pattern. Intelligent question answering
system involves many fields such as Natural Language Processing, knowledge management, intel-
ligent dialogue and so on. In this paper, take the scene of telecom service for instance, we discuss
that the architecture of Intelligent Question Answering System based on natural language under-
standing is put forward, and the related technologies are analyzed deeply.
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Abstract

Due to the shortcomings of the existing anomaly detection methods in terms of the representation
of visual hierarchical perception, inspired by the regularities in perception encoding of
bio-mimetic vision, a hierarchical ICA encoding approach combined with motion-appearance is
presented for abnormal events detection. First of all, this method extends the Existing biological
visual hierarchy coding framework with three-level layer-wise learning, and uses ICA statistical
method to extract intra-layer visual perceptual coding patterns, and utilizes the HMAX mechanism
to transmit the Hierarchical information. In addition, with the processing theories of double
channels in the visual system, Each channel is proposed to separately complete three-layer coding
pattern learning. Then, these double features are fused to represent the Anomaly patterns. Based
on the joint representations, the one-class SVM model is used to predict the abnormal score for
each input. The proposed method, whose properties of motion perceptual coding and the perfor-
mance of anomaly detection, is evaluated on UCSD datasets, and the results demonstrate that the
learned feature representations in this paper for anomalous patterns are superior to other tradi-
tional hand-crafted features and deep learning features.

Keywords

Hierarchical ICA Encoding, Motion-Appearance Representations, One-Class SVM, Anomaly
Detection
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Figure 1. Framework of this paper for anomaly detection.
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Figure 2. Visualization of feature representations for three-level neurons, (a) Low-level; (b) Mid-level; (c) High-level

E 2. ZE#HZTHRIEREARL, @ KE; 0) $E; () &&F



P 3 R BB UL b7 P J FLAE SR AR50 Bz B X ak . #1014 3, ATUAE R 1) (RS
0% (s R Siashi A e, B, R =2 RS T FRAKIE; 2) 2R
P R ME RO 3E A T o M S Le B3 5 B R ifig shiiaXs i s Zgnidar e, T U H Tig st
R AT R S AT 55 o T 1k, AR SOKE R 2 42 o) 45 MR AIE SR 7 S5 b i i sh 0 1 S A

W IME=BEIIERAE R ERNES S KR R . < 4 F15% 145t T ANE J7VETE UCSD 41
P b A S B RS R S s DX B o ) S R s SR T B K 2 B0 0 A 2 Y Ped2 T-Hd 4 B
X EM s R, Kk, E 4 A ah ew Xge sk xbe e, nTefER: 1) 5E s
2T : ARSCITIEAE Pedl T4 RS T 5 BT A MRS, (EI SR T H ARG L)k 7 Ped2 T4
ARSI R R BT, AT A, B T RORIERER T . 2) R IX R AR T AR E
E EER F1 AUC BN bRk T #5315 e 0T I M B8 o ML AME UCSD i 4R 1 i) — 6 SR A I s 491 4 /81 5 B o

EESE BIRIRAG R A AT T 1) M RATF LRI E MRG0, AR50 R A
SN 2 A R EE, AT BRI AR, B E B FaRpRIERE S, RIAST LR
SR WS IR S DX 3 e R PR BEBRAL T-i%2K 07k . 2) AHEL T-3E TR 8 2 ST G I 7 i, AMDN 255 — 4
FT- SRR AR IR FEAE SR 00 i, WA R B, HLEUE TR ARt GE . (E2 %7 i R )
L0 B AL A S S BN, BRI S, BN T I8 ENIE AN S BRI T AR SO VAR S5 A
N B =R A S RE LR, R A A S I RGETE AL, 785525 RIS &N 2 R it Al . R AMDN J7
IRAE Pedl FAE b A SH ORI BUAS S 4 R R, (EUR A I RE BB 7 AR M A B, T EL SR [X 3]
SENLA Ped2 4 BRI PERE EERE — @ iRTF, LZRERE, ASCTERIS R A E .

Figure 3. Responsive feature maps and associated receptive field region
3. Mo Sz 43 E [ R L ot 2 ) R =2 B X 3

Table 1. Quantitative comparison for anomaly detection on UCSD dataset
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AUC (%) AUC (%) AUC (%)
Social Force [3] 67.5 19.7 55.6
MDT [4] 81.8 44.1 82.9
Sparse Reconstruction [5] 86.0 46.1 —
AMDN [6] 92.1 67.2 90.8
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Figure 4. Quantitative curves for anomaly detection on UCSD dataset. (a) ROC curves of frame-level for detection results
on Pedl; (b) ROC curves of pixel-level for detection results on Ped1; (c) EER results for UCSD dataset; (d) ROC curves of
frame-level for detection results on Ped2
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Figure 5. Examples for anomaly detection on UCSD dataset
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Abstract

If the operating system kernel is under attack, it can pose a significant threat to operating systems
and applications. In order to ensure the integrity of the operating system kernel, this paper
presents an operating system integrity measurement method based on UEFI firmware. In the
scheme, we measure the integrity of operating system mainly in UEFI BIOS boot process, using
TCM chip’s encryption, authentication functions and Hash algorithm. The scheme can effectively
protect the kernel and the safety of the operating system.
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Figure 1. System flow diagram
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encOsKernalMessage = SMS4_Encrypt (SMS4Key, OsKernalMessage);

EncryptSMS4Key = SM2_Encrypt(Client_PIK_public, SMS4Key);

DigitalEnvelop = OsKernalMessage|EncryptSMS4Key .

10. fE RS A5 ) PIK AMAE 72644, IR 8 BB S % ) i .

SignatureDigitalEnvelop = SM2_Signature (Server_PIK_private, DigitalEnvelop);

Client.

11, 27 b PR 55 2 o ) PIK AHIRAERE 44, 0 22448 PRIR S5 4 2047 B A IIE -

DigitalEnvelop = SM2_VerifySignature (Server_PIK_public, SignatureDigitalEnvelop).

12. B TEE, 55 OsKernalMessage 15 2., 34 1% 15 BG4 EIE AL L.

SMS4Key = SM2_Decode (Client_PIK_private, EncryptSMS4Key);

OsKernalMessage = SMS4_Decoode (SMS4Key, encOsKernalMessage).

13. ¥4k OsKernalMessage (1154~ {4 OsKernalFile fi hash 1257, 752|304 Hash {f, 7E¥1%(5 5
TR TCM .,

OsKernalFileHash = SM3 (OsKernalMessage) »

4.2. BPHTEMEEORERELSH

1. & HUFHLE B3R A AR A5 B IEX A% AS BT hash 128, 49 2 A% hash {f

OsKernalHash = SM3 (OsKernal).

2. XA ML AF ik ) OsKernalFile SC1E i hash J‘Qﬁf%'@ﬂ OsKernalFileHash, ff TCM 17 % 1)
OsKernalFileHashTCM {E 25 —2, WRA—F, MES OsKernalFile SCAFHE BN ZS, SRJE A% i
A RAIGE Y, BRI IRAE E— /N O VRN 0 — 20 0I5 A7 0 B B

OsKernalFileHash = SM3 (OsKernalFile) .

3. fEAHL OsKernalFile CF i HUH 1% #:/E R 41 OsKernalHash’, ¥ OsKernalHash 5 &5 5
OsKernalHash™ {06 o, i —3, VLA AL A B0, BEANBIERIE RS0 WA —20 Ui AR B,
PAT ML AT 2 o

5. RGREMHIBOER

KRG ETE UEFI BIOS J3 8l [ BB AR 4 A M A7 T80T 22 4 I AZ I SCPF, WHERAE R G0 AR SCA AT e 8
PEEER, EEESITIUEED, BEARIEREA TR 2 A, THEMEBILLT 3

1) & ui OsKernalFile SCEF 2247 7). OsKernalFile SCAHAE it (1742 AR TS H 256 1 B A 45
ERG NI Hash MCIOME E, RERMVILEME, WiH OsKernalFile SCAFEE L, ERERESKRERE L. NT
TRAUEZ SO 22 20, 75 B 454N OsKernalFile SO Hash {E 7% %] TCM EP TERFIREE UL SR
HR T K OsKernalFile SCF(1) Hash {H5 TCM H(#) Hash {Efxf b, b beidad, U A7 6% Bz AE 5 1)
OsKernalFile SC /& % 41

2) g2kt DB HI L AP v . 1E 2 4 B IR S5 48 I A7 U BT A 42 4 0] S IR R R B 15 1)
SCA, RSB FIWT R PGS R IR E RGNS R B EZ DB, WA, SHHZIERIE RGN
BSR4 . Wl fRFE DB M)At — M BB TR, ZRGURAREEAN, K7
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WA IS, W OLE — S s AR AR EEER, SSL SRR, BT & HUE S HRE
FEWLE BB 5 TAF, 11 SSL fEA& R EE ik 75 2 =B F A e A = &4, FrbAE 1% R4+ SSL
DANE, FrBAARRGERA T 875 21077 OR ORE B AL 4 1) 22 .

6. KR LER

RGN RN F—F WA RR, NI A RGN T REEAT IR E

1) E—GIrENL P win8 FHIERS, RS, e EipxHEE RGBS E,
THHEMLIE S FFAL.

2) EEFIHUREZ I HHL, HAESRHIHRE R A e B &, HHHENLIER T,

3) BHHRE R AR, TETTHLI HEATRE R, %3R4 28 G0 i v A% 40 B SRS L 70 11 P9 A B AT 0
EA—8, EEAED, HEIASTFL.

4) R A EE B TP A7 RS AR BV ME, TEFFHLE s R, XF OsKernalFile ST SM3
Fei%, R TCM H 7% OsKernalFile ST hash A—3, iR MRS 48 BT R IEIZIRIERRNZE B

5) thE RS eI G, KBELRFHIAZENNZER, ZFAVIENRZEEE, SRS HEITS
VEAE, 2GR RS 3 KIE R NZE R
7. B

OS M LEMERIFFENZENIZG, MW ZEIERRERG ZENZ L, AR T —FhitT
UEFI BIOS I#:1E RGeS e BEALH, S 1 78 UEFI BIOS )8 slid B2 v S 5 R G0 N I BiA% SO 1
TR R, RE S RIERGARK L. £SO R IR b i £ RS ZARIERAE RSB
AR e BEIEM A, X% BRI Rt S, AR RES PRIEE BRI IEw P, 1ZR
L R AN A B

ML 20 B B AL A RO RIRE I, (R R SR AR, 20 i e AT otk . AL R Sk
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Abstract

With the continuous development of network attack technology, attack against the firmware has
emerged, causing a huge threat to the computer. This paper analyzes the function, characteristics
and security threat of UEFI BIOS in detail, explaining the importance of firmware security. The
malicious codes in the firmware are hard to be found and eliminated by the antivirus software.
This paper has designed and implemented an attack detection system based on UEFI firmware by
getting and analyzing the information about the firmware.
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1. 5|

[t 4 (Firmware) & i S AL UG B 28 PATIO — AR Y, BT ENUR)E, BALTE Flash &b,
T 5e S E AR, iR RG IR ERE 1, 51 SEER GG 3EThRE, Bl AN &
Bt SHLERERECE R R GEAE “HF2” . UEFI (Unified Extensible Firmware Interface, 4t— Al 4 & & 1}
B OB EEARAE, B RTSMLAR T2 . UEFI A E A REEE R G0 2 181 8 D E T 357 AR HEFT AR
W, HNESERIE RS T BT AR IR B[]

BIOS (Basic Input/Output System) 1) 3= ZE D) RE[2] 4G : D)FFHLEALL, tHEHLS IR, BIOS 348 5 il {4
WAAFERIR, HARE CPU R TIEIEY, WK EN . rgmEPBishas. EANA. BREN
AR TAE. 2RV, WIUGWAHN IR, FEXAM B & 3T IKE) . 3)BIOS #4ik T RGN B )
e, F PR NIRIE R G 2 Al LLEN BIOS W B FH1H, X RGM SRS HT %S, Wt f/AEA/USB
SIRIFFE . o G REZEISE . 4)5] S RS a 50, BIOS 1% I& K B h A7 18 SR F i NHE1E R 4051 &
ARAG, W 58 AR 2R GE I N8R B o VB BRI AE R G IAR AL, BIOS 1% X TH L S H 2
Flash :t5 Jr C & SUVFEFRAE R Guis AT ik B2 b, Gl IR 58 FER R B0 BIOS HH i N 25 2E4T RilE 5 N3],
BRI R G R TR, (H5 SRR 5N TR 2102 4 KU

FH, AR E A CIH 2 [4]E & B 1) BIOS [ fF8 i A4 v 5 NELAS, Hek 1 BIOS Ik
WACHY, IERGTENLCE RS, 8 P B E R TR R . 1999 4, Phoenix 2 ] H R SLEL T
I 7E BIOS [E4F g N — MR E ILS [5] (Internet Launch System), Ny /" HahEREM %, RS
WA, JEh web RS, JEoRIEIUHE R THUE], Bk, JERHIL T ACPI BIOS rootkit [6]F1 PCI rootkit
[71, 4 AFIF ACPI F1 PCI 7E [l fF HAE N = AR . SCHER[BIARHE UEFI [ & F1)3 8l id 72 Hh A7 1E 1) 22 4
B, BT BT UEFI A7t Budi v & BN FriE R X PR 80T 77 30 BIOS BUti 4 sl ANE T
ERGIGE M Seds, £xF BIOS MM, fEHIERG T AR, ERAHHREARRN, £5%
AEFHAF AR, R BE A RIS A T, B RGEMITELRR. BIOS W% =S b B8 78 4 M 4
i R T BRI AR A0 e, ARSI RS B o B (5 BRI IR i, B0 [ A4 1) s T Bk SRk
Z, IMEH R EN SN, BIOS — HgHE BN, "fesvEBA RS, Kk, BIOS
U A A B 47 A 2 F R A R A 1 . B AT, T BIOS Gk Al (i 7R 43 Ar, 1 B Y AR R
AU AR DG AR IR, [ A 22 4 AU R A DG B R0/, S e o] A T ek s 14 PF 7SI TR
BT — 58 BIMERE o

SCHR[O14 H T —Fh BIOS Akl %, BPik4T BIOS Se8 k. SCHR[10]42 Xt BIOS %4z &

()
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BEATFAHE, L UUAC 2 A BB R IERD, FIWT BIOS /& TS FEAERR R . A ST 7T UEFI [ fE B A 45 4 STk
[9] [101RIAGIN Iy 3%, Bt 552l 1 —ANBr 3L T UEFI [ 4 (M Al 5245 A S04t BIOS B34 b
PR s 05 DAEAS ] AL SE 1 BIOS, X T AN [ #2584 4 Award BIOS, AMI BIOS, Phoenix BIOS
&, &) EMBEEAIAHE, BIOS SR U HIkE AL B BG IR K ZE 57, DRI A1) BIOS %24
R R G038 A2 AT —Fhoss i 2878 BIOS WIME 7S S8, A — =M. Hal, T g EMR K BIOS
3 S FF UEFI B, ANFEI BIOS | R #lSE I 7 UEFI IS e 2 1. UERI FIYE 2 SC T 8 11 [ R 45
¥4, BIOS 4% i E UEFI 241K A ) P1ARYE B ) Firmware Storage Specification. 43¢ R FiAR 4
UEFI M5t BIOS Sig SOt AT g hl, Wit 5 sedildt T UEFI X 248, 86N 7 24008
PE. 1 H., &% BIOS Al R4t R HFSRMEBA, KXRFAR ) umsE Windows 24 KK, HILL
B AER, AT BASE R BIOS Bratidrill TAFE, B m] DU - %F BIOS A IR A1 T A AR .

2. £F UEFI B MRERNRGS i

AR GH S5 = D2 SR T UERI (9 [ 4 K B Bt RGe[1112K 580 7] BIOS WA AR E o [ 44
Bt TP R RS LR X86 *F-& BIOS JyAkfill, I I HHE AL BIOS H R 418 HARL U (SMM) [ 24 J5 2 |
POt LA SMI AT BRI, n AU SR LE AR et o [ R D Bt RGN L A A 1] 1
s

AR Dl RGEAE TR DRSNS BIOS . BETREMEARDLIELG ARG TG, At
R @I IRE BIOS A8 1 H%F BIOS B8 AT il K BIOS RAEAIbR ERL AT X L, % BIOS
BEAT S B R, DA BIOS 2 S Bk i 2 2R S, JF HAGIH BIOS fME— 13z 3 f
o Wi BB AT BERR S — R L AT, BRI, RHB . A, R RSEFH
SMBIOS 3L 1 M ESRIEITH RN R G S A ME R, B BIOS. FHR. WAF. CPU KHARTHE
LA TS S, RSN ARSI, 8T P B R GOIRAS, B AF kAT Bt Al TAE .
R T A T e A I 2R G R AR SRR T 1] 2 T o

T UEFI [ B A 28 0 e 0 7 i R AR 55 245 i 2EL 1, 9 27 7 i 10 R 54 st 1A T 250908 P
% i R D) R Ay A LA DA BIOS SR MRHTBLER, JEUE(S EAdS A, THENLRSE A
BRI bt Hoh BIOS Bt AT HUR R IAZ DA EURT RGBSR ST, iZ a5
RS54 SREUEMEZ BIOS Hid% 30, X BIOS SR i AT o A Ik, JF 3R HL BIOS % AMEHR 1) MD5

&
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Figure 1. Firmware trojan attack system network topology
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Figure 2. The overall framework of the firmware attack detection system

E 2. EHHRERN RS S A ERE

. HHILRGEEBRIER T BIOS. CPU. WHF. -5 TH AR TEARE S o Rl Hrix — itk
D REA R AT 5 I DN BIOS SUIF S FREARSFEAHEAT 1B MD5 B X LL, 0l BIOS A& ek, JF
HARRR 1 BIOS HIMl—Rib A A A8t Ak 55 8% i A P B A LB 5 %0 P i BEAT A5, B0 7 i A A 9
TR, RSy MmN . B ab BB 0 7% /7 i A HY AT SRIEAT AL B], JF XIS Bl o i s TR, RS
Wk A J BIOS MR AEACHIREAS, | ANKIE 2 75 9 Bl (K BIOS R MR A, AL S5 hnik
AR EATXTLE . A5, A RESCEURIThAE . AUk, FrAEAQRDREAS i 22 et R AR A7 i, S ARA7 b LE
A IFA 4, FATR BIOS ARt ARSI RE 778 7 55 &% Lo 5545 it 1o Bodfe 8 B BRons Y P 1) BIOS
PRIEFEAAIREE MDS AT 48— B B S A7 6k 207 il SRR (S SR i BIOS SCAF AR B MDS {H
EA RS A b ARG AN o BB, R 5545 i 2 R 0] A R BIOS 4 45 % 7 i -

3. £F UEFI BHMRERNRERIZL

KRG HRAE R R R 2 BIOS SM% SUF 2 S5, K A B Xty 2 BT (19 R BIOS B8 SC 4l
LRI BIOS B8 A HEAT B0 iR, HT BIOS SEPR2 2l IR 46 . N J5 AEA%7E Flash i A B8, BT
DA BN 48 A7 il DR H A R L R VA S AT AR R 48, R JEON B JE IR 1) BIOS ikl S0«
X FEAT HA ) A AR T 5 MD5 i S, 4 B BRI BIOS ARRGAE A (1) 88 A ER 43 1) 5 AR 5 L R AR HEAR
T FEAMIHGEAT MD5 (E LB, W AT —80 YT A BRI A AN, 5 ERAIS—FE, BIOS HA
TR R AR A A5, U] BIOS ZE X, MDS5 i S BN B R
o A R Sr i RE B A 3 BR .

AR RGN S B AR AE T[4 BIOS FIEAE RS2 [R5 . UEFI BIOS &4 £ EAUHE 8 Mt
UEFI BIOS :AilifChE R e, A ARAH OGRS B35 CPU ARG, 85 AR RN i AR, i 4% ARRS, R4
SCRFBEEL, UEFI OS In#ias, BN HRET, SCIFRFREE, SMI il Bigis, Hrp SMI A ilikb
FRREH DL R S RGEIREN A2 OS Al BIOS M#AS MR 4L, AT R8sl A HEqit

4. BF UEFI BB EHHN RS HRIRIE T 5583
4.1. BIOS SRIGEARIRANIZ T 5L
BIOS 4G MR HT A P 75 22 58 BT 55 LA SR AL BIOS 285 1F, X BIOS MEATATHL Mk, e 447 1130
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Figure 3. Firmware attack detection system flow chart
B 3. EHHERNRGRiEE

Or AT R a1 2 R AR BIOS —EIARAS, FEiT HAAN B MD5 T B . X —EHUZ AN BIOS
Bl R 0 i LB 43, SR S TR BRI H AR 5L fli. BIOS £ Flash &5 v A iR 4E M V%
M8 — s [l SR AE TR, P A REHURAEAE AR E5 M Soa R, k4, BIOS | RN T B BIOS Fit i 47 fif
ZIE], SRS M 2 A, X BIOS MIVF AT T 4. B, X BIOS REHGHAT BUdi kil 2 /i,
e T B BIOS S5 SCAF o il JEXT R4 A H AT fif R 45 19 2 R 4R 1R

UEFI 781z 1 58— 4% BIOS #i3is, A 7 J5 {8 UEFI BIOS [FF &K 54 &, A Flash it5 /i # BIOS
BB LT IAAAE SR o IXPP MRS RAAT — P SO R G, S [ 4% S A AR AT T
WIHLE, UEFI BIOS HIBANThREIEHERAZ A 7E B AR S5 M St . TEIXMRITE R, A BIOS #il o —
/™ FD (Firmware Device), BIOS A% SCAF a2 — AN 15 % SO FD ([ 1 2% ) /& — ide 2 A7 X 3,
—/NFD XS AN B e, #ARkIEEFE . FV (Firmware Volume) & & 4: (ks AL AE ik 21, —4
FV Bl AL —ANERZ AN FF (Firmware File), [ SO RAEE FV A7l 0B AARED, 2 [ S R 45
By AN AR SO B A SCEBE, Firmware File Sections & ANELERIEL, &4FE
File Type B0 7354y . UEFI BIOS 834 S 4546 2 i 4 B
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[# £ S & St (Firmware File System, FFS)fifiid 1 7 [l 144 FV B[4S FF AN N 22 [ 2L 2GR,
4~ Firmware Volume Image 17 Header, FFS Image 1 Free Space, %}~ FFS Image %5 Header 1 File
Sections. FFS &g w1 5 frac. Hoh Type F-BUR 7SO @AY, B4 SO 25A0E : PEI
oL [ A SO . DXE #200 B S0 . UEFI 3R3) S35 2 Fh R AL S04

FT UEFI (A RSkl R 48, 18 50 BIOS i REFK) A A7 bk 3K B BIOS 455 fF, 433 BIOS
GRS 25, AT UERL [ SO VEXS BIOS STAFBEAT R, X T4 A7 il i) PV, AR [E 1L
BRI I 4877 20, AR AT i e 4g, fERT45 3] BIOS i sCft, FEpk BIOS 5 A1)
fifEtit. R4 BIOS B8 i SRt 6 .

4.2. WHEHARGE BERIN TS5

THENLRGUE BoX — PR X L b A 1405 BT R, RSk &G AR B ARIRES,
ET AP RGRSE . NS T LRSI (E EA: BIOS BEAEE, RAELE, RAHMH,
8 AF, MNIDERSE, RGN, WEAEGERES], ALERESIBUR IR KRGS FRVEAHE R . XL
MRS SR IEE RFEMN SMBIOS 13 2|1), FHLLEM. FiiCAM N E R H K. SMBIOS (System
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Figure 4. UEFI BIOS image file hierarchy diagram
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Figure 5. FFS header format
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5 BIOS IMAGE » | Block Attributes | Attributes Value
e NV The beginning of the FFS 0x280048
=+ FFS_001 =| | The end of the FFS 0x4474bf
. @y SECO1 GUID 4A538818-5AE0-4EB2-B2EB48SI
B FV.2
@ FFS_001 1.6-bit ﬁllf- tail at the end of t!‘u;: file exists False
(o FFS.002 F!le required tcj execu.te a crisis recovery False
: ED e File .che.cksum is reqmr.ed . True
= Beginning of data section should be aligned at 0
B0 V3 File state value is 0xf8
. E£3 FFS_001 [FvMainCc
- SEC01
(D Data Volume_4
B FV.S
@[ FFS_001 [PeiMain]
@ FFS_002
@ FFS_003 -

Figure 6. The BIOS image analytical results
6. BIOS RIS RRHTHIR

Management BIOS)Z % MUTE iR 1 F AU 2 Gu it B R it 7 e Jee /R 280 R 4 1Y) BIOS 422 1 i 4 3
P A R A B AR A% 20 2 I . DMI (Desktop Management Interface) /& JH SRS HE+H HNL R 45 1 & LA e 3
HME B A& AH B (S B B RS, 1E/5 SMBIOS MUYE, JEK 4L B 1 EE (5 BA7/E BIOS Ho [H I,
FATAT LA SMBIOS Hsk BB A B AL AHE S . 7E SMBIOS 2.7 JiRAH G H1 24 SMBIOS {5 B 5E
(RIME— U7 1] J 2 B T R B 7

HnFESCIL A SMBIOS S HUH RN RS E B RPHR: HE T4 EPS &, FKHL SMBIOS R k.
SMBIOS H ¥4 () 17 25 4 J& H EPS A1 SMBIOS 3 itk ik iy, EPS £ INZ 1 FiR.

£ EPS 1) 16H ALAE# 152 SMBIOS H M E KL, KA 18H Abf7fd 1 SMBIOS K [ U Py 3 N A+
bk ARG EPS K45, FTLLEH, #KF “_SM_” FH#kF “_DMI_” , {H#F] T EPS E. 1fi “_SM_"
H1“_DMI_"7& H[E 5E 1) ASCH ASAREE, IRZE B 2  #k ) EPS &5, 4 & 1) 18H Abwk AT LL#3 3] SMBIOS
FIPR A7 . SMBIOS F & ik 2 Type O fOAEfigHbAE, Type 0 iR 2 BIOS FIFEA(E .. X Type 0 &
BEATARMT 35 DL — e Ak i e ok, fH3R15 7 AHEEY BIOS {5 K. SMBIOS %42 H1 AN AN A 2870 () & 45 H #
B, B AN REE AR — P EHLALE 15 B ECE HAR SRR RSG5 B - SMBIOS 2.7 fiiAHiiR 1 Type
0-42, 126 1 127 MR Z5H o« AT it ) &R 40 R B i o 3 L BT H LA Bk AT E . Type 0
EfERIE BIOS B, Type 1 2 R4EE, Type 3 Z2RFASEEE, Type 4 ZAHAEL, Type 7 &%
P55, Type 8 &uii i&EH 4%, Type 9 /&2 RGuHdifE, Type 16 2 ENAFFES] . Type 19 S N A7 51 S
ik, Type 32 Z2&%4i5 FE L. B4 SMBIOS R EAMIFIMLEW, &R XRI5 Jbs X X7
FRE X3, e O IRTEAR SUX 382 S5 o B4 Type RIX RN G AR, #45r BIOS F1I#% X
WL 2 Fiom o

£ BIOS £ [1) 00H 43 Type 5, 01H Frffiik 1 HAE XA KL, E X G- H PR X
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% Type 0: BIOS Information

Struc length is 24 bytes.
Struc handle is 0806h.

Uendor:
BIOS Uersion:
BIOS Starting Address Segment: FOO6h.
BIOS Release Date:
BIOS Physical ROM Size:

BIOS Characteristics:

BIOS Characteristics Extension #2:

PCI
INT
INT
INT
INT
INT
INT
INT
EDD

American HMegatrends Inc.
K42Ju.207

05/24/2010
00200000h (20648 KB).

Boot from CD is supported

BIOS Shadowing is allowed

BIOS is Upgradeable (Flash)

is supported

17h, Printer Services are supported

14h, Serial Services are supported

0%9h, 8042 Keyboard Services are supported

85h, Print Screen Service is supported

13h - 3.5"/2.88 MB Floppy Services are supported

13h - 3.5"/720 KB Floppy Services are supported

13h - 5.25"/1.2 MB Floppy Services are supported

{Enhanced Disk Drive) Specification is supported

Selectable Boot is supported

Reserved for BIOS VUendor

BIOS Characteristics Extension #1:

Smart Battery is supported

USB Legacy is supported

ACPI is supported

Reserved 2:6

BIOS Boot Specification is supported

Figure 7. System BIOS information display effect
E 7. &% BIOS EEE TR

Table 1. EPS table structure

= 1. EPS &R&H#

offset name length description
00H TR 4 BYTEs “ SM_" F5 % NPUA~ ACSSII AL (5F 53 4D 5F)
04H EPS #3611 BYTE
05H EPS K& BYTE EPS MK JE
06H SMBIOS E A BYTE
07H SMBIOS VA BYTE
08H RGN WORD KTt SMBIOS S5 #4 (k7
0AH EPS & 1E BYTE
0BH-OFH T 2R X 3 5BYTEs
10H e ] 4 5BYTEs “ DMI_" J5 78 T4~ ACSSII i (5F 44 4D 49 5F)
15H Hp )R 56 AN BYTE
16H sEM K WORD SMBIOS 543 1 K
18H gkl DWORD SMBIOS K [T aa Y E ik
1CH SN R WORD SMBIOS 5142 1 S
1EH SMBIOS BCD f&1F BYTE




FE %

Table 2. Part of the BIOS table format area
= 2. ¥4 BIOS TG X

offset name length value description
00H Type BYTE 0 BIOS {5 B~
01H kg BYTE Varies Type0 % =X X Ik K 5
02H & WORD Varies EPS MK
BIOS #ERp (115 2.,
04H 5 BYTE 01H . . N e e
IR 9 OLH ACTAE 1 s 5 — 3
BIOS MM A(E .,
05H BYTE 02H . N e " e
e R 02H AR A
06H BIOS e 4f ik B WORD Varies
08H BIOS & Aii H # BYTE 03H MR 03H, ARFRTEFFF BRI 88 =N 45 e
09H BIOS ROM A7) BYTE Varies

BIOS GR MEHTHHANTH SN R Se s DA B2 AR ST [ R RSB 3 ZEA R, AR R (1 SCBUAH X
I, d TR, R AME
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Abstract

Traditional orchard cultivation is inefficient and heavy work, and the Internet of Things technol-
ogy + traditional orchard cultivation mode is conducive to improving the efficiency of the orchard
management. In this paper, with STM32 series of single-chip microcomputer, 2.4 G wireless mod-
ule, and Unity3D engine mobile development platform, we design and develop an orchard planting
remote monitoring and control system of Internet of Things + Unity3D interactive intelligent vir-
tual reality. The system consists of the bottom part and the top part of the composition. The bot-
tom part of the design uses soil moisture sensors and air temperature and humidity sensors to
detect the soil temperature and outdoor environment temperature and humidity information.
According to different fruit soil moisture settings, the controller adjusts the solenoid valve and
controls the amount of irrigation. The top part of the design establishes three-dimensional virtual
scene to achieve roaming, real-time monitoring, and information display. The bottom part estab-
lishes protocols with the top part, then we can investigate fruit tree farming professional informa-
tion to set the intelligent watering, and establish remote manual control watering, which facilitate
the management staff at any time to view the data and remotely control watering, thus reducing
the difficulty of orchards maintenance.

Keywords

Smart Orchards, Remote Control and Detection, Internet of Things, Virtual Reality
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Figure 1. System global structure chart
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Figure 2. The human-computer interaction interface flow chart of design and development
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Figure 3. Physical diagram of bottom. (a) Information acquisition and control systems; (b) Master-slave STM32 series mi-
crocontrollers; (c) GPRS wireless communication
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Abstract

In this paper, firstly we design an Architecture Design of Private Cloud Computing Platform based
on OpenStack, then a prototype system is installed in the actual application environment based on
the architecture. Finally using the benchmark tool Rally of OpenStack community, we simulate the
actual load environment and test the platform synthetically. The result shows that the cloud com-
puting platform still performs well in high load environment.
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Table 2. Prototype system hardware configuration
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Abstract

Optical fiber link monitoring system using advanced wavelength division multiplexing technol-
ogy, computer communication technology, fiber measurement technology, machine learning
TensorFlow framework, etc., achieved the status of the optical fiber link automatic monitoring,
fault analysis, positioning, fault management, maintenance arrangements, line status prediction.
This system can reduce maintenance cost, and significantly reduce the time required for main-
tenance.
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Abstract

At present, it is common that daily increment of log data reaches TB level in domestic internet
companies, and the real-time multidimensional statistical analysis of large-scale log data is be-
coming more and more important for enterprise operation, management and decision-making.
However, the current large-scale log data analysis and processing technology is very professional,
and business departments and operation and maintenance departments whose demand of data
processing is most urgent are difficult to have such capacity. This paper designed a real-time mul-
tidimensional statistical analysis platform for large-scale log data through integrating Flume,
Kafka, Storm, HBase and so on. The platform is named Flying Streaming. It solves some key tech-
nical issues, such as manifold log data access, real-time multidimensional statistical analysis,
submitting, updating and deleting tasks by configuration instead of programming. Flying Stream-
ing provides users with the ability of real-time multidimensional statistical analysis without pro-
gramming. The application effect of Flying Streaming in the Internet enterprise is good, and it can
meet the needs for Multidimensional Statistical Analytics of most log Data of business depart-
ments and operation and maintenance departments.

Keywords

Storm, Large-Scale Log Data, Real-Time Analytics, Multidimensional Statistical Analytics, General
Platform
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Abstract

The existing methods for extracting the translation and scale invariants from the discrete ortho-
gonal moments are via a linear combination of the corresponding invariants of geometric mo-
ments or image normalization, which led to calculational errors. In this paper, a novel kind of dis-
crete orthogonal moments named as Charlier moment is proposed based on the discrete Charlier
polynomials, and then an approach to directly derive the translation and scale invariants from
Charlier moments is also presented. Experimental results show the high classification and repre-
sentation accuracy of these invariants as a result of direct calculation instead of the image norma-
lization or a linear combination of the corresponding invariants of geometric moments. It is also
shown that these invariants are relatively robust in the presence of image noise and are poten-
tially useful as a kind of invariant descriptors in some image analysis and pattern recognition.
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1. 5|

1962 4 Hu [1]#2H 1 EUG LA Ee 2 2 12 K . BG LA B/ A & LA PR . iR E
AR, T B RS R, T AR A T AR AN AR S i S LSRR % AN e SR, AT A ik
BRAEGEAR RS, PR BORIE BIUAR, B AR T U Fky B2 JR 8 IR ARG, T HLZ S R
N A R H R, R — E MR RN IRE 5 BN R . DL BRI, — SRR TAE S T E SRR
2t 1 Zernike [2] [3] [41F1 Legendre [5]55IE4E IEACH . HH T 1AL IR A HE 1) 5 R 250 IE A (1R 2L pR 4L
FrUA el LR BN E BIUR, FETELIEZH AT U UG R, thah, S)UAEEML, xeEsEa
AP E M. H2, W TIESIEAHNE W &R =48 n R, i BUGE & SU7E 3 HE
Bep g, B DATH RO R R AT AR e A AR A I AL, BT DAAEAE BB AR 1 PR 22 5 TR 2 [4]
TR R 7 o P SR R K B AR 5 5 70 SRS

Mukundan [6]7F 2001 4F4& H —FhJL T BB Tchebichef £ IANAI B BUEASH . )5, Yap [T A —
T T Krawtchouk 2 T = B BUEAS A B9 HIOE ACHE A R e 80 S5 4007 MG S 2 2 TURE, 8 S5 TS
THER T B AR AT Bl 22 5 R BB AR IE LR 2 5 T UR 2, B BRI EHERIERE /15 7 2k
FE, M HSESE AR, BT S TRRE ] IR, SR, BRUEASHERZ A EER S
JEAR AT, PR AR A &2 180 B #2 5 R 0 — A5 R B 1 B LA R AN AR B 2 v 4
HIAEERUE, X—IdBERI NI ERZE, s EOE R HE R R IR ASCET Charlier &
BOERZ 20 [8], $&H 7 — M S BOESC A, HF3E T2 BOE L 2 DR Re R e oL, St — M Bt
HAZH PR R EAL R 7. SLIREE BRI 717 VE T3R8 Charlier B EASH R EEFISFFEA
B AH R ERR S R

2. Charlier B8 IE 3R
KA NN FIEMRRECH f(x,y), 4k Charlier £E[8]3& S 1 F -

N-1N-1

Am =2 2 8P 08 (v) F(x.y) (1)

x=0 y=0

Hep, £ (x) AT (y) 4 BIFR n BAT m BAsiE Charlier BSHLIEZE £ 5150, n B Charlier £ 515 i il
JUAT B8 80 LA R

trﬁal) (X) = R (_n’ X5 _]/al) @
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Hr,
Ry (@b = X(a), (b), 5 ®
(a), =a(a+1)(a+2)-(a+k-1) @
f
(a) = (-1 (-2), ©)

k=0 (—al)k k! ©)
= g Bn,k X>k
Hep,
(n),
B, = 7
)y ™
(%), = s(ki) ©
b, s(k,i) TR — R AL A UUFIRIAXR:
s(k,i)=s(k-1i-1)-(k-1)s(k-1i), k>1i>1 o
s(k,0)=0, s(0,0)=1. ©
B # Charlier Z 5t (x) #1t8Y (x), 0<mn<co, al>0, HAELFIERX.R:
iw(al) (X)tlgal) (X)tmal) (X) _ pr(]al)é‘nm (10)
Hofr, P HFFHBL S, FoRKBEEAL W (x) RIS
a e—alalx
wt )(x):T (11)
(a1) _ n!
Pn - al” (12)
(i, nBbRAE Charlier B #E % % 55t ) (x) v
(a1)
F@) () — (@) W (x)
tn : (X) _tn : (X) p(al) (13)
R ARE), (7), @FE3), £ (x) XLArLhE
s W)
£ (x) = A£)§Bk§qkox (14)

A LLIER, FrdfE Charlier BaRIEARC Z WA E UL R iR R,
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EMH—F Charlier 2= 9:

3. Charlier EATERNRIEITHE
3.1. Charlier BRI EBATE

SElEg f(xy), NIRRT S RERRAZ S, JH47 R,

f(xy)

a1 —alalx
& (%)= Ve x!
f'i(al) (X)
MR LA BRI HER R, A ASEI Charlier JE e 20 PRad vH 5L, A4 & Charlier 5/ TH R EE

3 al_ X e—alal)(+l
al x!

THELTAL B A (1 BGOSR B AR bR, A

Sof B2 Charlier F1.00 %64

s HAT@)M(14), X5 N:

HAy,

f(X, Y) = [W(al) (X)W(al) (y)](—l/z)
o =22 (0y)
0 ZZ f (X, y) )
g =z 2V y)
’ ZZf(x,y)
S EE (x—x, X (y-y,) T (x,y)

(15)

(16)
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(19)

(20)

(21)

(22)

(23)
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8 Charlier £ 5T T (x—x,) 1T AR N R 0] 4 B

(A (X=%) =2 Vo (_Xo)ﬂ(m) (x) (24)
A
Vn n—k (_XO)
1 kn-k+1)- == _ (25)
== Z Bn,n—k+| <_XO>| __ Bn—i,n—kvn,n—i (_XO)
Bn—k,n—k 1=0 I i=0

F el y Fh 77 ) _ESEAS Charlier 2 55 A] BLS &

ﬁ@“y—w)=kjawd—%)ﬂw(ﬂ (26)
Wil
Vomes (=Yo)
—— [z[“‘ B 9,5 s (0) o
A 0(20)F 8 Charlier FRoCa 3R] BAS RR :
Ko = 22,0 ()T (90) A (28)

i AT %n, Charlier A0 fERI LA Charlier 5526 PER R . R LR FIEHESSC R, Charlier FHFI T A
Ap ] DL 5 H R

32. REFZE

LR S (R BRI 10/ PE R T 300 o 0 b, A P S e
F(xy)=[ W™ )W (y)[ 7 £ (xy) REE LR ) Charlier 9:

A, =abd > T (@) (by) T (%, y)
(30)

=3 3B, s(ki)x (31)

H,

kS (N =K, i) (32)

(@)
—
>
=
Il
o9}

Kk, BEET R R E AL Charlier 2 B2 AT LR R AN
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T (ax) = Y.C(n.i)a'x! (33)
A2 R R 2 TR R AL 5 1 2 T 2 TR AR R RN
>t (@) =2 3 70, (1) (34
Hrp,
}/n,n = 1’
K 1-C(n=1,K) Y00
Yok = rzzl koK) , 0<k<n, (35)
KR, YT 1A H Charlier Z2 B AT LR R A
> (0y) =073 7 7 () (36)
Fit, HaF:
77nm = Zzyn,kym,sAYm
k=0s=0 . (37)
= an+1bm+lz Zyn,kym,s Ahm

k=0s=0

I HBRIA T a b, AT AE S i Charlier FEA) AR & -
=T hm 012, r=123, (38)
77n+r,0770,m+r
R 32). (33). BE)FRHIEHEAT, FATHT LAPGE T B R REAZE . d EXAR, REAZ
R RIS A R, B REA A B LR R P AR B
4. HiR=xR
N RAEARSOTERITERE, RN NIECTFRE, 7“3 EEBRS B K K
BT 7R R, FFTROTIEGCT R 5 RIE AR S 15575 -Tchebichef AAZE[9]HEAT 1 PERELLAL.
Pi B SEI B IR B S NRASO ikt S P AR R S REAZ B RGENE, kil T Bl
AR B[ 53 FEVE R SO BB M P T B b
41 FRATEHREY
ST A/ 9 60 60 fIILF: “Hi” I 64x 64 IS “27 , 7E X 5 y i IHMAT T RS R N-2
B2, WEOY LK PRBERE, AN R B AR, MNARILE LML 2, ATUEH, HAI
THETHH PP A AR B B AR R e
42. REF%E
SR KN A 12828 JKIE LRSI, 4B (T T RIEBIT 0 0.6 51 14, A 0.2 IR IR
e, KA SR A SO VSR RS AR Bt 5 SCRR(O] 7% 5 Tehebichef NASE, A i4 LI 22
3 M 4, WBLEH, mAINETHNREZRSC T B AZERARGMRENE, SRR/ %5
Tchebichef AN EARTE B, BEBIASOVE BAT AP IO THSORG 1 5 A RoR BT
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Table 1. Selected orders of Charlier central moments for an English letter “Z”
F 1. RXFFFZER45 Charlier 3B

Ai=-2 Ai=-1 Ai=-1 Ai=0 Ai=1 Ai=2
Aj=-2 Aj=-2 Aj=-1 Aj=0 Aj=1 Aj=2
Vo 401.07082 402.89158 401.07082 401.07082 401.07082 401.07082
Ve 480.82693 479.89774 480.82693 480.82693 480.82693 480.82693
Vo 666.89656 669.68833 666.89656 666.89656 666.89656 666.89656
Ve 72230390 723.41046 72230390 72230390 722.30390 722.30390
Ve 476.06276 478.78428 476.06276 476.06276 476.06276 476.06276
Ves 604.67024 603.29863 604.67024 604.67024 604.67024 604.67024

Table 2. Selected orders of Charlier central moments for a Chinese letter “Z%”
= 2. XNF B 8R4 Charlier ulaE

]

I Ai=-2 Ai=-2 Al=-1 Al=-1 Ai=0 Ai=2

" Aj=-2 Aj=-1 Aj=-1 Aj=0 Aj=1 Aj=2
Y 979.68870 974.13980 982.89549 977.39687 977.75855 979.34989
728 1033.1864 1036.7779 1035.8423 1039.5638 1037.7183 1027.2964
7% 1557.9146 1552.4218 1561.6946 1556.3197 1554.9388 1553.4436
|79 1594.1952 1594.7600 1597.4277 1598.1656 1595.0396 1585.5860
Vo 1164.8134 1156.7273 1168.4153 1160.3794 1160.7488 1164.5483
7% 1245.6679 1251.5537 1248.1471 1254.2098 1250.9622 1236.5141

Table 3. The scale invariant descriptors of Charlier moments for “Fortune Cat”
= 3. M Charlier ERETFEE

Scale
0.6 0.8 1.0 1.2 1.4
7% 9495.04371 9371.42680 9365.37329 9335.56486 9310.38017
778 12034.0387 11876.4830 11860.8917 11806.7750 11788.7129
7% 12757.5156 12611.0302 12607.0146 12569.6818 12541.9991
v, 13616.5974 13459.0287 13459.9855 13414.0276 13392.8197
728 10926.0734 10786.7232 10776.0769 10743.3130 10712.2394
Ve 13946.7244 13763.5516 13750.4789 13689.3063 13668.3996
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Table 4. The scale invariant descriptors of Tchebichef moments for “Fortune Cat”
e 4. BMMIE Tchebichef EREARLE

Scale
0.6 0.8 1.0 1.2 1.4
(7% 15.1957322 26.8063918 41.3923290 59.7420159 81.4111538
(778 19.2891761 33.9719517 52.4218221 75.5562791 103.082012
7% 10.3460797 18.2854908 28.2480322 40.7828456 55.6053873
v, 11.0494524 19.5150548 30.1592498 43.5223601 59.3775296
728 13.40296 23.6665504 36.5412983 52.7559806 71.8836758
Ve 17.1388877 30.1978445 46.6273912 67.2225386 91.7207660

4.3. 7MERE

SRR IR /Iy 6464 1) 26 A>3 7477 A8 BIG K 2 5 G R R G S 4, 54T 1P 5 RUE
AAAL I, EHILL R 6 DN AZEEAE 970 KRHIE,

\Y :[‘//20; Vo War Viay Vaos ‘//03] (39)
R IR B A A AL R = AR e, BRIREE B 5 SUA
2
K)_3 ()
d(zslzt )_;(Zsj_ztj ) (40)

oz RARAREAH T e b, 20 R K RN SR e, IR IR AR/ KT IEHEAT A2, TRk

MBS bRR 2 KM% 7, 5 X F
_IEEBI0E
A E ALY

Ky 1 SR 26 DRSS FEEUGAERNIGRE, XTI AR B AT TR AS 4R R A #e,
REERTa=b={0.8,0.9,101112}, Pk A AILAj=-2,-1,0,12, Fri4iE A8 i i BG4 55
0%6~4%, 38 5 Ay 1% [ HEUAR 8 75 75 00 SRR, U4 P 03 3 B D01 1, J82 S SO 7 ¥4 1 £ Charlier(C)
53CHRI9] 7343 540 Tchebichef(T)ANAE BEHEAT 42K, 4pRE5 RN 5. LA H, 7RI (55
T, ARSI IR AT LAX A A A UG HEAT IE 4225, T SCRRIO] A 7 IE B 4 AU 37%. B 16 7
BRI RN, TE BT 2 B A, (F I 3 T SCHRIOTN Iy 5, WA ST e 7 TR A1
BUF, RS —E R .

KB 20 SR -LARMME IR R P R AN GRS T R P A0 R AT P R A5 4 R A H,
RER T a=b={0809.101112} FREHNALAj=-2,-1,012, FxHaHIEAEH G H KRG N
0%~4%, 38 5 Ay 1% [HUHER 68 75 751 S0 TR B, A48 P I3 03 R DL P 2, I8 FH AR SO 7 B 11 1 Charlier(C)
53CHRI91 752 Tchebichef(T) RS HEAT /MK, p KGRI E 6. WUEH, MFREEIG, £k
TR PE (ORI R AR SO I TE R 3 5 2 T SCHRTOT A 779k . el e 7 - 5 e e th B S8 47 Sk
[91f 771 .

x100% (41)
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Table 5. Classification results of uppercase letters
5 AEFEHSLER

</<oo/xT/>>
==7v7v——x

Figure 1. Part of the first testing set

B 1 I —aRaMit &

el A B

Figure 2. Part of the second testing set
E 2. kB ERaMIE

e i 8 0.00 0.01 0.02 0.03 0.04
T 0.3718 0.3333 0.3077 0.2949 0.2821
c 1.0 0.9615 0.8077 0.7308 0.6795
Table 6. Classification results of butterfly images
< 6. WIREI RS LER
M 7 8 0.00 0.01 0.02 0.03 0.04
T 0.4286 0.4286 0.4386 0.3810 0.3810
o 0.9524 0.9048 0.9048 0.8571 0.8571
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5. &

ASCHET Charlier Z 0 H 17— R8T 0 B BUE SR ——Charlier 5, JF45H T Charlier 557 5 R

A B ERTE % SUABEEGER RS RIENEREIHHEIEME, BA IR
KR IRAE T A ST E R Sl A A B S KRG R G IR IR ETE 5 0 JHE R, JF ]
AT ARG, (TS REEAZRRAE A T DS T30 B 7 B 5 HLE AL (KA 5%
A o
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Abstract

Aurora classification is of great significance to the research on the way and degree of the influence
of solar activity on the earth. The existing methods for aurora image classification are mainly
based on the local features extracted from the aurora images. These local features are sensitive to
noise and variances of the position and orientation, so their classification accuracies and robust-
ness are insufficient for complicated applications. This paper proposed a novel aurora image clas-
sification method based on the global feature descriptors. In the proposed method, the aurora
image is projected to Radon domain via Radon transform, and then, the variances of columns are
determined, the rotation invariant features are obtained via circular shift operation on the va-
riance sequence to let the maximum value in the first place, which completes the rotation norma-
lization of the variance sequence. A nearest neighbor classifier based on Euclidean distance is
used for classification. Experimental results show that the proposed approach yields a better per-
formance in terms of the correct classification percentages compared with the aurora image clas-
sification method based on representative local feature. It is also shown that the proposed ap-
proach yields observably low computational cost and relatively high robustness to noise, the vari-
ations of orientation and position of aurora images.
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Aurora Classification, Global Feature, Radon Transform
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P RN TR FRIE S X HER IR T KPR T R EENR L, AN KT EEZERET
B BB RHAE, XLFIMIHEN RE TRABOCER AL E. J7HERCBONEUR, MRAER 2L
BRI ESR . ASCIR M T — M HE T2 RIFERBOLE &R RK T, EixhEkd, RtEGET
RadonZ ¥ EIRadon, R)EHHEBRIEREH I ZMENE, AT KBTI, Xt
B ERFIIRTEABAERZFITERKNERET A, HTREE—UEE, RE, MAETK
KEE K RIESTRBLIP BB TR, KRRA, SZTEIREERE R TIA NET R IFER
SR, NRETFREBABGMLE. TRNSEEEERTRAETE MATERRERTETR
ERARHIE 70 R T7 ¥ e

E3: 40
W2, £RFHME, RadonZTHe
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1. 518

AR A2 IR BH AU 485 5 P ey B T FEURE 5 R v 25 DR o 0 b ek A= R e T 7 A Y e — e % o A
AR AR 00 280 P LA A DX AR AR PR O BR P BRI G o W' P 3873 T BIF 9 2 ) R AR K BH R —— T |2 2 [ )
A A IO B =

2004 4=, Syrjasuo %5 A [1]%f In%= Kk CANOPUS (Canadian Auroral Network for the Open Program Unified
Study) i H [2] I BE 21T 0, A RENOGEE 3 =P R OB R4S 908 (auroral arcs) . BEHR
(patchy auroras)FlKCK AN AL (Omega-bands) . 7EABATHI TAEH, B Jexd o EGEAT 2 BRI ARG X ks
D, AR A5 AR L 4 AR SR A B O BUR T ARRRAE o« 1R T TAORTENO G MR AR BR 25 1), &
T IAR B — . ReER BB SO, ARMER T BA B AR G5O UG ) 43 S 1) i

BEXE IR e, BEJE I T T A R A MR RO BUR 2 SR TTIEL3], ST R RO UG S 32 4y
BOHT(PCA) 2ot H50 73 BT (LDAYEAT ik, He o i RBUE I BOCHRHE Sy 6. 5E T RS T7
EAALL, PR RE S T A B REWNOCEBI 328, (B, HEHMEMERRE S5 BREEA R,
TR AN B T2 o B FH AR K

—LURI T G o A I SO RN TR N BRI G4 2R, EESGIENO SRR I SUERRE,
VR [ATE SRR A BIA Y Gabor H#fE, FIH K-3ERREEFITINGFEALEE, RETIA
AdaBoost ik HEAT 73 828 B A B S IR BRIl o BRAE T SE (51K H Z B Gt REESS & /N o iR,
T SRR R R B 53 AT « IR JE AR R R AIAT A B P S R R AR SIS B, JR45 & KNN A5 [H) 42
W2 (BPNN)ZEAT H 2040 28 o 1R T8k R FE il vy T 25 T (A o B0 G R 7 5071, (H2, Xt
WS T SO BUR AL B AR S R AR RO BURR, 43 NG FE IR AN B 58 4T a2 LA I 223K

ER T BUE AT, R AR RIR R, R HA R RHE(SIFT) &k (AR (LBP) EH LA
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HREE, EhE

WA SR RIS, A B XIS . A ARl 2T AR BB R R R vERE, T EE—
BARTI R 3 FE K 53 SNE [ SO g 78 TR & B, Wang S5 [6148 & B (B B (LBP) M4y RS mE AH 45 &
HKARMFHO G UG FIRFAE S IE, SRHT K- AR 7 285 (KNN)HRF RO 70 J9duiR . MENEIR . FABE RO S 4R DY
FRR, BEJ5, Yang [7158XT L LBP MOGKHMEREAT 1ok, $ti—r ULBP 53RN R 1 /5 &1
ANARFAE A H], R B R AT R AR (HMM) SEEROE 732K o 2 RT5 38 T BRI 70 R 1, (ER A
ST E T A AR AR 5 PR B R R T SRIE AN BN F A SR o TIAE SRR BT o, [RISRAROGAE R 25 v il
DU AL E 2R AR, HARXT TR RS M M2 R AR . 55h, hTAE. BeSaCRER %A
SHRER, LR EIG A A B, RIS R RKEE R MPORE . T
AR 75 T30 R R R PR (ARG R AL AT 28 52 122 A0 AR L B e P F 1 AL

ASCERS LR, 38 I — RO & JRRIE BRI %, 2R IEN SO E L T A A AT AR
P, T E R TR AT R R . (T SRIR R, ARSI SR B v T EUA 12 TR A
LM 2RT7i%, WM TR R AL E . 5 R & pE e B2 T B Uk, i B SR By, w]
LA F Bt B 1 B 37y 2K

2. AICHE

oG T (xy), B T2k Hik 4T Radon 25 #:, Radon 2% #t i) LA f# Ay PG o 4L T (X, Y)
ISR T i A ) — 2L EL 2R 2R A [8]

P(t,0)=R(t,0){f (x,y)} = [[ f (x,y)J(t—xcos - ysinO)ixdy 1)

b, S(t) bk RS, CARRALRIE A O BB LIRS, 0 €[0,m){RF EL S X i [A]f) J2 fi1 (5
HAR MRS SR I ) (& 1 FR).

SRJG, OGS f (X, y) i) Radon Z8#a2s 5 P(1,0) , 5 LS5 0 % HIREAN 7 [0 K FERR Ay (O 0 2 e
S8 17, VE I BOEHFAIL

Z|P(t,0)—,u9| )

y F 3 _;"{.\'\_1‘)

- v

P(1.6)

Figure 1. Radon transform of a two-dimensional function f(x, y)
B 1 4% f(xy) B9 Radon i
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Z‘P(t’a) 3)
N

XS BT AR AR O AR e 58 B 17, JE AT IR IAREAL, A3 H B KB, T, Rz AR AR 3 i B )7 51
PENIROEHRAE, HRHE Radon AR 5E SC, AZARHIETH1 I i 7 ARG G & 5 ) AR 2y ik B2 AR AU AE I, RO ]
BRI 73 RARHE AR ARG THOCHIAR,  THX LETARAE AL 25 S B 30 % T7 el (AR 73 s BEARA b, DR, 24k
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Figure 3. Typical categories of aurora: (a) arc aurora; (b) drapery aurora; (c) radial aurora; (d) hot-spot aurora
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Table 1. Classification accuracy of translation
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Table 2. Classification accuracy of rotation
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Table 3. Feature extraction time of the two algorithms
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Abstract

Hypermesh and Ansys are combined by HyperStudy perfectly, which are most frequently used CAE
simulation software in the engineering field so far. HyperStudy can quickly optimize and improve
new rail cars, and greatly shorten the time to produce new rail cars. The internal optimization
method can meet the needs of the current optimization analysis. The optimized results can be
used to find the optimal solution quickly, and use the best way to complete the production of the
vehicle.

Keywords
HyperStudy, ANSYS, Spot Car, Optimization Design

£F HyperStudy By SIS A LSt AL % 3t

E 0, I W, BHEE, £ 4
KIEZ IR 2FASWIis i TR AR, JT KiE
Email: 236155867 @qg.com

WehE HiA: 20174F4H16H; A HEM: 20174F4H27H; KA H: 20174F4A30H

HE

HyperStudy 1 H 57 F§ J% £ i CAE{f 34, HyperMesh X ANSYSEEXEMWLEER T —&. BH
HyperStudy 885 PRI FIXT H 7= 37 225 38 W B REAT RAL Bk, KRG T M= S et 8. N3 E W
AL EEReTE 2 H BT S MU RE, AR REEPRER R BRI BN, I AR T

MEF|H: I, PMg, FHESE, E8I. FET HyperStudy B R B ARG AL BT THENURRES AT, 2017, 7(4):
377-387. https://doi.org/10.12677/csa.2017.74046



http://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2017.74046
https://doi.org/10.12677/csa.2017.74046
http://www.hanspub.org

b 2

SEREEZEHIHIE -

e 4
HyperStudy, ANSYS, RUEZE, AL

Copyright © 2017 by authors and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY).
http://creativecommons.org/licenses/by/4.0/

1. 5|

DR EIIE 240 b N B 2 IR 7 SO AR FE IR SRS . SRS A R R . FRORE .
AIEEVELF AN G TSR B A S AR s (L], e S AR T . RN RRE AN 2 e, TR
TIFHAT TR M, BT IZ KRB — 7% SRZEAE [20 46 2 H S5 (0 ZE e A B BB I B0IE 7 T AT
P R 53 BORE [30 2R AR R B T 0k AR R At 2R 47 T 6F L, R HE T OptiStruct 1T ANSY'S X8 A R
PHIRN B, 38 FH I P kA o) B PSS o3 A R AR s AT T A SR Ak o W R B AR [A1ARRE T St fe e M)
HEIEE, R F OptiStruct A AN AN sUE 28 2244 R i ia F T S5 M BORIEAT T AR o, Jdid f
WF Bk 7 3 SRR AR R R, [RIE 4 H o] P AR 25 B VR SR AT AR RO AL . i R S [5]7E
W HWTIE 2 H bR AL FER LS AT AL -

H TR A3 8%, HyperStudy W] ¥ FH & 2 i 3 2F 3047 TR AR AR Ak, Sk [6]4
HyperStudy 5 OptiStruct 25 &AM IAT T RS, XIZE[TIRHLR s S5 ki T oAk, i £EAT[8] i)
WICH, RUME SR IC N ST LA SRS, T BRI AT R DL ANSYS S, 35
HHEH HyperStudy 5 ANSYS &4, BERRIRm FARM KRR . @ L B SOk, 12 57E ANSYS
L AR T S0, 5 E e R S5k, i8] HyperStudy BRI ERIRAL 7%, AWHE MR S5,
75 Z09 ARG B bR eR B I, T 58 BO R ST R ARG ER A « A SC T AR T HyperStudy /61 &
454 HyperMesh B ANSYS 7T ohfg, X RGN AU 22 2R AT /it 5L, BFEHM AR 3L
PE. EESE, R MR BETE T A AR R B KK BRI -

2. FARRTRE

HRURARAR 5 2R AN S R R 2R L RS . ZE T Sk S5 . BRI EA R R IE S,
PUONANFRSE Z BRI T R 4 . AN R SOE B2 . k2 i), 0Bl S48 R AT A TR
DA B S JEC AR B AR R 43 FH 09CUPCrNi ANEAN, HAR R4 R SUS301L RAIAEEMN, HAy2E 1k Retn 4
1 FiRe.

HyperMesh & —A™ i & i FCR I PR G RT AR BRI A, e 4R AL T FE A8 EL M ] AL SR S B P 2
SR PROCAE R . HyperMesh 1 J5 52 i 0% 1A X 28 K1) 43 1 AR T DLSE A THI IRAE 2 . AR 5E DY T A4
INTHAR IR AR (1) E S AT B3R5, RO 2% U AT 07 B AR R A2 [9] . £ T HyperMesh 1 4H:%f
FRFEAAHATA R T, A PR oR A 3 LAY Y S L UG(ANSYS SHELL18L) A, A4/ s e i
ZEEIC(ANSYS BEAMIB) AL, 04 ot &t H 57 i 5 TG (ANSY'S MASS21) B4, %4555 5 1 31 70 (RBE3)
FIRIE TG (CERIG) A . ZoAA BTG B ECN 1,745,762 4, Hh 0B 80N 37,612 4, 1 5 840N 1710453



http://creativecommons.org/licenses/by/4.0/

BV

Ao ZEpkAg BRTERE AL S BN ] 1 TR, BRBATEAME IS I 2 TR .
3. TEE R K51
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Figure 1. Geometric model of vehicle
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Figure 2. Distribution of solder joints. (a) Overall distribution
of solder joints; (b) Local distribution map of solder joints
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Table 1. Mechanical Properties of stainless steel high speed EMUs
#* 1. THNSRMNELAERMRIEMRER

HHL AR i AR A L
09CuPCrNi-A 7.297 210,000 0.3 345

SUS301L-DLT 7.297 183,000 0.3 345
SUS301L-ST 7.297 183,000 0.3 410
SUS301L-MT 7.297 183,000 0.3 480
SUS301L-HT 7.297 183,000 0.3 685

Figure 3. The preparation conditions of 1500 KN get off the hook compression working load diagram
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FIRRARN T USRI, BRit R R TR EOR, E AL EHR, SIS+
WA, 0T B AT IO T 5. B SO I R T A DY AN 2 mm 8 L RN AR, RN AR

BERANSLAE A SR 2 mm JBA-5 578, nls] 5 s, B 32048 T R3] 202 MPa.

4. EF HyperStudy BIZEHL1L
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@ (b)

Figure 4. The preparation conditions of 1500 KN coupler compression condition stress nephogram. (a) Overall stress ne-
phogram of car body; (b) Local stress nephogram of car body

4. BERESEH 1500 KN ERELRAENEE. (@) EREERNEE; (b) FEBHBEA=E

() ©

Figure 5. Model of window angle reinforcement. (a) Original structure of window corner; (b) Plus cross plate structure; (c)
Reinforced plate structure

E 5 ERMEARIRE. () BALEREN; (b) MTFIREM; () MIERLEN

@ (b)

Figure 6. Modified stress nephogram. (a) Sub model stress nephogram; (b) The whole vehicle local stress nephogram
E 6. BMENRENNEE. () FERENNEE; (b) BERBEI=E
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Figure 7. The flow chart of the optimization of the body reinforcing plate
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Figure 8. Solder joint layout optimization history
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Figure 9. Shape optimization of beam after optimization
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Figure 10. Stress distribution of weld layout optimization
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Abstract

Approach to uncertainty measures is one of the hottest topics in area of artificial intelligence,
which attracts attention from many researchers. Relevant research results have been applied in
data mining, decision analysis, pattern recognition and artificial intelligence. In this paper, the
uncertainty measures of continuous-valued information systems have been investigated syste-
matically by using binary relation and entropy. Based on the approximation accuracy, knowledge
granulation and information entropy in Pawlak rough set theory, we propose the rough accuracy,
knowledge granulation and knowledge entropy in continuous-valued information systems. We
also have the comparative study about three measures in the paper. The proposed uncertainty
measures for continuous-valued information systems could provide the theoretical foundation for
knowledge reduction and representation in continuous information systems.
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Abstract

Most of the existing gait recognition algorithms extract the single feature using model features or
global features. However, these algorithms usually have a poor robustness and a low recognition
rate in practical situations such as multi-angle. To solve this problem, a gait recognition algorithm
based on joint sparse representation of multi-feature dictionaries is proposed in this paper. In this
algorithm, three characteristics in different particle size are selected: Procrustes Mean Shape, Gait
Energy Image and Region Area Sequence which is structured in this article. Feature training dic-
tionaries are constructed and a multidisciplinary sparse representation to feature samples is done.
Finally, the test sample category is obtained by calculating the minimum cumulative residual and
achieves the integration of feature layer. Experimental results show that the multi-feature joint
recognition method used in this paper has a higher recognition rate and a certain robustness at
multiple angles compared to single feature extraction and recognition. This paper basically fulfills
the complementary information between features.
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Figure 4. Feature extraction by RAS
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Table 1. Comparison of single feature recognition and multi-feature joint recognition results at 90 degree perspective
F 1 O0OM AR —HHERA S ZHHER SR ERLER

FRIESREHL R A
PMS 78.6%
GEIl + PCA 84.0%
RAS + PCA 66.1%
&3 (PMS + GEI + RAS) 87.5%

Table 2. The influence of PCA dimension reduction on recognition results at 90 degree single view
= 2.90" B —1fA PCA M4 R ITIR A LS RS/

224y 40 35 30 25 20 15

AL (PMS + GEI + RAS) 87.5% 87.5% 80.3% 82.4% 80.5% 78.5%

Table 3. Influence of different sparse degree on multi-feature joint recognition

F# 3. FRIBHEN SHHERK A IRH G RN

L Rk
1 58.9%
2 69.6%
3 73.2%
4 80.4%
5 80.4%
6 83.9%
7 85.7%
8 75.0%
9 87.5%

10 85.7%
11 85.7%

Table 4. Recognition results at different perspectives
F 4 TERATHORAEER

B Y
HRAEHEHY ’”’”"”’*f*777—777,,,,,477%% 180° 90° 54°
PMS 41.1% 78.6% 33.9%
GEI + PCA [#4E 46.3% 84.0% 35.7%
RAS 23.2% 66.1% 14.3%
ZIEjC(PMS + GEI + RAS) 55.4% 87.5% 46.4%

5. /g5

B 2D AR B AR AR B 20 SRAE SB35 M AR R SR B T R, AR ST = AN [ R
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