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Abstract

In the current context of continuously expanding network scale and increasingly complex architec-
ture, network loop-induced failures pose a serious threat to the stable operation and efficient trans-
mission of networks. This paper conducts an in-depth analysis of a typical network loop failure.
During the process of locating and resolving the fault, the comprehensive application of the MSTP
protocol and BPDU protection mechanism is thoroughly explained through an actual case. Addition-
ally, a multi-integrated approach to avoiding network loops is presented.
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Figure 1. Network topology diagram
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Figure 2. STP tree generation process
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%0ct 12 13:45:44:963 2024 Leida-65.106 LLDP/6/LLDP DELETE NEIGHBOR: Neighbor deleted on Port GigabitEthernet1/0/23
(Ifindex 9437206), Chassis ID is 6¢0b-84e2-1e60, Port ID is 6c0b-84e2-1e60.

%0ct 12 13:45:44:997 2024 Leida-65.106 LLDP/6/LLDP_CREATE NEIGHBOR: New neighbor created on Port
GigabitEthernet1/0/23 (Ifindex 9437206), Chassis ID is 6c0b-84e2-1e60, Port ID is 6c0b-84e2-1e60.

%0ct 12 13:47:53:014 2024 Leida-65.106 ARP/4/RATELIMIT: The ARP packet rate(103pps) exceeded the rate limit(100pps) on
interface GigabitEthernet1/0/6 in the last 60 seconds.

%0ct 12 13:52:00:534 2024 Leida-65.106 MSTP/6/MSTP_NOTIFIED _TC: Instance 0's port Bridge-Aggregation6 was notified of a
topology change.

%0ct 12 13:52:01:241 2024 Leida-65.106 MSTP/6/MSTP_NOTIFIED TC: Instance 0's port Bridge-Aggregation6 was notified of a
topology change.

%0ct 12 13:52:20:071 2024 Leida-65.106 ARP/4/RATELIMIT: -Slot=2; The ARP packet rate(117pps) exceeded the rate limit
(100pps) on interface GigabitEthernet2/0/48 in the last 60 seconds.\

%0ct 12 13:52:53:011 2024 Leida-65.106 ARP/4/RATELIMIT: The ARP packet rate(652pps) exceeded the rate limit(100pps) on
interface Ten-GigabitEthernet1/0/52 in the last 60 seconds.

Figure 3. Access switch log

B 3. AZBRIEE

IZAT STP WM A HebL &2 EAHAS e STP Pislior, XL Bl i A 3R 5 457 9 BPDU (A7 1 i8035
PEHT0). STP A& APk 28 ARG 523 BPDU JH BORSEILHI[3]. %k 1 Bk S5 M &g, IEWZ2A

DOI: 10.12677/csa.2025.155143 721 HEHUR 5 R


https://doi.org/10.12677/csa.2025.155143

B %

Z 55T E R, SRR A WL LB k% BPDU JH R, (150 %0 R AR D & 1, TFiG
Z 54 R [2] [3]. W EEFTR, RS R AN, P T BPDU RS, ik T A4 S 5 5 i
5, G1/0/23 S EATfE R A MIERE &, ARP i R IRE], ARP HE, JHINEAENAL, W%
HH L DA BT 1 00

TEZJZ M Z R I o A2 R iSO, A3 MSTP AR b (1) %2 4, — M fEii S 1 _F AL E BPDU {4
Dhife, 851l 2 1152 3] BPDU # LB 3 BN 28 70 0 20 Sl 55 i & W, AT 42 1 58 45 9 485 1) AT
PRI A o BEAEAZ BB S 1 EFFfE BPDU Bid, 432 F5 9 403 BPDU {5 &, P54 o 1
2= TR S, A TT3E N shutdown B errdisable JR7S

4.3. FFBRBHIP

IV KEVBATL IR, A N B . BEE TP A N RIS Rl 28 B8 10, BlA R
BN GEEA L, FUILE B GUREEE 7 BAT AL MR STP VM, A M e AR MR, — AR
WAL SR AL O AL, FHEER AN I AZ BN LA W] RESHA B AR BB 1D I SOMARME AL, iTT T2
WIS K AL (4]0 LG, O T 8 F PO R NS BN USONARYE, AR AR O A B B 11 e
MR, AT “spanning-tree guard root” &K FIARBI A, B TRAZ AL — B AR, 8 % b1 TR
WAL FEUR AN AL, HET I8 B 45 H R[5 ] o

R VA BB A 0 S HUBEAT BC B Ja A I 8 PERE R AL Ab o X B RHORBEAT 704 AL RES
W HGEIE R, TCRZ AW E DL, 3% ping k%S, EEBMKKMAEIEIR[6]. FRBENZHHERE H
&, AT BPDU it Ui i3, AR A Bl Rk i R IR, BEROE 5 R W] P
fi%.

5. Vit
IR 24 T 2 3 DR P D 48 8 2 — S AR TR 46 B A B B, 35T MSTP J% BPDU B3 Ay A

A RO BRIR BT R B RE I, KRBT 37 38E G P BT A S HILG RZ8 P AN S . 2 BOR A SEEL T A
SEMEARAL . 58 H AN G B R I 4 T MR HERC B, W DRI 24 ) P AR AT (7]

SE

(1] Faese, ok b, B R 7l o i) 25 A B ks fr A 3 R TR (3], VLS BadAE, 2024, 37(5): 178-181.

[2] oR#E, xItst, TR, 25 T2 HMRR STP AL b i A sL I8 vt SIRIE[]. W45 % £ F1E Bk, 2024(3):
101-104

1 XIHME, fRE IR, AR R R T B LR 2 A SRS A AL 5 SR B T]. BRI, 2022, 28(22): 118-120.
1 R STHHLAE S 2 A [T]. WA RS 2L, 2018(2): 112-113.

[5] XU&, BAHGEE, AT, & PSSl STP Bkt 7 5 SEii[]. 585 MR hR), 2022, 34(15): 211-214.
1 Uk, BBk, Ff, & HETIRMEE ARG ML BPES R, 2017(6): 35-38.

1 MR, ETHTARE WIS BRI I]. BIEAR, 2013(1): 34-36.

DOI: 10.12677/csa.2025.155143 722 THEAURF 5 R


https://doi.org/10.12677/csa.2025.155143

	基于生成树及网桥协议防护的气象网络优化
	摘  要
	关键词
	Based on Spanning Tree and Bridge Protocol Protection Meteorological Network Optimization
	Abstract
	Keywords
	1. 引言
	2. 网络故障实例分析
	2.1. 故障现象
	2.2. 用户拓扑结构
	2.3. 故障排查和原因分析

	3. 网络环路原理
	4. 网络环路故障预防
	4.1. 启用多生成树协议(MSTP)
	4.2. 开启网桥协议(BPDU)防护
	4.3. 开启根防护

	5. 讨论
	参考文献

