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Abstract

At present, malware poses a serious threat to network security. Existing malware detection meth-
ods based on machine learning require malware analysts to spend a lot of time and energy to con-
struct dynamic or static features, so they are difficult to apply in practice. To effectively alleviate the
above problems, an end-to-end malware detection method based on deep learning is proposed.
Compared with traditional detection methods, the proposed method has the advantage of an end-
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to-end learning process. First, the first n bytes of malware are extracted, which contain key infor-
mation of malware as the model input. Then, a new deep learning model is designed based on con-
volutional neural network, and residual network and multi-head attention mechanism are intro-
duced to improve the adaptability of the model to different inputs and the ability to extract complex
features. Finally, experimental verification shows that this method has low resource consumption
and greatly improves the detection accuracy.
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Figure 1. Flowchart of the IMCP algorithm
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Table 1. Comparative experimental results of algorithms

F 1. BIAMEESLEER

J7 ik Accuracy Precision Recall F1-score Auc

RCNN [21] 0.898 0.889 0.842 0.865 0.963
AttentionRCNN [22] 0.915 0.924 0.851 0.886 0.970
GRU-CNN [23] 0.875 0.874 0.789 0.829 0.934
SimpleGRU [24] 0.729 0.766 0.430 0.551 0.541
MalConvBase [25] 0.929 0.951 0.860 0.903 0.970
MalConvPlus 0.915 0.932 0.842 0.885 0.978
IMCP 0.983 0.991 0.965 0.978 0.998
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Table 2. Results of ablation study on model variants
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IMCP 0.983 0.991 0.965 0.978 0.998
IMCP_NoAttention 0.973 0.949 0.982 0.966 0.997
IMCP_NoResidual 0.973 0.973 0.956 0.965 0.998
IMCP_NoLayerNorm 0.963 0.956 0.947 0.952 0.994
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Figure 2. Comparative analysis of evaluation metrics across multiple models
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