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Abstract

A provenance graph analysis of system audit logs has become a primary method for investigating
APT attacks. The nodes in the provenance graph represent system entities (including processes,
files, and network activities), while the edges denote dependency relationships between these en-
tities. Attack investigation involves tracing the attack origin and reconstructing the complete attack
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path on the provenance graph. However, dependency explosion leads to excessively large prove-
nance graphs, imposing significant storage and computational overhead on attack investigations.
To address this issue, this paper proposes process repetition pattern compression and file repeti-
tion pattern compression to reduce the scale of provenance graphs. Specifically, process repetition
patterns refer to cases where the system repeatedly invokes the same process to perform identical
file read/write operations at different times. File repetition patterns describe scenarios where mul-
tiple files are processed by the same process. Since these patterns represent redundant behaviors
and do not provide additional valuable information, compressing them does not affect attack in-
vestigations. Experiments were conducted on six real-world attack datasets (comprising approxi-
mately 19.48 million system events). The results demonstrate an average compression rate of
56.5% for nodes and 58.0% for edges in the provenance graph. Furthermore, attack investigations
(using Nodoze and DepComm) were performed on both the original and compressed provenance
graphs, confirming that the proposed compression method does not compromise investigation ac-
curacy.
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AR BN APT) & —Fh 2 Bt A0, HASCETFBRE M. R, Rt S8R s, wLl
KIEARTE BAR RS R, X R G0 s mUsE i kI AT PR IR 25 /e, @ BN FIBURF LG £
MLRGI BB —. BE BT, APT Bl C&imk 6 JifeEuMAE sk 1]. Kk, X9 APT
i O o A BRI 5 B

Wi R A G2 APT i BB 2 —. I AR A II(POL S 4F),  BFX %4 IR X
R R, R BGEES, MEERNIGE A, FR NN 2R EssEm. RGmMA P LR T R
GUSAR(EFEERE, SCHRRI TP 25) 2 IR FIAE BAT N(Ese . 5N %) . ML TNHZEHE, &4
WA A& A, m BRI B (2], B AT EE R EUIE 2 R B R
PrER[2] (31K H EHAE 8 RA KR/ E, 2 a0 POI SN AL, R EE LM E S5 1% HE
PEAEAE R 08 R TR . 55 R FAE BB ER[4]-[8] S8 A0 FILES 22 2 [10]-[ 14] 5 H AR AE M
VR EEAT 08, B BRASAH OGS R I e B ) B BR A

K HEFR(U0 bash, firefox 58RI ATIEW 274 KR RGFAF, FEUGIRIE, 150910 EIRUSE K
(P34 50 J35AF/24 /NEF) [15][16]0 A7 Leida B A 98 S E R T4 . S ZE000E, 78 Qb e K i
TRE R AT B R AR 2 R BRI T T4 o Rk, 76 AN R J50h R 25 R 155 D0 ik N A 4y
WE, HAT, A B R4 A RS AN 5 AR R 0% 2R S5 M 1T B L 1P AT AT & R B
[17]-[21], BSREBEE I ELEZ, AIFRAHEBILRNTEWE R . XETTR TEMARRMEN RS1T
T RIME S ARG E SRR . T EE AT AR REZ G MENEE, B, A —E4xt
TUAR T G5 RE ) R 45 77 1 o

AR ITCR T AR A E AR R E SR NS SR, R E SR SRR LR
GRAE AN R a) 38 F AR (R BERE BT AR R AR SO S AT 4 (B 0, linux R GELERFRIRAT 8 AT 5 1 <3 0 b
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cron 21 FFHEFE cron 325 /proc/self/loginuid SC14F). &Fxt gt FE B G, ASCIE T IR M iRt R
W, 2 S5 KRR ARAT (1 I 28 RSO RS B DGR BN AR T i, B RV A R A (22 13 R B R T4
ghh, B EE ST A I O E SR 2 SO AR R R AL BE (4N firefox ERE XS 22 N0 B ST A
BEATHRN . EP0 SO AR, ASCE R4 iR B SRS 48 &R A R R Y s st il 25
WX ST AT A I

SCARTE 6 N st BUh B AL AT VRN . PR BRI A 1948 ARG FAE, AR IR E S8
H 5300 AT R 1,909,019 251010 ARG 7128 RURAE R 56.5%, AR 58.0%, EAAH
ITIFIETYY 0.146 Fb, RIVHEGE MR . N 1 PPk R4 5 0 BN Bt i A sgm, A0k H
Nodoze [9]F1 DepComm [ 1130k 25 751275 Ji A 05 P R0 e 45 i 0 L 23 ol gk A 20 A, A HE 1 ek 2%
YRR 100% M ARRIYE, T FLAE R 48 e 35 B i 2 18] 23 50 P 2B T 73.9%A0 64.1%. Kk, A&
SCHIEAE TIEAMOR A e Beh R A g5 3, 1 HL A T 2 [a).

2. EXIE
2.1. APT BHiAE

AR APT JGh YRS AR 58 B I BT B8 4%, BT0E R GEHH TF H SR BCE IV B King 52182 Hi .
MR [ 5 SR S PRI R R e K, & KRR R GE A o JE 795 i 3 BB (1 4L E )
VR W ITEERAR (151 [16] [23]-[27], REMS A /NIRRT IR L6771k 75 B0 R 48 P AZ AR P A
BATHS, RABRENERME. N, —S ARG B RIBERBOR[4]-[8]. SR ARMEAR OIS >
SIE[10]-[1417E 95 P rh ELA 2R R I MOy SEAEAIEBR A AR S A o AR SCHR H (R R 1 [ 2 5%, wT R
NIX BTG IR A T VA SR O S T AR, SRR AR

2.2. WIREESE

DB IR o Mt R IS TR AR OT A, — S8 AR A R R4 7575 . Lee 581711 B AR Er
RN 1) g SO, It SO ASREX e BERE P AL 52, B2 TR . Xu S5[18]id
GIRGLMZ R EE RS R, PLUEEIT A KRG A5 T4H . Hossain S8[191F A 2 R EIE 2
X T AR EL R I EAT B . Tang SE[200 ANSZMAHKIE R 0 T IO R G BERR 2, BV B4 R
BT BT RS BR . Fei S5 (2176 AL AR A EERE b, 1R I=5 o R 115 ml AL b AT IR 48, BbAh 508
55 write Fll execute FHFAH G RGN MR LG . AR LT RIA R TR SRR, (AR IFEH
BIETUR T AW RS ASCHRET FRIRAER, XIUR T A5 AT RAR, W] DA — 5 B U

3. 55z
3.1. ARG HEiTAEMBIER

i Linux Audit [28], Sysdig [29]H1 Windows ETW [30)Z: 45 R4 AE M R4 i it H EIL R T REsL
REFEHE. UM Z BRI BAT N, BIRG M. R SCER2] [311E L, REGFHMFRRK 3 T
M. <Ak, #B1E, 2>, KRR ERPATE —SBEQHEE op 5 listaxt), Horb 4k L4
HERE . MIARYE ZARSERIAR R G AT 7] LAE— oy N R (AR = #ER) SUHF (R = et
W2 AR = ).

T RGEH U HERINE S LA APT B AR FE 27775, B AR ER IR (2] 314
W RS FEZ R E R KR, WERGKABE GE,V) » HAT v ARRGSLAREIERE . ST,
HRORERG F M eu,v), HFuev, vev, ecE, MHHARELIZR T HEN u > v). fEEAR
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TRUCI ISR, A SCROIVE B o BB AR T R AR TR, ST mUI GRS, 285 Rl I~ PAT DY 3L
TERR. Ah, —ANFEAET T IR (8] est MEE RIS eet o 458N AT € (u,,v,) Fle,(u,,v,), 1R
v =u, I H st <ey et W e Ml ey FFAERI RARAIR R o 45 — D EFAR(E POL F4F), LLZHEMF i,
WAL T FIEAGE 15 POT S AE IR MR A I RS, R X Se SR iR I . B o
B2 T AR POL AR AR

3.2. BHLBIF

Egﬁl (‘lllel /xxx.sh
P Yy
- I sh
J2gi2 ! [5739,8901]
l
_______ 1 ¥
[} A
: sed
L3 [[5740,5741],
' [8902,8903]]
v
./userlist.xlsx @
(a) (b)
Figure 1. Example of process repetitive pattern compression. (a) Uncompressed, (b) Compressed
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Figure 2. Example of file repetitive pattern compression. (a) Uncompressed, (b) Compressed

2. XHEEERXERSTF. (2 EDHT, b) EHE

AR E GRS AN F S S B bR S ) Bk i B R AR L. Ak
Fd, B E A Linux tHRIIR S 2 BIHAT B R IA xxx.sh X H bSO /userlist.xlsx #HT 2 VOB R R M
oS EAT I EBIL R B R G H I HE . A OH S . Juserlist.xlsx FHAFAEN PO F44, it WE A
PR 2 JRoR TR —i8 0 o IR DUE BTE RIS A cron 2 A 3ERE sh, HEFE sh
NZ R sed X [F]— B AR XA Jusrlist.xlsx $AT B #AE . IXLL L5 0 (52 ZRAE BT 7~ ) 352 AL 22 SR 1 3
AT N, AW REZHEMENGEE. ACH X E AT ES, BRE 20), HPEaHRs
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DRG0 SRR . T R ESRI 6 ANk B 2 A4S, I MERE 12 2080 B 4 %, RO/ T BRI
B, UBAN R T B IS B R, AR SCK R S (5 B (EAEEERE S, TFAR I [a] 0 45 o [a)) B2 5 31 R 4
JE I A . BN, E4EE IR A sh IERE S B R ERE 5 5739 A 8901 4 k.

S E R RG] T 1 2(2) i E SO E R T firefox B FEFF ) 2 ANIR I SCA(E
LR AE BT ) (RIS 4 A [R] I [R] 1) firefox MRS o XS IR S WR1E & PATAT N, KA TR
VEEGE M. E4E S iR B 2(0) B, Hoh s G o R4 S T R URL, T R R 3 AN
LA, Bl ERE 9 %48 3 5, BRI/ TR, Ak, ARSOR R SO SAR(E B (EHE SO H 3%
SCARA4 L T AR TR) 25 RN (8] ) DR B3 85 ) e 4 i (1759 s At

4. KX %
4.1. WEEERR ST IE

Table 1. System entity and event attribute information

# 1. REIFNEGBEHER

Ja Tk
R PID, #fE4
A B, X4
I 2% IP, Port
gt FEORRTIR], SEETIR], HRAEIRR

IR B AE G A SCR A Sysdig [29] R 45 4% T HAE FREEAE RS (10 Windows HI Linux) I RE RGiH
AL, AREEEF. SUEFRMN G . P EARERN SR M B dR TEEREEEE, W
1 pR. R B RSP E A RN B EATRB T, MEKECRE, Hri & — A0 gl 7
—MID 5. ZJ5, T POl F1F, it backtrack HIL[2] & MIERIEES POI FHAFZAE D RAKHI K R I
FUHSEAT, X LA pZ POT S VR 1] .

AL : ASCHITAC IS T O PR B 48 TAE, GFPATIAE I RSy s A e
SO SRR . Xu SE[18]48 HHHERENT SR SO/ 4T 2 [RAFTE 2 26 PAT I, XS P ATIAR R E R 1k
IEHAE, A RAEE Z G MMANE B Bt A SCHEE B FEERAE R B PATIA 6 H N —%. Tang
SE[20148 H RSB N T RGVIAGAG BIEC B ST A SO T X 28 R s R a s N, FrbAA
T B NBE B AT IR B AR AN B NG 0 ST s AR B R B B Lee S5 [17]48 B — AN S0
R R — RIS N, WHZ SO R AR —AN TR SR, e B RS 5T AS0H R
B A0 R R A ST R TR P B

4.2. HIEEERAESS

R E AR DAL R EEAM F TR, X R A F SO AT A R A . AR
FETALER J5 (IR E AT I BRG], 25 & IR PR R . izl AR R AN B
SR A1 B AR U 4

AR XA SRR PR

YR 1 ST HERE I R . FETUAC RS AR IR L, A SO i P R T RO AR R . Rk
Yo R SCRERE RO HERE ST SAE IR, DRI s i B AR 0 2 IRV A 5 22 i i PR I, 2 )5
KA R R BERETT R B b . SRR R R TR A R R .
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FEH, SR

IR 2: RIS E G AR SO R I RR R AR TR R o 2 4. Bk, PrE R mionZa 1,
WA SFA T RNER 2, ST RRIE T RNER 3, KGR, EEINRSIRZEAZEH N
wlE 1R, 3R cron ENMR T SUNEL 1, HASF3RE sh NZES 2, sh TR sed NJEZK 3, sed
B TR, s KERECN 3.

PR 3 KRRV I B SCE RN 28 o N SRR T R R b AR 5 SO AN 28 28 BAT R, AR SO IERRLE
PR B P BB ST a5 I A JE VeSS ORI B ARt R b Bl KRR 4
RAFEL A PID ViSO 4 Vil R4 TP Xof SCEE AN X 2% (A B A 2R AR A g 3R tH b 5 A ) 1k
EE. WE 1R, RN sh (5739) KB EPEELEE: shy cron (112). xxx.sh. read.

IR 4 RECT . HERE I A R A — UG RR T AT O AR RS T R bR — B T [22]. T
PEFE— DT A ERIA SR By, DUEH n(m>2)MBERE/E Ny T RO =, SR E LA R R IR
I [y S P A JE AR, 193] — B0 T

IR S R EEHEA. HREESESR A SRR TR, SRR NS SR &
P, XHPREUCTE FASEATATSLIE T 2 S5, ARHET U5 ) O RS TT sE I K g N A
HARFAHE RS, ESHTFHN. REEIIT—2Z% Mn=n+1, REPE4HEMR, HIHE
FZEZ(E n=N).

HERIAESE: X B S AR A A B 0 RO AT & O TR R SRR A R
AR SOK FORE A 3 45 Ja (7T AL R 6 AT AR, 4R S 10 PID S 5T A5 PID (5F4E . T )@ 1k,
JE48 i (RS R BT F) S Ji 320 JEE 4 B [ () foe /ML, 65 SRS 7] g Ji 320 225 SRS ) ) e KA

43. YHESEXES

A E G AARR 2 A ST RIS AL BE o AR SO 56 AR P& A S B — AN SO 5 s i — B4R
T B, 20 . /xx1tmp B4R E T B EHEEFE firefox (1390). firefox (3721)F1 firefox (4670)
SAHVE AR e S5 f, VRO AT AR [R] <0 fE AiA B 2R A 1) 7 1], I e B o SO AL & 9% .
N B JEAE B ER, ASOR SO A @ R A B R 4 e 0 R . Bk, R4S A
SCAF 4G JET RS AL IR ER IR AR BN 1] g Ji 120 JE2 46 BT ] PR B /ML, 30 R 85 SRS [) Ay Ji i 225 T B ]
(IFCHNI-I

5. SCERTER

AAE—% B 5 Intel Xeon Gold 6226R 2.9 GHz CPU H1 256 GB A7 IR %528 b1 P4l R 45 77 1 .
PR B Ha 42 2 70 SEIO IR IS A R G5 T HREER 6 MRt $dis o 1% B 3 B0 AT 5 76 1 TR 46 RUR
JE 48 i 35 11 6 Aok 8 2 4 S ) % o 4 Bk R3S AT s 1)

5.1. HIRE

KA 6 4 Linux FHLEHE RS W T R Sysdig [29]2 %4 RS H i 4dE . £ IS ma, At
T O RS RIA AT Kill Chain AE4E[31]17E1X 28 341 AT 6 B APT X, BEARRIBGHAT HE BT

Yook email RS 2H(A1): A F W — % A RS EAUD B S N B IEHESAH, 3L bAER A F]
PRI BEIR G . 2 5, A — 4 0 LR EOE AT, R RS B 0 S Bl m AR RS AR
R i T DI, W R 305 B L BB A P 25

IR RG(A2): Bh# ARG C VRS EAE R S B IR st . 252 3538 N 80T g 1R IR AR
B, gaifid PR oS mE AR B S0, SRR IR RGN

DOI: 10.12677/csa.2025.156155 40 TFEARY 5N H


https://doi.org/10.12677/csa.2025.156155

FLOURER (A3): B AE — RIS E) B 22 IR A FH 67 B 3 0 5 s H AR 0L, SRS WA B i sk
Bl fea, Bk s B R [ L R

T 58 U LA (A4): B FIH Shellshock JRIF 3211 AN BAsEML, FFEVJEITHEIE. 25, BhEE
G TTRIEGE R IEPAT, % B RO 1 4% B U

W R (AS): Mo it J5 1T B AR ENLUR IE S0 7 8% payload FF4HATIREL root %1 . SR, I
i F I root AURIZIE Rl — W B N & F L.

VPN Filter(A6): VPN Filter [33]/& —Fh#i4T APT X (B ERIL . Xt # 8 FH VPN Filter 23% H
FREML, FESTE TS, 5 IUSREE .

XA AR ENLIA 10 NMERA T, $AT HE BRGS0, MITNE . SO G FEE 74
). fE—KN, Sysdig WM HEFAIA 1,948 A ARLITEREN HEL FHATHE R8T, I
M RARIR R, 2 JEEX Bk 6 MU AT ALERIOC R B B AT IR T, IR R ],
BRI A 2 TR 2 FIFTR,

5.2. EARGURVS

Table 2. Compression results of 6 attack provenance graphs

2. 6 NUEWIREIR EGRLSR

R W sk HEEREA RS XA EEEAESE
RERE ¢ k4 RIS UL i T RH BUE: i RH BuE:/3
Al 527 89,020 167 414 158 402 103 260
A2 461 20,505 223 573 174 502 154 326
A3 6584 10,726,103 505 1291 381 1017 258 709
A4 1105 111,759 128 362 104 316 99 259
AS 173 22,675 38 69 32 62 31 59
A6 22,953 484,050 595 1549 79 185 75 175
1 5300 1,909,019 276 710 155 414 120 298

AR SC AT (1 R R R ORI SO B A R 4 TE TG 35 (0 IR 1 AT I . TAL R4S O 1
IEZEERE: A IPATIA[18] BBR RSO M[20]. BEBRAS A IA SCAEST A [17]. AT S2I6 f& B0l T4 I
EJTVEBE T AE O M EZE AR S Al B — Byl N IR R . 42 2 45 T7E 6 NI iR I b R 46 5
Fo R E S, ARG BT ORI B B 45 AT (AR B ) 2 ) T Sk T 121 AN 296 4%
S R4 TR 43.84%1 41.69%, F K E4E %N 86.72%H1 88.06% (A6). CAFH EHR K45 S EH LR E
B Q45 5 34T FL 46 5 17T s ORI 50 Lo 4 1 (G B B 45 5 ) o0 39 20> 17 35 A A 116
2%, PRIRGEFRN 22.59%F1 28.02%, e KIEFHFA 32.28%F 30.29%. HHULAT WL, R 8 A R 46 Al
U B AR AR TE O IR TAE Al F— U 7 B B R

5.3. WEHHERMTTH

N T VAR A SR B 2R R SR B R &, ARSI F A AT M2 & 57 Nodoze [9141
DepComm [ 11770 AIE A48 BT A48 5 (R B AT B2, O LB It et AR AR, . Nodoze
HeYE S R, 2R T RYESEEIRE R, e (0 RAE AR T SRR A
BRAR IS 0 B, B S 2 U AR N B %42 . DepComm FHBRIER IR IEAT AR5 Bl 734X,

DOI: 10.12677/csa.2025.156155 41 TFEARY 5N H


https://doi.org/10.12677/csa.2025.156155

ARG R S F ek ()25 P A SR e AR AL X I ZAT Mt Az, IR R OB S i 4t
7% 3 f&H Nodoze Al DepComm J5vAFE AR AGE 1 6 AR LI 2 H I BeEh F AR AR E
100%. FHIEAT L, ASCHE A8 TEA 2 Ja S A, VPR TRl e A 45 k2 R AN 2t ok
EEZAMMEREE, mHESLSHhEZEE MRS SO I SR B R R 40 5 1T RN .

Table 3. Similarity of attack events investigated on uncompressed and compressed provenance graphs

3. EEGRTMESEEHIRE LAEHEE4HEMUEER

WA E Tk Al A2 A3 A4 A5 A6
Nodoze 100% 100% 100% 100% 100% 100%
DepComm 100% 100% 100% 100% 100% 100%

N T VAl e 4 R R A i D B R A ), AR SREG S TE T Nodoze Al DepComm 777275 7 £
T 445 Wi RS 406 J R _E R3E AT IR () 3 i) Nodoze J7457E 6 AN R4 i 198 B (1P 2438 47 1 )
4.190 B, H4e )5 (-FI84T (8] 1.092, 3398 T 73.9%. DepComm J7iE1E 6 A 4w iR K _F 1)
SPREATI (B 373.535 B, R4S PP RE AT I (B 134,112, P> T 64.1%. Blk, ASSCHR T
JE45 7V R A B0 /NIt Y A TR o

12.000 ~ 1000.000

u RS 1 =g 912.620
900.000 -
o0 | WIEGE 0562 = 4R
800.000 - 740.410
8.000 700.000 -
~ __ 600.000 -
N z
= 6000 - = 500000
= = 400.000 -
4.000 1 300.000 - 208,465
200,000 {26774 T 172.314
2.000 - ' -081 707
100.000 - 20.625 :
17.187
0.000 - 0.000 -
Al A2 A3 A4 A5 A6
(b)

Figure 3. Runtime of attack investigation execution on uncompressed and compressed provenance graphs. (a)
Nodoze, (b) DepComm
& 3. ZEEGERIAESEEHRE _ EPITREAZERETAIEIXIEE . (a) Nodoze, (b) DepComm

5.4. BITHTEITRH

Table 4. Runtime
% 4. ITITHE

it st W sk H HEEIREAESE X EREAES
Al 60.890 17.523 0.036 0.034
A2 17.585 3.866 0.053 0.041
A3 614.540 2946.905 0.155 0.105
A4 255.498 21.717 0.034 0.026
AS 228.755 4.644 0.006 0.005
A6 4692.534 97.983 0.357 0.022
-85 978.300 515.440 0.107 0.039
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P, ARG

NVEASIZATI ], ARSZIRET XS 6 MNUCivR gt 1AM B s AT I (Rl (W2 4 Frow). HARski,
VR PR T4 R 978.300 #0,  TRALFE - I 515.440 70, #EFEE GRS P AR 0.107 #2, X
P E SRR LE A 0.039 0o BHIGTET I, AR SCHE IR R 4 07 v e A N (R SR AR R 4 /] + SOfR
SRR ) AEIT 0.2 72, HRED, e b T 2 Bkl A\ .

6. BEHEERE

ASCRIM ARG 1 H SR R e KB R A TUREH, R TUR G it L E R
KRS EERA, IFR AR RS 55 A SCHL AR R, SO 28 (5 Sk, ER
T ) 58 R AR AR A . A SCE R I AR AU R S R AR S . B, A
i S AR RS A AR AT IR AR RCR VPG« SO AR VAl S AT N R VPG, R ISR A T iR
Rtk

ELWMB
B % H IR B 3E4:(62362038), i+ )7 213 4:(205200100654)
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