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Abstract

To address the security threats posed by hardware trojans in integrated circuits, this study pro-
poses an Al-driven detection method aimed at overcoming the limitations of traditional detection
techniques in coverage and unknown threat recognition. By constructing a detection framework
based on behavioral feature analysis combined with convolutional neural networks and dynamic
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temporal modeling, the method extracts multi-dimensional features such as circuit power con-
sumption and logic states to achieve precise identification of hardware trojans. Experimental re-
sults show that the method achieves high accuracy and low false positive rates in detecting known
types of trojans, and demonstrates significant robustness in complex scenarios such as combating
low-probability-of-attack trojans and multi-node coordinated attacks. Compared to traditional meth-
ods, the detection efficiency is significantly improved, validating the potential of Al technology in
the field of hardware security. This study provides an innovative solution for supply chain security
in integrated circuits and lays the foundation for future research on lightweight and multimodal
fusion of intelligent detection technologies.
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Figure 1. Detection architecture
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Table 1. Performance comparison of different models in known trojan scenarios
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Figure 2. Detection rate comparison in complex attack scenarios
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Figure 3. ROC curve comparison
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Table 2. Detection efficiency comparison
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Figure 4. Temporal attention weight variation curve
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