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Abstract

This study deeply explores the application of cloud desktop technology in hospital data security man-
agement and its improvement in energy conservation, and constructs a set of hospital data security
strategies. First, the importance of hospital data security and the current issues are analyzed, reveal-
ing risk points for hospital data breaches through relevant cases. Secondly, the basic principles of cloud
desktop technology and its security features applied in the medical field are explained. Based on this,
atargeted experimental environment is designed, and relevant data are collected and processed. In
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the strategy section, the process of formulating data security strategies is detailed, the deployment of
cloud desktops is implemented, and a systematic evaluation of security practices is conducted. Ul-
timately, this study concluded the effectiveness of data security strategies in practical applications,
demonstrating the hospital data security protection system and energy conservation and emission
reduction improvement based on cloud desktop technology, and achieving positive results in both the-
oretical and practical aspects.
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I, TG MMEER, = RHfER T RE)5 HIPAA. GDPR 26rifE, #RA NS B (PHI)
22 Ak i S A7, A8 EIT HUAITER B & BRI RN, =2 8 o i H RS -

MRS, ZRHAREE. B2 S S mIRE ), AR AEEE. BH
EHL BRSSO MOk B R [8]. Aok, BEEHARMAWERE, E7EI AR S5
THT P A T U145 8 2

3.3. ZRERRPR SR

TEM i = SR A P DR B 2 e RE T, ASCEEE N T — RYIB 8 i il . 4k
W e EEERH P S IAE, A SRR RBAENLS], i A RAUH P RSN 50 R % . K
RTILEEHEPSK) 53 N85 177, WS i BE ) 2ett. SANZH, AC@E %L VPN B
18, L AES-256 A7hn#bnExt rf £edm g7 s, o IR 80 e AL S R v WL 1 5 e ek

R0 2iBEH, AREATHR T —ESEEEM, %P T HMAC (Hash-Based Message Authen-
tication Code) AT 11, & 0] AN RN 21 AT B MEGHIE, A 8B b2 iG SR e K. RIS, 2o A7
EEAR A IS AT RN AR B, ORAE R R R B ARV R, bR B R AN A -

TEWNEBMZE, ARSCERE T 2T M vr miEH(RBAC) RS, HifR it TALAE VS 7 R 53 B 75 1 5/
HEse . sk, fTH DLP (Data Loss Prevention) B AN BURAS B EAT AR IR I 4%, B7 1B & daittFE . DLP &
Si M B AR R 51 3 50 At 7 SRS B, SRS S A SR, BRI AR P Vg i)

DRSNS R G A 82 4 S, AR ST T AR FE R R A B T SR, 0 A P B T A0 SR 4 T
FIFHREAE iR, ASCRT DA SRR H & RIS 5 AT X, DT E 98 72 2t it 5 O AR R
AR it oAb, AR B A O & 0 RV IRAE 1 DR AE 9 ME 1t SR b BR 8 iR U R 2 IR 55

AW 7 AT AR AR 7 22V 5@, @i 0 EAMB I RS R g R R .
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AR [9].
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I S N = AN H I, AR 150 KERER IT SEFEE TR, WEE 204 120 4y, FE
ik 80%. A& H#EIEIT SPSS 26.0 HATS I T, KBRS I K724 5 BE 58 55 075 VP4l &%
FEESOEAE/TRRaetin)- 2T

FEETEHT S, REL 10 KEFEIHTIRAVIR, iR 20 ERLEE. JuRE MR 5 eet
K, KRS MATIRER, WORRIUE B S 2R VIR N BT RIS 80, SR HE
B B 20 4= SR 0 B R S i Bk, RIS R R 2 S T/ $dis (b b i AR R
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RYEFE . I R G, k4 2 FREER SR I EE 2 00g, WOt AT e X L scde . SEgany, FEdEd
P E0FE B M e A . S B AR S R T2 ARy, il S WA 3 IR K 70 41 . SRR ok
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A o e A Tl RE M AAE SRR 5 GB B I AE R 30 #2, Ui il S SHIE LN 98% . MHAK I, fEmE
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gra UL B SR, R A R E AL TR B e A SRR I M, s SR AL
oz sttt TRIE 51 S, BEARITAIE B2 &R M7 IR T %
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MY PR 2 S T 5 ot 5 2 4 40U 87 FH B8 508 BIBE 2 (1 % 4 5 ROR bRife, A& T — RA10%F
XM SRIO BT . B0, ASCIERMAINEMEER A o PR E T 2N = SIS, WIREHEE
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WA 2 A AT T N3 kb, SR AES-256 a5k, DR AR A2 R PRI b i) 22 4 .

AR ERHE R 7 Vmware Horizon 7 %1, & EMNEE 1 2/> 4 &0 CPU. 8 GB
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WAL T SROET I 2 AR T AL TR BT AU TC B 22 4 SRS o IS8 ZER BT T RUZ B K, AT,
I8 T N ZAI R G (IDS) A1 KR 75 7 37 REU(DLP), i LA F 76 1) 22 4 Wl -

UbAh, BT BE TAEN SR BIALER BT, A SCHEENT T 22 S Ak (B0 U o 4 1) SR o AN F P AR
FLPTAERR T TRIERRE, I A (0 FE A T 5] 42 (RBAC) 8 70 FE BIAS R R BR 2], B DR 1 508k 1 g /) o 221k
JEE DU AL B R Ak A 1

TE = SR R e G, AR SO 78 WA BB B A B 5, BRI i, e
R, MR T = S R GRS R A R AR E M S S R . R GE e B R Gt 7E 2 22 5 A
Z I8, R T IR IR AR 7 3K .

BEXTEOE 2 BARVEAS, ASCRIE T — RABEL B R IGE g5, A8 TSR M., Bl AL
A7(XSS). SQL VENEH WML 22 AW F B, BEMRE R ZePifEe . ssmidfid, A0l
ST BB S O B 5 I 2R S I R GE R I DL R SE AR L, DLV A A o AR SR A 1)
AR

&, RSO T —ANEIEEESE, LRV 2 5 A B SR £ 22 4 5 T R . SR A
TRIEHFER ROC M2k /A T iR ARRZE, BOR T VPAG 25 SR Ak PR P S o I e S0 Frg ) 2 5
AN EE Bt 2 ST FIHET SR 4 T R 5 9iE e al, X3 2 & SUR R 7R I T Z 5 kR iE .

T I I e AR I T B SN, AR SCHIAF FELE 5 S R T B B EOE R RS TR L, R B
TARR AT A 1) X I T AR, ASOMAE AT LA BT S B AR M — 20 KR DTk 2 PR R,
(33 2 T B0 1 22 APk S Ry IR A5 IR B )4 o o

TERRIRJT T, A ITE 3 BEGHENA 3 & = R umiarmig miR, 6 6 W& IE /TR 0N
¥, 847 1M H
4.3. BIEWESLESZ*
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K R PR AL HE 2 Bt HE T DT R GU(EMR). 597 8 B R G5 (HIS )RR 35 S A5t 170 2 o A (- a0 1 4 T ek
SRARII ()6 BBl B B 2019 2 2022 4F, WA ILANARENE LS 5000 4 8% . HoERERAH B i TH
17, I RESTful API 2 11 )\ EMR RIS M0 EHE, Qs B EEAEE . Mizids. Swizmifig
ST % APRIEEHE B, RAZERENS, SUCRE G AT R & — SR .

BAEA R ETL (B H. #64e. tn#E)IAE, 1 Python H /Y Pandas FE#H AT 508G . BEEE D
BRAFERRIAE AT . T A BRI . o, BORE AR EER MBI A, SRR AR A
Z-score 7715, WEBRMEN 3. BAM B AR LR 75,000 4%, WAL A ML 68,250 4. FEib
PRV I - B S 5 A% U AL, PRIFER 7 & 5 B2 T 2K

EEAR AR, B RGBS TS Sariiil, FERA « R85 EES 0, PEEAE 4
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23t 1 A AR, 3 GESITFENFEE 126 W, 3 855 M4&MEH 39 W, #ERBE 1 o
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VRS JUMZ DT . B e, BB RO Bn BEAT WA 22, 4% IR A VR B 2 AR U R
TR S AN BB = AN o AR AT TFTRCDT 1R, T P P AR R AR R E N DIV AR, AR
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Figure 1. Cloud desktop deployment process diagram
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Table 1. Comparison table of security performance before and after strategy implementation
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B4 SR TR SR S B (%)
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B &0 VR B 2 (%) 75.65 93.30 +23.34
B 9 A TR 8 I (%) 58.00 90.00 +55.17
pae N7 SNGREIE RS 24 1 —95.83

iy I 425 1] g 14 2 incidents 20 0 -100.00
F P2 3 IE 1 %(%) 60.00 88.00 +46.67
ol 22 e E AR A8 (%) 65.00 95.00 +46.15
REAMET & 2 4RI E K (h) 72 24 —66.67
& o 7 A 18 2 —88.89
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