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Abstract

To address the issues that existing one-dimensional (1D) chaotic maps in image encryption algorithms
suffer from limited chaotic range, proneness to periodic windows, and the unsatisfactory scrambling
effect of the standard Zigzag transform, this paper proposes an image encryption algorithm based on
an HLSE (Hybrid Logistic-Sine-Exponential) chaotic map and an improved Zigzag transform. Firstly,
anovel 1D HLSE chaotic map is designed. By combining the Logistic map, Sine map, and exponential
function, this map exhibits a larger chaotic range, more complex dynamical behavior, and strong sen-
sitivity to initial values compared to traditional Logistic and Sine maps. Secondly, the standard Zigzag
transform is improved. By introducing a two-pass scanning method and cross-arranging the results,
it effectively overcomes the deficiencies of the original transform, such as insufficient scrambling and
the possibility of some pixel positions remaining unchanged, thereby enhancing the uniformity and
thoroughness of the scrambling. The encryption algorithm utilizes the SHA-256 algorithm to gener-
ate the initial values and control parameters for the HLSE chaotic map based on the plaintext image,
ensuring the sensitivity of the key and its correlation with the plaintext. The encryption process in-
cludes improved Zigzag scrambling, chaotic sequence-based index scrambling, and XOR diffusion op-
erations. Experimental results and security analysis demonstrate that the proposed algorithm pos-
sesses a sufficiently large key space and high key sensitivity, can effectively resist statistical attacks
and differential attacks, and also exhibits good robustness against data cropping and noise pollution,
while maintaining high encryption efficiency.
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Table 1. Comparison of correlation coefficients of adjacent pixels

= 1. BN RBR R

Bk e K EH papi|
Clock BH3C 0.9528 0.9712 0.9332
Clock B 0.0045 -0.0232 -0.0012
. Boat B3¢ 0.9430 0.9727 0.9287
A s
Boat X —0.0088 -0.0026 -0.0030
Male B 3L 0.9785 0.9802 0.9679
Male %3 -0.0008 —0.0040 -0.0067
SCHR[13] Boat %% X 0.0050 0.0164 0.0033
SCHR[14] Boat %X -0.0035 -0.0010 -0.0126
SCHR[15] Boat %X 0.0089 -0.0037 —0.0042
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4.2.5. FRES

TEEMG IR, 5 S T S0 2 U oS B AT E ML . B B 2 — 2 ikn s
JEWTEUGR T RERANL, (XT3 R M A IR 4G E BN Y. 5 8 m, RmE G MG R
FREENL, (RO . 5 B AT

H(x)z—IZZ;P(xl.)logz P(x,) (13)

Horb, 0 ARBEGKEAERI ML, x TRGRE, Pe)FRERE x HIBER. 0T 8 A KEZREIE,
BAMERE T, BERS KEEAE M PR N AR SE, SRR BT i K fE 8. 42 2 PR 1 AN
LR SRS, IS HANSCRREET 7. SR, ASERE BERE VAR 8, BHIAINE HEE K
FEAR R, Hradi s X Lo AT i -

Table 2. Comparison of information entropy

F 2. [FERKEXIEL

CA7S (EEA 3L '
Clock 6.7057 7.9971

KILEE Boat 7.1914 7.9994
Male 7.5237 7.9998

CHR[13] Boat 7.1914 7.9984
CHR[14] Boat 7.1914 7.9993
SCHR[15] Boat 7.1914 7.9992

4.2.6. ERBEHIH

PG IN 3R 1 22 4y B /2 5 T T 2l BRSO 2 Sk i — R R B, N T B 12 822 0 Sk @iy,
FER R IA SCEUR N AR B g 5 K 3 SO 1 12 2 48 4k . NPCR AT UACT & F T IT A MG N # St
FE oy W o P O AR, H AR T

0.C (i, ) =C, (i. ]
O A o
LC, (l,]);tC2 (l,])
1 M N
NPCR = > D(i, j)x100% (15)
XAV =0 i=0
1 M |C1 (isj)_CZ (la])|
ACI = 1009 16
uAc MxNX,;; 255 * % (16)

Hrb, G G AREX AN 2 SCEUR, ATt BB SC G b, R — MR R IR R A T B0,
M FI N 53 32 BUR AT BN 515

YN RN B, Rt A REER, XIS UEE R e ER, &
X} NPCR 1 UACI #47 7 ¥l EEAEARAS ™ NPCR HIMEA 99.6094%, UACI [FIMEH 33.4635%. 4 3 A
NPCR 1 UACI HJLLAREE R, wTLAE . 53CER(13]-[15]AHE, AT R B P AR A .

4.2.7. BEMST
ERE > B R VAL BRI B M RE I OB, BT R I G E A2 e . R BTSN i 2 et
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et T Wi Sk B DU S A pTEBY RE 0, RS2 BGE R Vb RedE R, DRk BR(E 2K
SEREPERIUER 1 -

Table 3. Comparison of NPCR and UACI values
7 3. NPCR #1 UACI KJLLE

Hik EI& NPCR (%) UACI (%)
Clock 99.6002 33.4586
KIS Boat 99.6048 33.4412
Male 99.6095 33.4186
SCHER[13] Boat 99.6153 33.4398
SCHR[14] Boat 99.6035 33.4332
SCHR[15] Boat 99.6024 33.4088

1) FETLEE A

N T B0 UE U AE AR i 78 rh ol 203 8T B 5 7 TH REOR B BRI A E BX — R, #F47 15258, 45
R 12 Frone. HpE(a)~(d) 70 51 N3 SCo BT 1/8 (TEBJESR) 1/4 (UAA). 1/4 (FFy). 172 (K£3F),
(e)~(h) 7 A e AT A2 S . BRI, 2% 5 I B ReAE s RAR BE BB IR T R 4 BHR R v A3 4y, IE
) 7200 2 SR B B R i B Bt e

(a) #BY 1/8 (b) #HE 1/4 (c) #HY 1/4 (d) #5712

(c) WY U8 WA (D) M 14 MBI (o) WIT V4 MRELE (h) BT 12 MRAL R

Figure 12. Clipping attack
B 12. 8BRS

2) WS B

R R P 2 MR U b A LI — RIS o ] 13 JR IR T B SCHE VR NS [ 58 BEARUER e 75 (R 0 -
X AR G R P FE IS o TS AR ER 1 7 2 52 23Tl 0.05 0.1 0.3+ 0.5, MTHEERF LA, RE
SRR T, R R EGRA B B ERE R A TR, EREBKARRE 7RG BRI E
B X TR ZINE FE BB O 5T S B g
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(a) VR0 0.05 HUERMRFS  (b) RN 0.1 HUERMEFS (o) VAN 0.3 HARMEFS  (d) VA0 0.5 MU

(€) 0.05 B fRsrE R (D 0.1 BEEsaER (903 MAEMEELR (h) 05 gEmEsER

Figure 13. Salt & p
13. HMERER S

epper noise attack

4.2.8. BHES 4T

oS Bk 18] 23 A7 2 P4k RN 25 B2 Ve RE ) B AT, @ I B I TRD (0 23 B, AT DASE G b T AR AR
IR . AS2IGAE Intel(R) Core(TM) i5-1035G1 CPU @ 1.00 GHz 1.19 GHz. 8 GB WAZ T A LN T ig
17, M2 MATLAB R2024b #fth. 3¢ 4 45 T ASCENERI M EE RN . faetiE], v UE HA
SCRE R T A S

Table 4. Encryption and decryption time
4. MNEFAREES(E]

Bk K% T it [ () iR 325 T U] ()
Clock (256 x 256) 0.136164 0.117543
AR Boat (512 x 512) 0.543841 0.465622
Male (1024 x 1024) 2.186457 1.972476
SCHR[13] Boat (512 x 512) 1.256375 1.289654
SCHR[14] Boat (512 x 512) 0.896547 0.867421
CHR[15] Boat (512 x 512) 1.536546 1.469853

5. 45RiE

A UGS B TR, $eH T —Fhgh &8 8 HLSE RIS Rl Zigzag 28 (1 UG N 2%
Hik. BB HLSE RV RS, WAVRSE 7N HA 5 IRME L 58 At [ 4 A0 T 584 (A UM i)
TR PR AERS . [N, $H I Zigzag 28408 i B URF 2 542 IR AD 25 SR 102 X HER, B3R Tt
THRERNEERERNI SN, Wk 71558 Zigzag BB L N3 T7 Z R SHA-256 MG E A il B SC
FSRHRIE A, FEMRIRPAT SO Zigzag BHEL. VRMER 5] B SRR T 88 2l T 5 MRS 1 &
RORE R B
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AT PEREVEAL, BRI 0T B BURMENNK . BT BT, AHOCHE T (S BT B
Z257 i (NPCR A UACDRE S PFAG < T8 Moy A1 75 SOt il ik DL RSO s if 1) 3 A, 45 SRR A
SCRRH SR AR W I 2 A, BT AR A QR S i o M ey, 0 LA E SRR BRI
R, T Iia 5k,

Zi ERTIR, ASCPT R RGN SR 2 e . BRI T I R RAF SR avERE, N
By BB AEA 2 EIE T AR IR AL 7 — Ml SEATA ZUR IRy T B

E&WE

WA T BB 2024 FF EHFHRAAQFH NN R E I E %S 202410380011).
HUH BT 2024 FERBACEBCE S RTE (T H SRS x24jyxm02) 13 # .
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