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Abstract

Aiming at the problems of low efficiency and poor real-time performance of traditional jamming
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detection methods in handling large-scale and highly dynamic spectrum environments, this paper pro-
poses an efficient and real-time jamming frequency detection method and system implementation
scheme for intelligent edge computing scenarios. Firstly, a lightweight and high-precision jamming
frequency detection model based on random forest is designed by combining the frameworks and
technologies of machine learning and multi-label learning. Then, the trained model is transferred to an
edge computing device equipped with an Al chip (Atlas 200) using model migration technology to adapt
to the edge computing node. Finally, a batch processing strategy is introduced to improve the compu-
tational speed of the model on the edge device. Experimental results show that the proposed method
achieves an average accuracy of over 98% in jamming frequency detection under complex scenarios,
with the optimal inference speed reaching the microsecond level. This significantly enhances the de-
tection accuracy and real-time performance, making it suitable for complex and variable wireless com-
munication environments.
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Figure 1. Point-to-point jamming communication system
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Table 1. Main parameters of the random forest model
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Figure 2. Processing flow of the jamming frequency detection system on the edge device
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Table 2. Main parameters of the frequency-hopping system
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Figure 3. ROC curve of the jamming frequency detection model during training (10 k)
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Figure 4. Processing time consumption of a single test sample with different batch sizes
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