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Abstract

The public key cryptosystem can be divided into the PKI-based public key cryptosystem, the identity-
based public key cryptosystem, and the certificateless public key cryptosystem. The PKI-based cryp-
tosystem has a public key certificate management issue. The identity-based cryptosystem eliminates

IR

ES| U, BT JERMTEIER AR A4 T R0 HEALURE: SR, 2025, 15(10): 52-66.
DOI: 10.12677/csa.2025.1510250


https://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2025.1510250
https://doi.org/10.12677/csa.2025.1510250
https://www.hanspub.org/

FHIRE, L

the public key certificate management issue but introduces a key escrow problem. The certificate-
less cryptosystem eliminates the public key certificate management issue while avoiding the key es-
crow problem. Therefore, it is a public key cryptosystem with excellent properties. A fully homomor-
phic signature scheme allows anyone to perform arbitrary computations on signed data without hav-
ing the private signing key and to derive a valid signature for the result homomorphically. The fully
homomorphic signature scheme has significant potential applications in various fields, such as cloud
computing and the Internet of Things. So far, several PKI-based and identity-based fully homomorphic
signature schemes have been proposed, but no certificateless fully homomorphic signature scheme
has been presented. As a result, this paper first gives a formal definition and a security model for ex-
istential unforgeability under selective chosen-identity and static chosen-message attacks (EU-sID-
sCMA) for aleveled certificateless fully homomorphic signature scheme. Secondly, this paper designs
aleveled certificateless fully homomorphic signature scheme from lattices. Thirdly, this paper proves
that the proposed scheme satisfies the EU-sID-sCMA security based on the hardness of the small integer
solution problem in the standard model. Finally, this paper provides the practical parameter settings
of the proposed scheme.

Keywords

Fully Homomorphic Signature, Certificateless, Lattices, Small Integer Solution Problem

Copyright © 2025 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

1. 5]

AN EHERL AR (public key cryptosystem, PKC) [ 1AM B A & ohag, 1 HEAGIMEDRE. 7E&T PKI
FIERD ARSI, PR AHS KGR A AR, A1 E LA (certificate authority, CA) KA A
FHIE BB R K . BT PKI BB R AAR G/ A FIUE T 8 in) . 76235 T B 43 1 2 f5 44 il (identity-based
cryptosystem, IBC) [2]7, F A B S0 IRAE ik, H P BFAEH H AL BH 2B B 48 (private key generator,
PKG) . T B S MAARHIERR T AYHE P& NS, E5N T EPFTE N . 76 TUE T 09 4 |
(certificateless cryptosystem, CLC) [317, H/~ IALAEH t % 40 A2 i H 0o (key generating center, KGC)FIH ' H
S ILEA R TR R AARIADOE R 7 AU R @, 1 HEE e RS N, B P
A BRI AP SRS AT, AMHRH T —DNEE TR IR HAE 4 (certificateless signature, CLS) /7
F[4]. BAh, NIRRT LA T CLS 77 %[5]-[8].

BA R ) A HEARSRIE = vH B PBRN AR BE S B A T2 N AAME, BRG] T A%
WMRNARIE Y. 4RAINZ (fully homomorphic encryption, FHE) 8 -4 I R HATAT B 115 .. 2013 4,
Gentry. Sahai il Waters [914&HH T IEUMHIE M EHAR, HEIE 7 — N ETHEZ XA FHE 7R, EE IR
FHE 77 &, 7RIS EHMT 77 ZArRet E R R . FIAEAMFE SR A, AHRE TR XA
T G4y K14 [F A1 % (identity-based fully homomorphic encryption, IBFHE) /5 %[ 10]-[12], #2H TERELTE
E 54 [FI 4 % (certificateless fully homomorphic encryption, CLFHE) /7 %[ 13]. 4£=[AIZA525 4 (fully homomor-
phic signature, FHS) R VX 28 A E IR PATAL RV 5 . FHS 2 S BRERANA]Od 4 2 AME B R FA [ 14]
B FA T NG5 B 9 T BL 23 9 55 B R SRR . 5 bR SCBREUR 58 4 bR SRR . 2015 4F, Gorbunov .
Vaikuntanathan Al Wichs [15]32H T —NEFHIZRA FHS %, HAEFRHERT N 3T/ NEH# (small
integer solution, SIS) 7l P PR XA UF B 1 e A2 [ 2 PRI 269 B 20t N BIAAAEYEAS AT it P (EU-sCMA) . 1E
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JEUR FHS J7 2=, J7 RISHURET 7 e TR R VR R . )5, Boyen. Fan A Shi[16]X$2H
TN ETRIZE DO FHS 775, IAERRERAY T BT SIS [0 @ F) R HE PR IR B 17 e i o S P e 9 S I
o NI AT i M (EU-CMA) . Gorbunov %5 A ff) FHS 5 %[ 151863241455 F SCRamt BE FAYE . Boyen
S5 NI FHS J7 [ 16| AR AMEMRE B, EAEH T2 ISR M G . EFk, AR T
JUANEIRBYHE T 5 43 1) 4 [R) 2325 44 (identity-based fully homomorphic signature, IBFHS) /7 %[ 17]-[19]. {HiZ4>
Ak, AT AR B BRIP4 R A 25 4 (certificateless fully homomorphic signature, CLFHS) 7 & .

AT LAE FHS %5 CLS HEE A k% CLFHS H %, AMIEH 1 CLS 7 L [4471E & Al
B, o Re 8 BN ONGEAE TN B A4, AR HAR LAY CLS 77 %[5]-[817E 2544 I 75 20 B kAT
WEAYIS S, eI AE & ARSI CLFHS 5%, T2, ATFE Gorbunov &% A K FHS J5 ZE[15] 34 |
BT TR TZRA CLFHS H %R, BATMEZE T/ F:

@© g5t VRO CLFHS 5 R AT A 8 SOM I 36 35 B 4 A0 ] 72 1k ok 300 B 8Lt T IR AEVEA
n] £33t 1 (existential unforgeability under selective chosen-identity and static chosen-message attacks, EU-sID-
sSCMA) ) Z 258,

@ FIH Gorbunov FE A[15]52 KB HHEOR, G 7 —NETHE KR XA CLFHS J5 %, JFERRHER
RUR LT SIS ) ) R XEPEAIE B T BT RA3E K 77 2830 /2 EU-sID-sCMA %41k

@ Zath ¥ FrkgiE ) CLFHS J7 #EBAARSHCE, 0o 7 Frkyis i) CLFHS J7 R HA R RE .

2. FEHH
2.1. FHFESYE
B BASAE IO, Bk 1 fis.

Table 1. Notations and their descriptions
# 1. S RHUA

i B

A RABH

z R

R e

Z, g BRER, Hz, =(-9/2.9/2]"Z
N HIRES s PE R

(k] AL, k)

log X, BIRA 2
poly(4) E2TE WL
negl(/l) A 2 P R A
O(g(4)) O(g(2)-log" ), Hrh ¢ H— A5

a FE, BRI R R

A SR, AR R R
(4]B) SERE A R B KT

Ja] i i a R T4

] HEFE A IR

T HFE T ) Gram-Schmidt 1E35 4k
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22. W54 HIEE

EX 1. MPEHTE X « x fly « v, ENMSTEERE R
1

A(X’Y) 2 anuy|Pr ]—Pr[Y:a]|

R A(X,Y)=nelg(4), MFRBEHIASE X MY RGEHEZTH
SEX 2. BEHLAEE X MB/NMEE N H, (X) =—log(max, Pr{X =x]). X LYy N EER TS5/ &
H, (X|Y)= —log(Ew_Y [maxx Pr[X =x|Y= y]])
UEMISEI Y, BOERI X By 27 )
FIE 1. [20] BR X X FY <Y iﬁi/\i{ﬁ IBENLAE &, B4

H, (X|Y)2H, (X)-log(])]).

23. %

X 3. LS B=(b |- |b,)eR™", HFIFRS, . b

TR R, I B RN m Y
A EXH

A:{yeRm s.t.ElzeZ’",y:Bz:Z_ z.bl.}.

iefm]
X 4 REH g FEE AL R ue L), 5 XHA m L BH s
A" (A)={eeZ" st. Ae=0 modg},
A, (A)={eeZ" st. Ae=u modg}.
AUEH, mEteA, (A), WAL (A)=A"(A)+t, FHA,(A)2 A" (A4) 10—,
FEX S MER AR ceR" . iéﬁzwoﬁmé&#&/\ ALE@%‘%%‘%%%E%X%
VxeA, Dy, (x)=p, (%)/D . Pue(x
ot p,, (x) =exp -zl —cff [s7) R ELLe s S0 ntucs B S o
SIE 2. [21] SMEE m 4. MR ceR" AT o<e<1 s2n.(A), A
Hxﬂ>wﬂ<__zm

Horbn, (A) R A WS, HXA L4 B, 7, (A)<|B]-o(Jlogm) .
FIEE 3. [22] 2 n Mm NIEEE, ¢ AFREG HFHm=2nlogg . WIXHMER AeZ)™ LUHER
O'ZQ)(Jlogm), u=Ae modg St HILT Z) LRI04, Hhe« D,

3 4.[23] 4 5> 0 NIE—FEEHL, ﬁ&#\*ﬁ%zmﬁaﬂmﬁﬁGenBasis(lﬂ,l"*,q), TN TE
HH . g=2Fim>(5+35) nlogq W — MR A€ 20" RN (A) —HEE T, e 27", WA A G5t
BT T 2" LS il T, < L= 0({nlogq) .

5lH# 5.[22] ¢ %q>2$ﬂm>2nlogq FAAE— M2 2 U () 5527% SamplePre (A, T, s,u) » "EHIA
FRE A2y K A (A) B HLE T, e 27" | B BH s 2|T, |- o Jiogm ) Al & u e Z; . WStiH-HEE T

DOI: 10.12677/csa.2025.1510250 55 HEHUR 5 R


https://doi.org/10.12677/csa.2025.1510250

IR, FHL

NIy At — R e e 2" o

FIE 6. [24] 453E ¢ 22 M m=2nlogq » FAE—NEE MR G e Z)™ M— i E ML 2
AN L G SRRV eZ, Hohk>1, St MNURERE G (V) e (0,1, Wi
GG'(V)=V.

SEX 6. X THIFE ReZ™™ , #i R modq 1FRZ)" LIFERE AT, miAk R 9z, vlidii. BATE
D™ R (D, ) o Yot s> Loo(Jlogm ), kAR 2, WY,

G 7. [25] 457 g =22 Mm>2nlogq » AFAE— ML U [A159% BasisDel (4,T,,R,s) » 'EHIA
W AeZ)™ | K A (A) —HAE T, eZ™" . NS D" JELE) 2, WEHERE R e 27" UL KGR BT S5
SZ”?‘:WZ-\/I’I_’P&)(«HOgm)“ , R AT (B) W T, ez™", Hh B=AR" modq, It H T, i/
”TBHSS\/Z .

512 8.[25] %€ g =2 M m>2nlogg » FFFE—PMEEZ WA (7] 577% SampleRwithBasis(A4) , ‘EHiIA
HRE AeZl™ , WGIHELT D™ M Afiti i — MERE Re 2™, Bk ik A (B) 413
T, eZ™", iﬁﬁ;@“i“ﬁi :O(«/nlogq) , HH B=AR" modg .

2.4. SIS [a)f&

5B X 7. /NEHF (small integer solution, SIS)FIFRAN N : 45 E 8K ¢ « FFE A Z)" My g, FH—
MERRR ecZ", L Ae=0 modg Fl|e|< B -

X T % g(n)« m(n)F0 B(n), SIS, ,RmEp (q(n),A,ﬂ(n)) HIEE, HiAde Z';?;")(") =Y 5BE
BLET

3128 9. [21] [22] AHERE BRI m = poly (n) F1 = poly (n) LAEAHER K g > B-0({fnlogn )
FEIEOU NI SIS, RS B 22 5 LN A UL JE O [7) B 7] @l (shortest independent vector problem, SIVP)
—RERAE, SERILRIET 7 = £-0(n) -

3. BERUUEN E5R£ER
3.1. EREX

—NZIXA CLFHS 77 & H R4 & Setup 73 FASHIR HL Extract. | % $H % B KeyGen 2544 Sign.
[FIZSIZ 5 Eval FMIEHIE Verify /N4> 2 DI [R5k . BAAIF

@© (pp,msk)« Setup(ll,l",lN) s MINZRSH A BRI ORTE d AR ERBCRRN v, it
ANHZH param X FEH msk o param O B0 MIPIFR . 25 R %84 B O KGC $UT .

@ psk,, « Extract( param, msk,id ) : @INATFZH param ~ FEH msk M4y id , i3 FEH psk,, -
A B P O KGC 1T

® (xid,pk,d) <« KeyGen(param,id) : WIAATSEH param ey id » AR Xy A Pk o

@ (o, .0y )<« Sign(param,id, pk,,, psk,;, X, iy, py ) - MNATFBEL param « G id < A ph, ~
B A psk,, « BEEAE x, MUHE RS - iy e M FHREL I 0,0, -

® o, <—Eval(param,id,f,{(,ul.,(fl.)}ie[N]) : BINATF B param ~ BUrid - BEE £ MY —> MFIH

B - BEMMES (4,0, BlEH o, .

i€|
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® accept/reject < Verify(param,id,pkid,f, ,uf,af) s MIANASTZHE param « Srid « A pk, « HEE
MY > MUHE p, e MRS o, 45 o, R id W phy X g, B REE WY accept, 75 W4 HY reject.
FRPERLI Y id T EIF I g1, gy € MATHES £ MY > M, HP S £ (TRFE depth(f)<d »
@HE
(param,msk) “«— Setup(ll,l’l,lN)
psk,, < Extract( param,msk,id)
(xid S Pk,-d) <« KeyGen (param,id)
(0,,---,0y ) < Sign( param,id, pk,,, psk,, X, i+, fy )

Verify(param,id, vk, f, HpsO ) = accept
Horp
fy=f(tyyeestty)
o, = Eval paramid. £ {(.7,)}, )
TFRIX A Z KA CLFHS J5 %42 IER .
3.2. REER

JERAY CLFHS J5 SIS B AR 1 KBGlh s A SR 2 REGEH A, - ABEBUNBEEFE, B4
B ARG EY], EMEREHRA A A SR SHE L A7 I PE O KGC, BRIE RS
FEEH, EAREE e A A JEIRES CLFHS 75 S7EE PR £ 5 4 A ] e MRk B B BT T
AFAEMEAS T Pyt 14 (existential unforgeability under selective chosen-identity and static chosen-message attacks,
EU-sID-sCMA) W] B A BUA, S5 96CE 22 8] (P ez . FLARDR

Wk 1 CEH T HdiE A):

vigate: AfH S id" . A k! R RTA g,y e Mo KB, pk! LR A BBRIOH T id” 1
VAR

WHE: PRE AT (param,msk) Setup(li,l",lN) o I param KiEE A, -

Wi A FT DU N A ) B A AR LA )

MR . AR Sy id , Horfvid =id” , PRE&E AT psk,, < Extract( param,msk,id ) , 1 psk,,
RIELE A o

AW ek g — A TCABIR L={(id,x,. pk, )} - AIRZEEM id . PEREERAER LR E
el (id,x,, pky) - HHRBNZICH, 1€ x, KRIEG A AARIKE], $UT (x,, pky, ) < KeyGen ( param,id) ,
1, RIE A, I (id, %, ph, ) RINEIZE L A,

NEHWR . AR E Oy id o« BRERFE E AR LR TAH (id, x,, pky ) o AFRENZICA, E ph, K
B A ARKE], AT (x,, pk, ) < KeyGen ( param,id) , 18 pk, Kik% A, FHAC (id,x,, pk, ) 0 E]
KL

AU PR A pk XS RS 0,0y W00 B A,

Dhit: Boa, AR MY > MR Y o o R R LR R, FR A AR 1

O wr#p FP =1 (py) s
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@) Verify( param,id’, Pk f o ) =accept »

A Bt —ANERAEL CLFHS 5 R 352 S0 Adveyme ™™ (A4 ) =Pr[ A wins the game 1] .

B 8. WA 2 TR % A Advime o (A) =negl(2) , BATHARXAZ A CLFHS
T XS ER 1 Ui & EU-sID-sCMA % 4[]

Wk 2 CEFH TBEE#H A,)):

WItEtk: A S0 id R EF g, 1, € Mo

BB PRE AT (param,msk) <« Setup (11,11%) . 98 param Fl msk K% A, o

W A P DUOE R ) Bk A i H B LR i)«

FREAH W M) Phik#E dedr — N oud AR L ={(id,xid,pkid)} o ARG id , Horfid #id” o PREFHE
JerER L P EHRITH (id, x,, phy ) o AAERBNZOTA, HCx, RIEGE A AREKE], 4T
(x4, Pky ) < KeyGen ( param,id) , 1€ x, Rik4 A, IHHE(id,x,, pk, ) MBI L 4.

NEAWIR . A SRS id o PRiE T SRAER L b BT (id, x,, phy, ) - A7RBNZOTA, 18 pk, Kik
YA BAARERB], PUT (x,, pky ) < KeyGen (param,id) , 18 pk, Ki&% Ay, FFE (id, x,,, pk, ) ISINEIZE
L.

e RE A, W id A SREFE AT

(0p,,0y) « Sign(param,id*,pkid* ,pskl_d*,xid,,yl,“-,uN) , WPEERB AT 0,0 KIES A, o

Phit: e, A B MY 5> MR RS o o IR LR AR, R A, BRATIERR 2.

© wrps Fp =1 () s

@ Verify(param,id*,pkid*,f*,,u*,a*) =accept , S pk AR LB id" A

Ay el — AR A CLFHS 75 R MR 5E SUA Adveme o (Ay ) = Pr[A, wins the game 2] .

RESL 9. W RIHAT R 2 W M Sd 3 A, Advipge o (Ay) =negl(A) , BATHFRIX A JZ 8
CLFHS J5 %X 55 2 28I i % /& EU-sID-sCMA %4

4. WESZEMIERA
4.1. Y&

TA
TENMTBR I CLS 7 R[41h, HPIAHN A= (4| 4,) e 2", RHAT, :{ ‘ ]ez“"’*“"’,

Ay

INHRBEFTE RS | K BGh% A RIS 2 KIGh# A, SR LR P IR T, AT RN DA
MRS . PO A YR E R A= {Al A j e T AR AT P ORI T T, Rl

2

FATEA Gorbunov 25 \[15]/) FHS J7 S AR, #—MET 2 K8 CLFHS 5%, K -
M APIERENF = [B CJ c Zznxzm , R E N T, :(TB ]e g 2mm

C
(pp.msk) < Setup(1*,11¥) : 5% ABH 4 . BIEIIFRKIRIE d FEERE RIS N, 147
© KEn. g=2Mm=0(nlogq), WEEHHNMSE s Ms,.

@ BEMEAEMM={0,1}, WEGHEMID={0,1} , Hhr>1.

® VM GenBasis(1",1",q) P2t —AMHIRE A e 7" Fikk A*(A) f—HIET, 2", L

[ =0f o)
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@ iiEX 25/[\%5@ R[goaR,"l (_Dmxm ’ ﬁ:EPIE[g] °
® I N MEREY, e 727, Hriie[N].
® iﬁﬁxﬂ/&ﬂ:%ﬁpammz(A (R RV, [N])mzu:zz%ﬂ msk=T, -

pska < E’“fa"t(l’amm msk,id) s U2 ATIBH param « FEW msk =T, MGG id € (0,1}, BUT:
® 5 R=R,, R, L™,

© VA BasisDel(A,T,, R,s,) =/EH% A" (B) t—413 T, e 2", K B=AR"'eZ!" .

® MRS psk, =T,

(xid,pkl.d ) «— KeyGen(param,id) : BRENITTZE param G4y id e {O,l}/ . PAT

® HH GenBasis(l”,l’”,q) PR —ANERE C e ngm Ak AL (C) T, 7™, WL

“f’;“ <L= O(«/nlogq) o

@ HHEE x, = T, MAM pk, =C.

(01"' )(—Slgn(param id, pkiys pskigs Xiqs 15 ,,UN) s REATNSH param « Ghrid e {0,1}£ /NG|
pky=C « TR psk, =T, « B x, =T, M EES (1, € M}y, PUT:

® 5 R=R,, R, €Z™", tHB=AR" ™" .

® é‘F:(B C]ez;wmo /%TF=(TB Tjezzmwo FRB, T, ik A (F) —H40E.

® *fie[N], 2Y,=V,—u-G modq, i/ SamplePre(F,T,,s,.Y,) LM U, e 22", Hrf
GeZanZm

@ MBS (0, =U} 4\ -

o, <—Eval(param,zd,f,{(,ui, 1)} [N]) BEATFBH param « Fr id €{0, 1} HLES £ MY - M

HE - B ES {(y, eM,o,=U, )} an’ , AT

O X% f(yl,y2)—yl+y2, EX U, =U,+U, ;s WIE f(pop0)=p -1y » EX
U, =UG" (Vy)+p-Uy o XL £ MY > M, SBIEEAHRINE T TRSRIE 15 U, e 227

@ a4 af,sz,o

accept/reject <—Verify(param,id,pkid,f,,uf,(ff) s BENTEBH param « B id €{0,1) . AH]
phy=C HEE £ MY S M HE u e MRBX 0, =U, e 22", 4T

@ WIETT f (o) =+ 5 SESLV, =V, 4V s WIETT [ (1,40,) = gty gty » SEXV, =VIGT (V) o
X £ MY > M, EEAGHRDINE T IAIRE T 1Y, e 27"

@ iJrﬁF:(AR_I CJezf{”*”, HHR=R,,, R, L™

® WHEL FU, =V, - u,-G modg H ||U‘,.||s(2m+1)de’“h s,N2m b depth (f) < d FoRiEs f
MIEREE, W% accept, 5% H rejects
EH 1. it CLFHS 77 &2 IEHif.
B, W FE% U MU, BEFU =V,-1,-G modg 1 FU, =V, - u,-G modq , JFHME |U,|<0
M|o,|<6 .
XIIETY f (o) =ty + 11
FU,=F(U,+U,)=FU +FU, =V, =1, - G+V, =1, - G=(V,+V,) = (1, + 1,) - G =V, — 1, -G
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JEH
||Uf|| =|v, +U,|<|U | +|v,|| <0+ 6 =20
XL f (o 10) = 1411, H

FU, =F(UG" (V,)+uU,)

= FUG™ (V,)+ - FU,

=V-1-G)G ' (V,)+ 1 (V,~ 11, G)

=VG"'(V,)— -GG (V) + -V, — gy, -G

=VG ( ) wV,+u V-, -G

=VG ( ) G

=V, —u,-G

I+ H.

v l=lve (%) +u-v]
<|v.6™ (v,)|+ |05
<ame 0 ]
< om0+ -0
<(2m+1)-0

T Sign HIEFERZA U, A FU, =V, - -G modgq , FH"U ||<s2 N2m . P T Eval ik
PENEY U, Bl Iiﬁﬁﬂ?ﬂﬂ/il]%Dﬁ/il]ﬁfﬁﬂ’] TRAEFU, =V, — [ (1, 1y)-G modgq ,
RO, < @m+1)™ s, -\2m , Fortt depth (f) < d Fm s f KR

4.2. 2R

TRATAE AR VAR TR I B TR 9 CLFHS 77 380 /& EU-sID-sCMA 22421,

SEEE 2. WIRAFAE—A Z I R B A FEWERR 1 A3 ¢ B prd i %) CLFHS 7%, NIAFE
A TR 5% B LU & = £ —negl(2) ¥ SIS, , , K.

WEH. BRAAEXFENECT A, BATERIE B, e A b IR A 1Dy IEfE SIS,
B8, B AT (0 AR R

Rk BULE] A SIS, ,, , FIESEH) 4) e 27", FHEB—ANEEfEeecZ” , WL 4e=0 modg fl
Je< 5

Mgtk A S id" = (id],id] ) € {01}« AY pk! . B BHES {1 e M)

WE: BRERGAATSEWT:

© HER AR <D™, Hrhiell].

@ & A=A, R, R modgq -

1,id;

ie[N] °

-1
. Rl’idl* ) modgq »

< T ATl A (W) B

® xtielf], #i=1, WR=A, #2<i<c, WR=A(R

Ildl

@ X PeZy", Hrie [¢], VM SampleRwithBasis(P, ) /4= — Mk R

i

1—id

DOI: 10.12677/csa.2025.1510250 60 HEHUR 5 R


https://doi.org/10.12677/csa.2025.1510250

FHIRE, L

T, 2™, Hh W, = PR1 modgq .

dl

® W N AU, < (D, ) Hrie[N].

i

A
© #HEie[N]. ’<>V[ o ]incezzm, Soh G e 72
id"

@ é‘\ param = (A’{Ri,id,'* ,Ri,]—id,‘* }ie[ﬂ] ’{V;}ie[N]j ’ %%Eﬁﬁ%é/ﬁ\ Al °

YT = A, 8 T S 2 DA A
WARBII: ARG id = (id,,-,id, ) {01}, Hbid=id" . 4ic[(|ifid #id], HXHE
W1<k<i-1, fid =id,. #1<i<¢—1, 4R =R, R, €Z" iifi]BasisDel(W,T R's )"

ikt AT (B) I T, e 2™, i B=W,-(R') modq , % psk, =T,: #i=0,% psk, =T, -4 psk,
RIEL A, o

WHERMIN B Uy — A TCUHINE L ={(id,x,. pky )} o AIRIE GG id . B ERAER L h R o4l
(id,x,, pky ). ARBNZTCH, fx, Rk A s BHARKE], U7 (x,, pk, ) < KeyGen( param,id), {x,
RIEL A, IFAE (id,x,, ph, ) BEIIEIE L .

NP ARKZ GO id . BEGAER L PERITA (id,x,, pk,) . HHRBZTTA, E pk, Kk
4 A BRRE], BT (x,, pky, ) < KeyGen ( param,id) , 1€ pk, Ri%% A, I (id,x,, pk, ) T8I B 3=

L EPG
LU {0, =U,) , RIEA A MFU, (U U} BRR =R R D™ BT
- -1
F" :[A'(R ) J: A, 'R/z,id,f “.Rl,idl* '(R/,idjf “.Rl,ia’f) :(AO " Je ZanZm
Pk pk; . PRy
2m
FTel F'U, = -G modgq; T U e{U, U}, AU, <_(Dzlms2) , F)TU\"Ui”Ssz-\/Zm o I

QewngJ%MWM%ﬁﬁMewﬂmMeﬂﬂmﬁﬁﬁﬁo
s A £ MY > M OB 4 e {01 FIEL U, M depth (1) <d o A BT TR,
BRI A, IS RENS R SIS, , , LS 4, € 2" MRE . KRR
B9 A, DB I0%4 U RATHIN, FTELF'U" =V .~ 0" -G modg F|U°|< (2m+1)*™V ), \2m , 3¢

=

o = = (e pty) - FA depth(f*)sd , IHHR%A U. <—Eval(param,id*,f*,{(,ul.,al.)}l_E[N])
IE%‘)JZH/] F'EIJ\F U —V —,Ll -G mOdqu[l “U H 2m+1)dcpth( ) Sz'm .

EﬁZWﬁF*(U*—Uf*)z( )Gmodq 5FDHU U, H<2 2m +1)de""‘( Vs, Nm , o po—i 20 %

f

* U, U, 2mx2m GO
U _U/* Z , H EP U! UN U! UH e mem é\ G —

2nx2m nxm
o U jeZq . H G ez

GO
AO Ul’ Ué = ( - ) B GO mOd

DOI: 10.12677/csa.2025.1510250 61 PR 55



https://doi.org/10.12677/csa.2025.1510250

IR, FHL

i 4,0, :(,u/_* —,u*)~GO modg . B ¥ISIBENLIIEEL z €{0,1}" /%e=U1’-GO"1(A0z/(uj* —,u*))—z
THEY] e N SIS, , , S A, € 2" ) —MgE . TUEH

Aje=4, (U{~GO-1 (Aoz/(/lf* —ﬂ*))—z)
= AU|-G;! (Aoz/(,uf* o )) — Az
=1~ t) GG A (e = D= Az
:(”‘f* —,u*)~A0z/(/1/,* —,u*)—AOz

=Ayz—Ayz
=0

- HU’ s/l -4)) -
( (st 1
' (el o))}
S\/;-“U*—U -~m - m
<Jm-2(2m 1)) 5, J2m r +Im
<2m(2m+1) ") s, 2m +Jm
<(2m+1)-(2m+1)) 5, \om

<(2m +1)de"‘h( g am
<B.

EHAY e20, 8 22U;-G;' Az (a0 )) W22 UG (A (-~ )) MO T 2 3520

?'Sle(z|U1'~Ggl(AOz/(ﬂf*—,u*>))2Hw(z\Aoz)Zm—nlogq:O(nlogq)—nlonga)(logﬂ), Hrpg =4
ARSI T 1195, Pk Pr[z ~0,-G;' (e (u. - y))} <24 _ negl(1), L

2#U'-G; (Aoz/(,uf* —y*))  Hlex0.Fite=U'"-G,' (Aoz/(ﬂ_f* —y*))—z HSIS, , , IS0 A, € 22 11y
— MR

M 512 3 A0 5 W, B APk E 5 RSk RS AN X, RIS A, R R I
AT ) CLFHS J7 KN & —negl(A) » # B RIIRKAE SIS, ,, , FFEKIBERN & —negl(4)

SEH 3. WRFAE D2 T FETF A, R0 2 B3 & Wi B i CLFHS 5%, A7 —
NI 5% B LIS &' = £ —negl(4) AR SIS, , 17

B B AR FEIECT A, BATMIESE B, BRI A, Bk IR A, i Dhig vk SIS, , 4
A B AT & TR T

5L B WE]— AN SIS, , , FIRRSEBI A, € 2", FHEERE - NIEFAR ecZ” , /T 4e=0 modg
el <5

DOI: 10.12677/csa.2025.1510250 62 PR 55


https://doi.org/10.12677/csa.2025.1510250

FHIRE, L

Witte: A S id e (0.1 RIS {1 e M)

WE: BRERGATSHWT:

ORI GenBasis(l”,lm,q) PRE AR A e 27" Ak A (A)—H3ET, e 2™, TR
j Sl~,=0(w/nlogq) o

@ L 20 MEFE R, R, < D™, Hrfrie[e].

® iHHR =R .R L™,

1,id,

@ BN MU, (D, )0 hic[N].

-1
® xEF—ie[N], é\Vi:[A(R) JU,-JFM'GGZ?,”XZ”, Hip GeZ™,

AO

© % param=( ARy Ry} (Vg ) B msk =T, FHERIEL A,

W A, b T B R LA

M B A — A TOHIIR L= {(id,x,, phy )} o AR id, Hortvid #id" . BHAER Lo
AR TCHL (id, x,, phyy ) - B HRBNZTCAL, 0 x, Kik4E Ay s A5 ARRE], $UT (x,, pk, ) < KeyGen ( param,id ) ,
S, RIEA A, I (id,x,,. ph, ) TRINEE L A,

NP ARG id o B SETEE LR 4RI (id,x, . ph, ) - HHRBNZITCH, 1 ph, RIEL A, ;
BB, I id =id" WA pk . = A, A pk . R Ay HHE(id", L, ph ) IRINEIZE L L TR
1T (x4, Pky, ) < KeyGen ( param,id ), 10 pk, Kik4% A, IHHE (id,x,, pk, ) MBIFR L 4.

BEWI: (o, = U}, KR A, T U e{U,-U,}, B
P A(R*)i _ A(R*)f
pkm* Ao
FRBLFU, =V, = 4G modg : XU, (U, Uy} » AU, (D, ) , FERA|U| < s, 2m . i

U e{U, Uy} fid R pk Xy € g, 1y € MY A RS

Pt A BB MY S ML R L {0 B U, Hid depth(f*)ﬁd o A7 A, AR T
#, BRI A, IOV IERERS SRAT SIS, , IS A, € 2" fIfRS . SRAEIEIEE SE B 2 AR, AP
B AL

512 3 A S W, B ALk S Pk R G AN AT X A 0, DRI A, TE LD I
AT ) CLFHS J7 KN & —negl(A) » # B FRIIRKAE SIS, ,, , FFEKIBERN & —negl(4) »

4.3. B¥RE

Fri ) CLFHS J7 R 2 EHIEAT, 52 LA N 2R
O XIF GenBasis 5%, m>5nlogq -

@ XI7T BasisDel Hi%, slz“ﬁ”i-«/;-w(\/logm)“, ﬁ;qj“ff:“si:O(Jnlogq) .
® % T SamplePre 5%, s, > ||T,- (Jlogm), ﬂﬁn”ﬁ“s"n"sﬂ%

DOI: 10.12677/csa.2025.1510250 63 HEHUR 5 R


https://doi.org/10.12677/csa.2025.1510250

FUFE, ZHET

@ X2 AAHE, B2 (2m1) ™V g Vom S depth(£7) <d
® XfT SIS [ AV, m=poly(n), S=poly(n), qzﬂ-a)( nlogn) o
RIS HEA N, TTRMSH AT REW .

n=A71 m=|—5nlogq—|
s, =m"* -a)(«llogm)4 s, =m’ ~w(«/logm)5
B=2-m"(2m+1)" ~a)(w/logm)5 g=~2-m*(2m+1)" ~w(\/logm)6

s € 2S5 a=80. HERKBRANIRE d =5, TRISHAAEN:

n=80 m = 62563
5, =3.9726x10° 5, =3.9663x10"
=5.3847x10" =1.21x10"
q

4.4. HEETHT

H AT AMTEBA S tH = XA CLFHS J7%. T/, #rie i) CLFHS 757 % 52k IBFHS 77 %[17]-
(191347 LA o B K45 2 2 Fiow, H g, FoR Sign FEF=E 24 S 2, dnte B i (¥ CLFHS
TTEA, B =s,N2m o W 2 FTLLE W, Bt CLFHS 75 2t IBFHS 75 [ 17]-[ 19181 A TF S50~
K, XEERR TR HE T R T G0 BT R E RS, WK 2 BaT LA, ARl
f) CLFHS 75 & ()24t b IBFHS 5 R [17]-[19]99, HOKMEA 2% L IBFHS 7 & [17]-[191K.

Table 2. Comparison of performance

2. MHREEEERR

TP NITZHIRGTE B R A Dyt Fa At S ONUTE
[17] O(Niz) 0(/12) SU-sID-sCMA 35 F N R 0(4d mﬂm)
[18] O(N2?) o(2*) SU-sID-sCMA 85 b F SR 0(2 B
[19] o(2%) 0(2%) SU-ID-CMA x o(4'mp,,)
TR O((N+0)2%) o(2%) EU-sID-sCMA 59 b F Sk o(m'B,.)

5. B5RIE

ARSCFIHREIRH T8 —NE KA CLFHS 7%, JFEPRHERAL R LT SIS jn) 85 R XM E B T e 3 2
EU-sID-sCMA %4V, ASCArEEH i CLFHS 5 Eib A v s 82 S i, afF e AR D E s, 1E
FAE TR RGBT & BA T (k% F 2R CLFHS 7. Mok, 1EF 430 TR TR i
CLFHS H &% FHRERSG. HAEFEILRRAE.
HEEmE

ARAS BN A & b B ST RpA L T IR BRI BREI(IB2025004) % Bl

DOI: 10.12677/csa.2025.1510250 64 THEAURF 5 R


https://doi.org/10.12677/csa.2025.1510250

FHIRE, L

SE

(1]

(8]

(9]

[10]

(1]

[12]
[13]

[14]
[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

Diffie, W. and Hellman, M. (1976) New Directions in Cryptography. IEEE Transactions on Information Theory, 22, 644-
654.

Shamir, A. (2000) Identity-Based Cryptosystems and Signature Schemes. In: Blakley, G.R. and Chaum, D., Eds., Advances
in Cryptology, Springer, 47-53. https://doi.org/10.1007/3-540-39568-7_5

Al-Riyami, S.S. and Paterson, K.G. (2003) Certificateless Public Key Cryptography. In: Laih, C.S., Ed., Advances in
Cryptology—ASIACRYPT 2003, Springer, 452-473. https://doi.org/10.1007/978-3-540-40061-5_29

A, OO, ST, AE. AT RO TR EOCUE TR A 7 R ). LRI R R (E AR AR, 2019, 37(2):
63-66.

Kim, K.S. and Jeong, I.R. (2014) A New Certificateless Signature Scheme under Enhanced Security Models. Security and
Communication Networks, 8, 801-810. https://doi.org/10.1002/sec.1036

AN, K L I TE T 400, BRGS0 ARRREIR), 2021, 34(4): 32-38.
Yu, S., Dou, K., Zhao, H. and Han, Y. (2023) An Efficient Certificateless Signature Scheme on Lattice. Second Interna-

tional Conference on Electronic Information Technology (EIT 2023), Wuhan, 17-19 March 2023, 662-667.
https://doi.org/10.1117/12.2685750

Xu, S., Yu, S., Yue, Z. and Liu, Y. (2024) CLLS: Efficient Certificateless Lattice-Based Signature in VANETSs. Computer
Networks, 255, Article ID: 110858. https://doi.org/10.1016/j.comnet.2024.110858

Gentry, C., Sahai, A. and Waters, B. (2013) Homomorphic Encryption from Learning with Errors: Conceptually-Simpler,
Asymptotically-Faster, Attribute-based. In: Canetti, R. and Garay, J.A., Eds., Advances in Cryptology—CRYPTO 2013,
Springer, 75-92. https://doi.org/10.1007/978-3-642-40041-4 5

Wang, F., Wang, K. and Li, B. (2015) An Efficient Leveled Identity-Based FHE. In: Qiu, M., Xu, S., Yung, M. and Zhang,
H., Eds., Network and System Security, Springer, 303-315. https://doi.org/10.1007/978-3-319-25645-0_20

RETOEE, BUALAE, M, 5. A RIRHIE R SR IS T B0 (K A R A 0 il [J]. BrEaEai, 2016, 27(6): 1487-
1497.

SEFE, BREERE, KM, 5. FIH RLWE W& T S0 i RSN EAHII]. 753, 2016, 44(12): 2887-2893.

Li, M. (2020) Leveled Certificateless Fully Homomorphic Encryption Schemes from Learning with Errors. I[EEE Access,
8, 26749-26763. https://doi.org/10.1109/access.2020.2971342

RAEHE, PR, miatE, & RSP RLHAL]. B, 2021, 8(5): 758-777.
Gorbunov, S., Vaikuntanathan, V. and Wichs, D. (2015) Leveled Fully Homomorphic Signatures from Standard Lattices.

Proceedings of the Forty-Seventh Annual ACM symposium on Theory of Computing, Portland, 14-17 June 2015, 469-477.
https://doi.org/10.1145/2746539.2746576

Boyen, X., Fan, X. and Shi, E. (2014) Adaptively Secure Fully Homomorphic Signatures Based on Lattices.
http://eprint.iacr.org/2014/916.pdf

Wang, F., Wang, K., Li, B. and Gao, Y. (2015) Leveled Strongly-Unforgeable Identity-Based Fully Homomorphic Signa-
tures. In: Lopez, J. and Mitchell, C., Eds., Information Security, Springer, 42-60.
https://doi.org/10.1007/978-3-319-23318-5_3

Wang, Y. and Wang, M. (2020) A New Fully Homomorphic Signatures from Standard Lattices. In: Yu, D., Dressler, F. and
Yu, J., Eds., Wireless Algorithms, Systems, and Applications, Springer, 494-506.
https://doi.org/10.1007/978-3-030-59016-1_41

Wang, C., Wu, B. and Yao, H. (2020) Leveled Adaptively Strong-Unforgeable Identity-Based Fully Homomorphic Sig-
natures. IEEE Access, 8, 119431-119447. https://doi.org/10.1109/access.2020.3003685

Dodis, Y., Reyzin, L. and Smith, A. (2004) Fuzzy Extractors: How to Generate Strong Keys from Biometrics and Other
Noisy Data. In: Cachin, C. and Camenisch, J.L., Eds., Advances in Cryptology—EUROCRYPT 2004, Springer, 523-540.
https://doi.org/10.1007/978-3-540-24676-3 31

Micciancio, D. and Regev, O. (2007) Worst-Case to Average-Case Reductions Based on Gaussian Measures. SIAM Journal
on Computing, 37, 267-302. https://doi.org/10.1137/s0097539705447360

Gentry, C., Peikert, C. and Vaikuntanathan, V. (2008) Trapdoors for Hard Lattices and New Cryptographic Constructions.
Proceedings of the Fortieth Annual ACM Symposium on Theory of Computing, Victoria, 17-20 May 2008, 197-206.
https://doi.org/10.1145/1374376.1374407

Alwen, J. and Peikert, C. (2010) Generating Shorter Bases for Hard Random Lattices. Theory of Computing Systems, 48,
535-553. https://doi.org/10.1007/s00224-010-9278-3

Micciancio, D. and Peikert, C. (2012) Trapdoors for Lattices: Simpler, Tighter, Faster, Smaller. In: Pointcheval, D. and

DOI: 10.12677/csa.2025.1510250 65 PR 55


https://doi.org/10.12677/csa.2025.1510250
https://doi.org/10.1007/3-540-39568-7_5
https://doi.org/10.1007/978-3-540-40061-5_29
https://doi.org/10.1002/sec.1036
https://doi.org/10.1117/12.2685750
https://doi.org/10.1016/j.comnet.2024.110858
https://doi.org/10.1007/978-3-642-40041-4_5
https://doi.org/10.1007/978-3-319-25645-0_20
https://doi.org/10.1109/access.2020.2971342
https://doi.org/10.1145/2746539.2746576
http://eprint.iacr.org/2014/916.pdf
https://doi.org/10.1007/978-3-319-23318-5_3
https://doi.org/10.1007/978-3-030-59016-1_41
https://doi.org/10.1109/access.2020.3003685
https://doi.org/10.1007/978-3-540-24676-3_31
https://doi.org/10.1137/s0097539705447360
https://doi.org/10.1145/1374376.1374407
https://doi.org/10.1007/s00224-010-9278-3

FUFE, ZHET

Johansson, T., Eds., Advances in Cryptology—EUROCRYPT 2012, Springer, 700-718.
https://doi.org/10.1007/978-3-642-29011-4 41

[25] Agrawal, S., Boneh, D. and Boyen, X. (2010) Lattice Basis Delegation in Fixed Dimension and Shorter-Ciphertext Hierar-
chical IBE. In: Rabin, T., Ed., Advances in Cryptology—CRYPTO 2010, Springer, 98-115.
https://doi.org/10.1007/978-3-642-14623-7 6

DOI: 10.12677/csa.2025.1510250 66 THEAURF 5 R


https://doi.org/10.12677/csa.2025.1510250
https://doi.org/10.1007/978-3-642-29011-4_41
https://doi.org/10.1007/978-3-642-14623-7_6

	层次型无证书全同态签名方案
	摘  要
	关键词
	Leveled Certificateless Fully Homomorphic Signature Scheme
	Abstract
	Keywords
	1. 引言
	2. 预备知识
	2.1. 符号约定
	2.2. 熵与统计距离
	2.3. 格
	2.4. SIS问题

	3. 形式化定义与安全模型
	3.1. 形式化定义
	3.2. 安全模型

	4. 构造与安全性证明
	4.1. 构造
	4.2. 安全性证明
	4.3. 参数设置

	5. 结束语
	基金项目
	参考文献

