Computer Science and Application HE 1R} 5 M, 2025, 15(10), 287-295 Hans X
Published Online October 2025 in Hans. https://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2025.1510268

ETNATAR R B E S YR EHH

R
Hh [ RO 2 B s P Al i B R A P AR L, WTEE BERSE

S

WekE H . 20254F9H15H; FHHB: 20254F10H20H; &AF H#: 20254E10H29H

HE

ASCEIEHT S 8 (NAT) R AR R, 7EW 48 4 bk B 55 Ry P 0 LStk 76 vl ReE B /=
R etk oeid, HEzetgnls. Bdsceid, SRS, BIEHNATERTER B4/ M7
R, BHEAH IR, FrRFENATR PR A RS S0 R LIPtilt, #Him
£ RN, SEXTIXMI RS, ASCHRHRENATEORS &1 KSR KOS . BRARE
FIESE R BB RN S BN EE RS, WESEHPERTHIMNEZERE, SWEZEmE
P28 BRI ST 3 o

XK ia
NATE B, WM&z, [FEME, Bikk

Application Layer Leakage
and Defense-in-Depth in
NAT-Bounded Networks

Le Yang

Xinjiang ATMB Meteorology Center, Civil Aviation Administration of China, Urumgi Xinjiang

Received: September 15, 2025; accepted: October 20, 2025; published: October 29, 2025

Abstract

This paper examines the working principles of Network Address Translation (NAT) and demonstrates
that the internal addresses concealed through network-layer address rewriting can be bypassed at the
application layer, thereby undermining its security. By constructing experimental scenarios and
replicating network attacks, we validate that certain security vulnerabilities can arise from the
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configuration and use of NAT technology. Attackers may exploit these vulnerabilities to penetrate NAT
mappings and obtain the real IP addresses of internal servers, subsequently mapping the internal net-
work topology. To address this network security vulnerability, this paper proposes combining NAT
technology with tightening firewall policies, cleaning data traffic, optimizing network architecture, and
an active monitoring and alarm system to build a network security model under a multi-layer protec-
tion system, providing support for building a secure and reinforced network architecture.
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Figure 1. Network topology diagram of the experimental setup
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Figure 2. Test accessing the web page after NAT translation
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Figure 3. Address leakage in the browser
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Figure 4. Tool scan results
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Figure 5. Tracert network address tracing results
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Figure 6. Access the server webpage using its real address
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Figure 7. Scan results after firewall policy optimization
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Figure 9. Optimized network topology diagram
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