Computer Science and Application EH Bl 5 M, 2025, 15(11), 338-348 Hans X
Published Online November 2025 in Hans. https://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2025.1511309

3
Y
=

ET &M ERSZEZNH R &E
ERNIAE

Weut?, FEEY, FiRg', £)F

VR TR EID LR AR, BRvE Ph%2
SRR BRGSO, =F i

2% 505 B L A E AR A B Se A =, BRI P&

o
-+
i

Weks HiH: 20254E10H23H; FAHB: 2025411 H20H; KA H#H: 2025411 H27H

wm B

LHBR R EHEFRBEAWENE, MHEANAMEIERNZERERERRE TERER. —HH, ®&
BAONET RRASRAERFIHEATNGES, DENEFRTFRHANZEER: BT, ERFFEIE
HERLRRARFRNEER, BECEMEREEREIE. AR —FETRERSER Kk
MREBANES R, BELIMERZHRZEEANNBRONE. %77 RE 5 TNTRUFEIEA A
SHEREAERE, it —MHREERASEAHEE, MEMUAREHRTRZEN, TRESHN 24
BLFITERMEREERHBRIE, FEEERNNERFHOLEME, LI BES 6 5EmEERNERS
HERIE; BR BT RN BNERE RS AN, HFFAPUFRARIHFAER, BT
REAATIE. REWSTTRY, R RTAMREE T HEAE TG SERH S PR,
ETHRERET, EFRTHERSTTEEN, SRR ERIE.

Xiid
WEK, BEH, KERSEL, FETED

Post-Quantum Secure Access Authentication
for Sensitive IoT Devices Based on Linear
Homomorphic Signature

Jinhong Xiel2, Jianhui Qiao3*, Haofeng Li!, Xiaoliang Che13

ICollege of Cryptographic Engineering, Engineering University of People’s Armed Police, Xi’an Shaanxi
’Lincang Detachment, Yunnan Provincial Corps of People’s Armed Police, Lincang Yunnan
3Key Laboratory of Network and Information Security of People’s Armed Police, Xi’an Shaanxi

CHIERE

XESIH: W, FrdE, 2RE, R A TRERESEA NSRBI &G BT Z el ED]. THENL
Bl 58 H, 2025, 15(11): 338-348. DOI: 10.12677/csa.2025.1511309


https://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2025.1511309
https://doi.org/10.12677/csa.2025.1511309
https://www.hanspub.org/

YHrar &

Received: October 23, 2025; accepted: November 20, 2025; published: November 27, 2025

Abstract

When a large number of sensitive devices request access to the Internet of Things (I0T) in batches,
higher requirements are put forward for the security and efficiency of their access authentication
process. On the one hand, device access authentication schemes need to have the ability to resist
quantum computing attacks to meet the security needs of the post-quantum era; on the other hand,
they also need to efficiently handle concurrent authentication requests from massive terminal devices
and verify batch device access requests. This paper proposes an IoT device access authentication
scheme based on linear homomorphic signatures, aiming to achieve secure access and efficient au-
thentication of batch devices. First, based on the NTRU cryptographic signature scheme and hard
problems in lattice theory, the scheme designs a new linear homomorphic signature algorithm. This
algorithm not only has post-quantum security, but also supports linear aggregation and efficient
verification of multiple signatures. It is embedded in the authentication service center (ASC) and
gateways to realize the joint batch verification of device identities and transmitted data. Second, an
efficient hierarchical authentication protocol for faulty device localization is designed, and Physical
Unclonable Function (PUF) technology is used to realize key management and control, which im-
proves the feasibility of the scheme. Security analysis shows that the scheme can effectively resist
forgery and tampering attacks in the quantum computing environment; performance evaluation
indicates that under the scale of thousands of devices, efficient batch verification is achieved while
the storage overhead remains within a feasible range.
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Figure 1. LHS-based networked device access authentication framework
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Table 1. Comparative analysis of generation efficiency and performance
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