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Abstract

Credit card fraud poses a significant challenge in the field of financial technology. Existing graph
neural network methods based on static snapshots struggle to effectively capture the dynamic tem-
poral evolution of fraudulent behaviors. Current research often discretizes dynamic transaction
flows into static graphs, resulting in loss of temporal information and detection delays. This paper
proposes a novel Dynamic Temporal Graph Neural Network model for fraud detection (DTGNN-FD).
The model adopts a continuous-time dynamic graph paradigm, which utilizes a gated memory mech-
anism and temporal-aware attention to continuously update user representations, enabling real-time
risk modeling of streaming transactions. Experiments on two real financial fraud datasets show that
the proposed model outperforms multiple baseline models in key metrics such as F1-Score and Re-
call, demonstrating the potential to identify complex temporal patterns. This study provides an ef-
fective solution for real-time credit card fraud detection.
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BEE TSR CUR R 5 &, EH ROy EERNER N ERMAER S TR — 1%
2024 FAME RISATHAE, AERAT RS LS EiEIL 5642.29 1%, @ik 992.53 Jifeot, HAiH
Pk 55 3571.78 {228, &% 133.73 Ji4Loa[1], "™ 145 HRTE H &5 &l AN rT LR A . SR
TESAHE RS RO I 5, 15 F-RIRVE RS IR BE 2 287, 7 8 M RAT 55 7= 22 4 5 F P BGGR « #2024
R, EHREIEREERAPUE 1239.64 1ZT0[1], B 5 WARFFCAT, (HH Lo AR K8 78 1k
VERBATIAZE ZAN. -

15 RIRVER AR 5T _E & — AN SRS R AR 3 S0 AN A7 — 3 R o) i JRVESE B3 A o5 430 58 2 IR AR /N
g5, BN T FAERE S P R VEREA LB H KT 0.5% [2]. X FR/> i A S BUL GEHL 3 2 ST R {5 )
FAGDBERORVE) IR Z HEOER), ARIRMT. A, RVETNRIU B3 NS ER A RIE
BRI, SRR SO, AR T I L B I SR A B R B I [A) SR [3] . SEOA R A2
VFEIRVEAT N, Rl B IRVE SRR I S0, FL AP AR S A I ORI 4% o AL i B I TS (152
GyRAEHEAT 20 Ar, M AR 3 b BB 22 5t TS 5 o

R FIABRER, TFARENTCORE T 2MEARERE . FIAFER K26 T & XRG4 FE S L4
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JAE CAHEB RIS T SR, AR 7 VELE AT RONE R IRVERIN 0 = K A% OBk (G 5 A B A
P SRS N e e B A R IAEAE R PR 7] Bldn, 2% GNN AERIE R & 15 B 5 2 40
KEIEFEREARPTI, FECFIRVET SRR S IR R AR EEL A (0 SMOTE [8]) 84 AN sk
5 ) [BIRACERASP- i vl /5, A 0] R 5| N M 7 Bl BRI 22 AL R

BT, ASCHE H— P B B A5 I T B #2225 45 28 (Dynamic Temporal Graph Neural Network for
Credit Card Fraud Detection, DTGNN-FD). #5813k F 4L (A s BIVE 2, alid 14 ic iZ L A [a] gk
IR ISR TR P RAE, AT A 2 AT ST IRV A . 3dd 7E LSR8 5 B 4R F I se e,
UOAIE 1 AT AL AE 7 [A] % (Recall) . #ERf 2R (Precision) Fll F1 73 B85 s Fabr AR T B IR IELL 71110
PR o
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fE A ARIRVEAS I W FEORE, FEREAE HLE 2 ST BOR A SR A W E . T & R RGNME G4
THERL,  BIS ITREE 2 S MBS AP 22 2%, HoAZ 0 A ARIG & RAE AT B 0 Bm i b, i H &
I IR SR VR e AR = AN T [ U G 78 AR 1 S iR 3 T gibl a7 2] BIR LS 2T
AR TS HUCRE TR B M2 0 F S 5 8 Bl S EIRVERIIAR R e B R i 5 AR S0
NAORH S ABESE [FZN A B MR, JE8 LN T EmVE SR RBRYE, AT At
FIR IR -

21 ETRENEFFISREF INER

LS R IRVEAR I R 0™ EE A BR AT SR e AR, s B & AURE . AN Bhbrid s H
B 8] P iR AR 5 i e 46 o X 2TV BT R B EL AT AR MR, (R AR AR R RS AR, AR K
VEB BT O A3, DUSEX 3 28 R0 A 2 R R VEAR 3

BB BRI, ARG 2 I O IR AR R T 5 o X R IR VEAR AR A — AN A ) —
Sy, @ RHIE TARER I AN G AT ARFE, I 23 R AT H0 o AR Y A 5 18 4R (R
JH[9] SRR ERAL[10]. BEHLARAR[LL] LA LB FE SR THR SN [12] 55 . D9 1 RO S ANF- 487 1), AR BURK
5 (LSRR FEH A B AL R B IX LA R oh SRV, XSS AR BRI H—, RHE TR R
FHENR, ML AR LR B R Z R RE RS By e, BT E AL S NS R A IREA, ZALT
A5 7 B R 2 IR RO O ZR DA P R P 2 (B S A ORI . AR A AT RIB TP Eh s, W 5
N TIRFE2E SR PR . JEIAFZE X 28 (RNN) [14] 2 AR, KA e 12 M4 (LSTM) [15], 4%
FxF PRI A 5 P A AT A, DA% S JLIE R I P AT AR, AR e 2 i R 2 S . I
KR A MR A LR XERE, WMST @ ik R R T SR, RNN OB [E A 5 A EEAL
HIAPAE SR BENE A DA BRI A TR AT S B . IhAh, SEGNIER % 1B L, 47
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2.2. ETEMEMEARER

B I8 M AR R IR “OCREEAL” Pk IR AL 7 5i K T H . JE B M sk A &
Uity ) GON B R T A KRS S AT AR NI, T LA B AR B A A R, AT bR 4 s
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FLHA GNN J7vE F EA T H S BB S8 7E— A I [ % N SR G A PSR Ae 5, # g
— A, ARG R E IR G A ML (GNN) [16]. B E S (GAT) [17]E AR R R S35 SR, B
LB T AT R RNEATIRVE Y 28 ilt, ERAESE N[18]HR HY 1 — i T BTV 2 1 DX 28 g A P % 5 B
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Figure 1. Example of discrete dynamic graph networks
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2.3. BISEHER %

ARk, LI [A) 5 25 B0 22 X 45 (CTDGNN) [20] 1) & JiE A RS 4T Hh i Bl A5 32 AR ML 7 T fig o IX 3%
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RENEMIERZ , WRHRVE K 33 5% 58 0 2% (1 kL FE A e 0470 A A2
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BT BA T A5 R R 28 20 B i o AR I 28 AN P4l DN S I A B A R A
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NEAR RN SRR LE b PR Py 51 IS (036 2 1 O BB A ) R, A Rl 0T o K 0 AT o »
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Figure 2. The overall framework of DTGNN-FD
2. DTGNN-FD {4524

3.4. HiEYRE5HBER

A T AT ARF 15035 SR 0T T SO VE AL D00 28 0% B (B, RAR ) e A 9t e R B ) o S SR B e 1]
GRS JTI[23], A IR TEIRK t S B — AN R )
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Horpre m S5 HAC Hoe, (R R AR .y (At) = exp(—oAt) & —MREUN AL R, 6 2 FT % ST I 3k
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R, K R EEICICRE 5 REF B RAEAME &, TR AR &N, T 100

h, (t )= MLP(s, (t)I1h, (t)) (11)
XT3 T e = (u,i b, x ) FEERVERER TN, FRAIZRE 1 H - MR /- i 45 8 -
Vi :O'(MLPpred (hu (tk)“hi (ti)”Xk)) (12)

Hr o 2 Sigmoid %L, it 7E[O, 1] 06 .
RN W i S PSP, AR SR P AN — 76 A8 IR AR % bR B AT I 45

zfﬁZf_lUyk log (§ic)+ (1 vi)log (1- i) )

K A>12 NS, AT ECEORVEREA) 10 5% b8 50 (OB, 38 {3 B0 O XHEVE B
AIER 72 B MR S S P A% 7R AN 8] J 1) A 8 3 A S 380 v FE) 1 5 o

3.7.DTGNN-FD 5§ TGN BIZ2#ax3 EL 347

JLE TGN (Temporal Graph Network)HE 2R g2 AL [A] 2 245 AR SR O 13 H HL 3K 2R a, LA il
SRVEAIN X —Rp 2 I 50N B BRI AE A )R BR Y. DTGNN-FD A RUAE 78 70 WU TGN A% 0 B A8 (4
LR TS B ST A At b, BT XS AR RVEAS AR 55 IR s 4ERFAE . BROm SR AT R
ML MSEIE R, AT 7 RAVLRA RSt P RO 22 S LR

1) WHRAEMILH RS TGN FIHE R HOE F AR S IR /OS2 BARST RS2 A fa] B ia gy
fiE. T DTGNN-FD fE7H B A IR (A (4) RGN T 45 Sy R AL e x, A2 ok B i ks i
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PRI Z R RE B ORGP AN R VE R A S G 2

2) RIS A S A AE: TGN FE SR A A5 T, 38 SR 5 Ak ) G 2 R 2 WL 8 1 B
AT R AFE . DTGNN-FD 4 H 7 —Fh i ) 3 i = 1AL (A 20(9)) o AL E I — 7] 2 2] (e B i
R HLy (At) = exp(—0At) KENETHFIERIAE, HIRGIALAENS [ 25 AL T R) L ST 1228 L p
X — B B IR VEAT A RSB AS R, A A B R 38 R A5 SR X 2 B A A S o
NIECE 4] Rl FISIAN

3) EXTRRIAFHET B R R B R E R —ANEFELE, TGN @ 3 F AR eSS SO 22 3471 25
SR, A5 PR RV B0 v LE SR AR PR A i A P4 2 53 SO L ™ 2 g 1] 2 502 - DTGNIN-FD 7E I ZRF B (A
3))KH 7Aoo ae s R R4, B S A > 1B E I RIRVEREAR IR A E . X — 40 E %
S PR A I R A AR AR 7 I 0 R BE I X A BRI TR 202, AT AE 73 ] 2R 0K — MR VEAS I P A% 0
Febr L3RR T

4) TR B B o e . 7R IR A TS, DTGNN-FD (A 3 (11)) 445 m M Bosric IR Zs
s, (t) St AR A AT ERAE N, (t ) BATHHE, SEREATIN MLP B SRS 188 16
RH BT AR S H RS A RPN P R A RE 71, A Bh T AT R VT A4 2 5 AR, R SR TE R
T B AT A AR VE I BE LA

4 BRTik, DTGNN-FD Jf-3F TGN [ 8RSt 4 bk VEAS 37 5t A SRS B 2E AT T 4K
XL B SO AN, BSERIVER], BRI UARAE IR VERR AR YRR R I, REARAE F1-
Score Al Recall 25 G E#FE bR FIZHL 1% TGN S5 FEZ A2 (1) Bk .

4. LR 55

R4 THVEAS BT Bt (1) B 2 B B A 28 ) 2 3 VE AL DU A R (DTGNIN-FD) 14 R 7 AN 35K 1) & Rk
VERRAE L, 52 KB TR b, I Rl SE ISR AR SRR B A% OB (1) DTk -
41 BEEESSEEE

411 HiBE
SEIG RPN AT B 3 B ASTER M B SRR VER I M B AR, HEARG S B
F 1R,

Table 1. Statistical information related to the datasets

* 1 BEESRIER

BiEsE BRGH BERS BiER B (R B TR
IEEE-CIS 1,000,000 5000 0.50% 6 NMH 200
Creditcard 284,807 492 0.17% 12 1H 29

IEEE-CIS Fraud Detection Dataset: i%%#E4 1 Vesta Corporation 24, Wk 1 3k B KAIEL B 17
5V BRI GG . HETEEEKIESH, B FENEGRHEMWE 5 &8, M=mAEl, ®&EL
Y PL R 44 B AR P AR I BRVESARAR, 2979 0.5%, 18 324 B St 15 A R IRVES 5t

Creditcard Dataset: Kaggle “1* & #2 B H 5 H-RIRVER A A 8855, 68 2013 AR FFR A
MI72 ik, Cliliid PCA AbBEAFELERE
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4.1.2. HEiER
AT AT, R T =20 7 R AR R, IS 2 FR:

Table 2. Introduction to the baseline models

2. BEAERNAEXIRA

el R B

XGBoost A VERERR IR TSR, 2 AL BRI e v

LSTM KRWHCAZMES, XTI RAL S IR, SR 5 oMt

GCN EIGRM2, 7EFSE R EERREAEER.

IS EMAMZEA]  GraphSAGE @I RAEAIER & A0 R R AEAE BT SR, & H TR

GAT PE R, SR R L X AN R 40 f A E

TGN R S St ISR (R BhAS B M 2 —, SR T ICAE R P R A
JODIE T PIASELBNH) RNN R0 A AR -

R

BN P 2 AR Y

413 SEHRE

BRI Sy TR TR 0 43 VI ZREE (T 70%) SIS (1) 15%) R AE(JF 15%), DARINEL
SR AR R G [ LT

TFREE: RIS A B HOROE WAV IAT FRRE, UBARKHI AT, R {RAE
batch 1 IE fiREA L1292 1:3.

B E: WM R RIEER B a AL R S 4. DTGNN-FD 1R8I S 5l B 4
T IZmELEE N 128, W RIGRD4ER N 64, GRU FBZ4EME A 128, R IIKECH 4, IR IR
H o w1iate oy 0.1,

BRI Z: fEH] Adam fRALEE, %) 2% E N 0.001, KA F5 RSP LG . Fra iR EE 5
VCIEI SRS OE L VR ITS S

4.2. EFEREXIEE

BT BRI LE AN B 4 L B Le g B in e 3 R nTLAARH DL R4S i

1) BRI E T IERIAA: GCN. GAT F#f& EBIAYF TGN, JODIE S53h7s IR AL fE 4k 2 4L
fabr L35 R E LT XGBoost Fl LSTM. 1% 78 431iE B T I I AE 5 SR ] (1 G ICA5 B TIRVER I, 5 )2
P AR SR VE RS B B R AN

2) BhAEBER T HASEIEA: /£ GNN BB N, TGN, JODIE FIA ST H 1) DTGNN-FD [t gE
AT GCN. GraphSAGE fil GAT. iXER W T X P T @i b ZME . S B I (5
B PP, MR R AT A, BRI R AN RE R [

3) DTGNN-FD ik F| i fEERE: A4 Hi ) DTGNN-FD #%7E F1-Score A1 Recall iX {5 M% o f& b5
b EWABYERE LYEAS T st RE . FrBIZLE IEEE-CIS $¥i4 I, DTGNN-FD [#) F1-Score Lhfxi®
[PFELEAE TGN $2/ 1 2.1%, Recall #2151 1.8%, @1 3 fian. 1X4RIE T DTGNN-FD @it H #1012
MU ()R R 0 SR A SRS, REAS B A O A B2 P AT D9 I B A T AL B AOVEASE 2 ) R OC BG,
T A8 M B R B B A P T
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Table 3. Performance comparison of all models on two datasets (%)
2 3. i ARBIER N HIBE LR REXTEE (%)

IEEE-CIS Dataset Creditcard Dataset
&l
Precision Recall F1-Score Precision Recall F1-Score
XGBoost 75.2 68.5 71.7 78.9 70.1 74.2
LSTM 76.8 71.3 73.9 80.2 72.6 76.2
GCN 81.4 75.2 78.2 83.5 76.8 80.0
GraphSAGE 82.1 76.0 78.9 84.1 775 80.7
GAT 83.5 77.8 80.6 85.3 79.1 82.1
JODIE 85.2 80.1 82.6 86.7 81.3 83.9
TGN 87.6 83.4 85.4 88.5 84.2 86.3
DTGNN-FD 88.9 85.2 87.5 89.8 85.9 87.8
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Figure 3. DTGNN-FD achieves the best performance on both datasets
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Table 4. Ablation experiment results on the EIEE-CIS dataset (%)
5z 4. 1 |IEEE-CIS ¥R & L AYHRI LG R (%)

Rk Precision Recall F1-Score
DTGNN-FD (Full) 88.9 85.2 87.5
W/O Memory 85.1 80.3 82.6
W/O Temporal Attention 86.8 82.1 84.4
W/O Time Encoding 87.2 835 85.3
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