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Abstract

EPICS (Experimental Physics and Industrial Control System) has been widely adopted in large-scale
scientific facilities and industrial control systems due to its distributed architecture and real-time
performance. As a core component, the I0C (Input/Output Controller) plays a critical role, and its
operational stability directly impacts the system'’s safety and data integrity. To address potential
failures such as controller crashes or network interruptions, this paper proposes and implements
a high-availability EPICS I0C redundancy system. The system integrates Pacemaker and Corosync
to form a cluster scheduling framework, uses ETCD for distributed locking, and leverages DRBD for
block-level data synchronization, enabling automatic failover between the primary and backup nodes
while ensuring data consistency. Additionally, Autosave and Archiver Appliance tools are employed
to persist 10C states and archive historical data in real time. Experimental validation under multiple
fault scenarios demonstrates the system’s robust failover capability and stability. The switchover
time between nodes can be controlled within 30 seconds, with no significant interruption in PV data,
making the system suitable for high-reliability control applications.
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1. 518

EPICS (Experimental Physics and Industrial Control System){F A3 #i 0% #1 R G R4\ bRUE, 7Ek 70
A [FP RS OGRS RAR R AR A B S R A O AE R . AEHLZEH 1, 10C (Input/Output Controller)
VTR E M S BN RS th a2, 3@id Channel Access (CA) ML TH_EJZ %5 PV (Process Var-
iable), SEIL & EAE I RE SRR LM TR R, EBREEFIER DS (EAST)X XIS AT I A 2R
W E R PR Sg R E v, 10C AR ERK M s, —BRERRE, MU SBEEHEdE %
v WAARES, HEAlREE W E SR E . Fik, 7E EPICS | R4 @ —Em gtk RE
SERE) 10C TUARMLE, DARBERSLIS FESH M R A % e, R EIREEM,

LA ) EPICS 10C JTUARFIARTT 5 F EAFEAE GRS TURTT AR T M il i TR T %8 o, A%
GUEEAFTUARTT R (AN RUHL# % Active/Standby ZEH4) H L FH A 1 S L b D4 S5 RS (R 282, AT s vl S 1tk
A E W, (BRI . ARG M2, LU 2 KRBT S: B b 215 s R4 R
HE TR T ML TUA T ZAFI ) PROFINET SZHLTUA K RE0)RESTE 1/0 J2TH S BLEHE
TURAEERR ORI, HARUTF IS R 557, (HAE 10C E PR FRD R D) L) B A e, —
Byl R R AR, RGETEPIRIRE, AR H b 5 208 25 2k AU .

EEX EIRA R, ARSCHRH T — R T e FHAERE EPICS 10C TR RGi1TH. %77 % LA Pacemaker
A1 Corosync YEJ9£EREH B Sl S HELE, 454 ETCD M40 4 REHLHI 1 DRBD BB R B4 A, 52
I £ s A ) H D)4 5 5 s — S ORI . RIS, 51N EPICS P& Xt 1A Autosave 5 Archiver
Appliance, 779157 PV (Process Variable) S {8 (1) Cr A7 5 Py St ctfa ARG A7 i, T EEFE 12 5 2088 =
MU LRI RS 2 1217 [1].
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2. RYGEHH

TURBIAR R — Ml it 5l NBIME & TR, DUEA RE v M ST 2w TR EARK
T, 10C TURTRIZ: M7 SR A B EL 10C R4 e, % RS 268 B shi g s hilE 45368
FIXTN)10C L, — B ETSKE RS, &S BE3Z 008 511 10C k5, WE £ S0
B D RE .

ARGIT W AR E S0 DELL PowerEdge R740 IR 5548 5 — G BRI 55 2344 78, 121THA 55N Cen-
t0S 8.5 #/FE 245, K T Pacemaker 2.1. Corosync 3.1. Autosave R5 1 Archiver Appliance 2.0 %5 ¢
PREAAE:, IS8 EPICS 10C TURTT BRI RGO S5 SEi[1]. 18 1 R T RSB EE . J el
5555 2 4y A E. &M, HEEA M FEIR 10C. Autosave F1 Archiver Appliance AR 5558k, )
[t AR AL A5 75 ) 5 s AL AE ;. A5 A 3 B ETCD R&5 2%, HE A sV AE i 4L, S s bhifd
SR SR BB AT RS 5 Vs il 4 i) o

NS AT S 2 A FPIRAS — B, & 4K DRBD (Distributed Replicated Block Device)iE/THe 2%
st |22, B DR OCER A ) SR A V) e R i e Bt 55— Btk . systemd 1E 9 IRAR Linux 5409 1k
5 HAESE, 91 5 IR SS BTG S SRR AR i B B B R AR s i . fEAR R 48, 10C Autosave 5 Archiver
Appliance 55 B IR 55 B9 A9 systemd R IG, 15 Pacemaker 2 BF IR FEMLEIAE KL, LIRSS M5
— Az, BIPIRE RS R B K E 2]

Archiver
appliance

—_———r———

Figure 1. System overall architecture diagram

E 1. RGERIEME

3. RfF&st

NSEDRGEIIREBEEAL S A RIS G it AR RGNS TERSSA A, Bkl
NEZAOFEEEAT IO R o AR R o IR AR AR 558 BRI AT (3] 181 2 oo 1%
RGN

DOI: 10.12677/csa.2025.1511278 12 TFEARY 5N H


https://doi.org/10.12677/csa.2025.1511278

MR 45

Cluster management
Pacemaker Corosync
ETCD State
Systemd DRBD
10C Autosave Archlver
Appliance
Control services

Figure 2. System software architecture diagram

B 2. RGHRTRAE

1) Cluster management: iffiit Pacemaker 1 Corosync S i ] FH /8% 55 B i f2 il o

2) State control: ETCD 5| ANF&T-FH £ (Lease) AL, 1E AR A T U 42 ) B W 1) 23 A 20 “ BiIR 257
DRBD SEHL &1 i Z A R SR se it (R0, ORI SCHE 10C IR SO 5 AR EHE AE ) AR i — 2
Y5 e B [4] [5].

3) Control services: systemd 17748 —#% I0C. Autosave A1 Archiver Appliance &R 4% H1 )5 ZhifiFE
HizAT IR R #HIR 45 (10C. Archiver Appliance. Autosave)#EM hy systemd & BE i % #oT, it
BB A SRS 1 B3 a3 RS 4% DR RSl B, i fRIs AT IR =R, vl 5E6].

3.1. Pacemaker 5 Corosync %244

Pacemaker 5 Corosync )i H 1& 4t v AR FF I Heartbeat, 512 A0 AL AN SL A
Pacemaker &4 FF (1) UG TR B AZ Oy, £ 57 3271 046 LIRSS IRAS I DN DA B W VIR 8285 SR TR B4 T 5 170 Corosync
MR RJZ S 2k, SR SR A OBk I B SRS RIE Thae, M E i S A v] S A5 1
FERHHEL[5] [6]. & 3 BT Pacemaker 5 Corosync A% Ur2HARLEKy, fEAEREZTIERE T, g 5|4
(PEngine) £ i AT A4S 2 FE (Cib) HPic S A B IR IC B 51 FUIRES , AR Ot IR I, AT 5 B2 05 R R A
WK ATIR DT, BRI A AR E . BE S R B P e AR R SR B2 (Crmd) 7 K B & R, T A B
VRS SR BEAT « 95 Rflds e B3 mE, HACH B AR (Lrmd ) M4 B2 U5 S 348 2 IF
W RGN systemd AR %5 HG .

3.2.ETCD

Pacemaker 5 Corosync FJ& T 528 F A HE . IR 30. (A ERAG I A W v e ik G L. 7Rt
LAt b, RG2S 5INT ETCD 444, LIS YR 1 ] §E 0% 5 — 80k . ETCD &2 H CoreOS JF K1)
TG A X ERME A RS0, 4T Raft SLiRREESTILR—E(7] [8], JFiEidFHZ (Lease) MLy 43 A 20
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PR AL AT RS A

FEARGH, WA SZIETHRAE ETCD X B —ME—8 . AR S T P sl SR a i, AL
G A 2% 5 1 R R (%) R[] BARTT S, A9 mifER Pacemaker ))& A2 37 B B ik
%, T H Y ETCD KEMAHFIE: ARIITARNEIEE, PN CIRERBR, Tl AR5
LR ALV RS R, BRI BEA% . AN R IARSS, ML BB IR “XE” s A .

Pengine
High Availability

CRMD

corosync

LRMD CiB

Systemd service

Figure 3. HA cluster architecture diagram

& 3. HA &EBF A E

3.3. HEFEL

RGN F #5775 B % T Autosave F1 Archiver Appliance #ff, JHorb 3275 siFI 4715 s B Au-
tosave I Archiver Appliance AN 2[RI IEAT, A 379 s BB T 15 3PIRAS . Autosave 7E 10C JE 3l
B A, MEBGERAT SO R IR R A PV RIMEL, BRI & 35 )8 5 )i 4E 1 [9]. Archiver Appliance
H 7 S B ARE I R) B R R 0 B =AML H 3% ST (Short-Term)H T4 12247, MT (Medium-Term) 3%
AR A, LT (Long-Term) A T KHAEAY, SCREERE 4 205 1) 5 82 4 EE10]

NIRER 10C i — 2k, MER, EEaRS S LB LY IX/E)y DRBD W%, JFEE
DRBD F#7 s f th o SEAFAEE 25 34517 AU [F] I 16 %% 3 £ DRBD. Autosave 5 Archiver Appliance 1%L
i H x4 — 7 DRBD W& H . 1Z1THAR R A 3799 rifig s Autosave 55 Archiver Appliance FJ%E 5 A
DRBD ¥ %, DRBD T.H H 30 31155 - DRBD % %4 [F125 45 % 74 15 () DRBD #: 4% o

34. ZAEBITRESRSER

KR RGN RGIEAT IR S8 — A BUIRESHL(Finite State Machine, FSM). |5 4 P fE7R TiX— FSM
e BORSHE . IR

@ Standby: 15 CIINEERHHE M AREUG F AR5, T REAIRES.

@ Primary (idle): #% PEngine & 375 11, HMAIRTF ETCD FHL), HIFEARIE .

® Primary (active): 754 Pacemaker ) PEngine #Hek Jy £ 45 A, {H MR Ih3REL ETCD 4,
BEUR AR -

@ Failed: RS FE2)R. ETCD Arlik. LR, 5 mE NHERRE .

® Terminated: 17 I g5 H1LAE ™ R A IR 2Rk 25 IS5 18 AT B4
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Figure 4. System operational status diagram

B 4. RGEEITIRESE

RGUBITEE N =AW B B SRR TR RIEBG . SIS T, DUR R AR —
R EFBIEITE:

RYWIIE BN E, &7 SALT Standby JIRAS, Z5£F Pacemaker f1E24 W% . PEngine WHT £ ELIRA S,
Mo RE AT SO AT A, A S BERTEEN Primary (idle)RZS, FoRSRAR B ARE MR L E B SRR

7E Primary (idle)RZ& T, 5 5@ systemd B IR0, HENFHIRBEERRE . F il A B Sk 25N
ETCD 3REUFHZ), F5 AL i R Ih, IRASHE N Primary (active), FoniZ ¥ B & FAUR I 1ERB 3h 10C
KARIRSS . RGsiTid e, F A EMA ETCD 484y, #HRAEMASA RN, RE5iEiT R HBRER
B (t DRBD H:4 20, IRZ&H5 % \ Failed . Pacemaker & 21 IR 25 7 ¥ J5 » B 30K [ 27 #1F (stop service
+ demote), [FIUSHEIREIEHIRG, FEEFIHENGE TR, WS SIS, SRR SWE. B
TEEE RGO, BB Terminated R3S, BHEESS.

4. MAEER

T RSN, RSO T EPICS 10C TUARTEHI RGRINNAIEL, B LRI R G 42
AR5 WEEERE ) B VIHACR UL PV Hdls — B ORBERE /7o B0, 347 m b, i 2%
Wiy Al A L], SRl T RS PV IR AT AR E s [R5 15 O

4.1, IEHIPUEEIE

MARFFUERT, A EPICS 1A camonitor X} H A PV 485 reduance:sync:testl #E47RF&: M. & 5 &
IR T T AR R S B ARk . WIEARYBY, camonitor BRLNIEREE T A xgs AL PV, FRiREEIcE
o T 11:04:55 BLALL 47 s bR (W X 28 72 4%), % 7 v S BRI B R b, N EEIRES . RAAE
11:05:21 FRIhERE 28 4715 4 epicstest, H O 10C RS Ik 4L1RALAH R PV. PV H4EFRTE 6.0, Sl
MHT—B, RUARBRETBEE, T8 VIR 578 .

A IR M e ik e 2R R R R SRR £ 25 #5, PV BIECIA B AT, I0IE T RAE& RIFHIYI#
e A RE T
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[LAUNCH] BEhis 2 Fi##i2 ...

[INFO] RN IhiE$E PV 'reduance:sync:testl', @] IOC: xgs:5064
[2025-07-25 11:04:42] Value: 3.0 | IOC Host: xgs:5064 | TS: 1753412682.683014
[2025-07-25 11:04:43] Value: 4.0 | IOC Host: xgs:5064 | TS: 1753412683.68308
[2025-07-25 11:04:44] Value: 5.0 | IOC Host: xgs:5064 | TS: 1753412684.683175
[2025-07-25 11:04:45] Value: 6.0 | IOC Host: xgs:5064 | TS: 1753412685.68306
[2025-07-25 11:04:46] Value: 7.0 | IOC Host: xgs:5064 | TS: 1753412686.683346
[2025-07-25 11:04:47] Value: 8.0 | IOC Host: xgs:5064 | TS: 1753412687.68336
[2025-07-25 11:04:48] Value: 9.0 | IOC Host: xgs:5064 | TS: 1753412688.682865
[2025-07-25 11:04:49] Value: 0.0 | IOC Host: xgs:5064 | TS: 1753412689.682802
[2025-07-25 11:04:50] Value: 1.0 | IOC Host: xgs:5064 | TS: 1753412690.683571
[2025-07-25 11:04:51] Value: 2.0 | IOC Host: xgs:5064 | TS: 1753412691.684196
[2025-07-25 11:04:52] Value: 3.0 | IOC Host: xgs:5064 | TS: 1753412692.683089
[2025-07-25 11:04:53] Value: 4.0 | IOC Host: xgs:5064 | TS: 1753412693.683158
[2025-07-25 11:04:54] Value: 5.0 | IOC Host: xgs:5064 | TS: 1753412694.684664
[2025-07-25 [11:04:55] Value: 6.0 | IOC Host: xgs:5064 | TS: 1753412695.68305
CA.Client . EXCEPTION. « vttt et e

Warning: "Virtual circuit disconnect"

Context: "xgs:5064"

Source File: ../cac.cpp line 1237

Current Time: Fri Jul 25 2025 11:04:56.107615855
[WARN] 5 PV 'reduance:sync:testl' MIEEWF, EESIK...
[INFO] F#HEERL, 3 WEER...
[LAUNCH] Banls 2 Fisti2 . ..
[ERROR] i EEHH PV: reduance:sync:testl
[INFO] F#HEBRE, 3 WEER...
[LAUNCH] BEhZFi#i2 ...
[ERROR] FiEiZEHE PV: reduance:sync:testl
[INFO] F#EBRE, 3 WEER...
[LAUNCH] BEhi R Fi#i2 ...
[INFO] BUINiE$E PV 'reduance:sync:testl', @] IOC: epicstest:5064
[2025-07- 25|11 65 21| Value: 6.0 | IOC Host: epicstest:5064 | TS: 1753412775.299316
[2025-07-25 5:22] Value: 7.0 | IOC Host: epicstest:5064 | TS: 1753412776.299204
[2025-07-25 11:@5:23] Value: 8.0 | IOC Host: epicstest:5064 | TS: 1753412777.299254
[2025-07-25 11:05:24] Value: 9.0 | IOC Host: epicstest:5064 | TS: 1753412778.299214
[2025-07-25 11:05:25] Value: 0.0 | IOC Host: epicstest:5064 | TS: 1753412779.29921
[2025-07-25 11:05:26] Value: 1.0 | IOC Host: epicstest:5064 | TS: 1753412780.299207
[2025-07-25 11:05:27] Value: 2.0 | IOC Host: epicstest:5064 | TS: 1753412781.299241

Figure 5. 10C switchover test interface
[ 5. 10C Y1#)ist & E

4.2, ERWRESTHUURTR

RGudid Phoebus T H7E AMLFH H SEHF S0 345 A EORES SRS &ML . 15 6 BoR T E%& 10C
PIbsRES. Hd, EHAE&T A MEERSIRPV: “FI10C” 5 “&10C7 , ETHE X 75
. %%uﬁ%u%ﬁﬁPvT&%%%&m&u=Iwﬁﬁﬁzﬂ%ﬁﬁﬁ FORMRS TG RR TH %15 A
OBME S IRFFEE, HIAaIRAS . BT AR, BRAEE T BN R U RTs TIRES e a)E .

loc T4
xoc [N
soc [
E NN #l0C
Heartbeat
Heartbeat
R Y
E /AN ANaNI
: IR
TETRE
x &

Figure 6. Phoebus interface
6. Phoebus FH
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4.3. VAHEFEHERZ MR

ik —P IR UE Archiver Appliance FI¥GRE R RE 77, WA % 7 o TEEE PV test (17 5215
RAZk, 7 R TR RS S L B A . RARET, FATASEEFE LN est 1
PV, HiE% 55 2IESZREUEMN, &5 5 8 {1, LIPS MHALs SRR, #1555 Archiver
Appliance IR BN T F45 AR PV BT s dhR, Ui B A RS EEE SR 56 B F 26 o

7 HAEAE— AN R B 21:13:17 &8 21:13:45 PRI A, OBk T AR k55 AE 3 A D) AR A
SFERT 2 30 43 SEAAAERTE PN, AR KR — O AN I Sl R B T R RRAE ATV A, SRR
T RGBT R .

EPICS Archiver Appliance Viewer (static mode)

30s [im sm ism [BGM) th 4h [8h [1d 2d 1w (2w IM 6M 1Y YTD Live

—— test
AR AAARAARARAAAAAAAAAA AR AAAAAAA A

(Jul 26, 2025, 21:13:45, -0.996821)

21:05 21:10
Jul 26, 2025

21:20 21:25 21:30

Raw Data[0(s)]

Figure 7. Archiver Appliance testing interface
7. Archiver Appliance JUi® & &

5. &ig

A S EPICS 2l &Gt 10C fasE Ve mnl PR O /B R, kISl 7 — & T Linux &
A AR 10C TUR RS %2R Y% Pacemaker 5 Corosync SEREIHEHESL. ETCD 404 sUAIHL
#]. DRBD B2 725 IR %%, LA M Autosave Al Archiver Appliance 333 AL T B, 928l T #2225 1)
HEN A SRS . P s 8 1 — SRR

IS 2 E AL, J0UE T REEEGIR DI PV A RFEFRIEE AR R & A et S
ARk, SRR, FEML W s R R S A R R, RABEETE 30 s WSERUE N LM
FAVM, PV HBURESNE R, AREEIEH R R, B 2w T SR ] R G S M i R
RIGAETT

E&WmE

HIELE G B SRR O BEURATT 7T B (2 B4 BRVR 9550 %) I H (Grant No0.24KZS304);  [F 5 = i &
R S G20 A% R AR g R AIE 72 5 351 (Grant No.2022YFE03010002 Al Grant No.2024YFE03020003) .
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