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Abstract

As a new generation of information network, the Internet of Things plays an important role in mul-
tiple fields, and network security has become an important factor affecting its healthy development.
Intrusion detection systems play an important role in protecting network security by monitoring
network traffic. Due to the inherent characteristics of the IoT, such as device heterogeneity, re-
source limitations, and dynamism, it greatly increases the difficulty of integrating network secu-
rity with the IoT environment. This study explores the challenges faced by IoT network security
and investigates methods for using intrusion detection and prevention system to address these
challenges.
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Figure 1. Network segmentation and isolation

B 1. MESERFRE

FEZE 1 rf, ARPEBCASRA, ThREAN 2 A BRI 70 P IZHRBL . RIB 1 S G R RE TR 2 A

DOI: 10.12677/csa.2025.1511284 70 TFEARY 5N H


https://doi.org/10.12677/csa.2025.1511284

(CNY)2

BRI RS v, TR TR P A R P BE 2 el A R X 2% B 5 S A 7 1)
EELYT ] RGN 2T R TR B B, A A FRE IR L TR,

Table 1. 0T segmented devices

=1 MR

W B it B
BLRRAY BRelaings, BV RS
ME 1 g MR IE 2 A, B
LAEOR HaE
BLRRAY MIZESAGHL, PIZET1EE RSt
ME 2 e Wi, Ui
LATEOR [

TR WY 2% 73 B AE 73 BOd B STt 24 19 22 48 it a9y KA IDPS, AT EAGRAP N 25 e 52 R A U
A FITEAE A NAR o X BRI B A F) P 288 Y0 B R e e AT N EAT R R A 0 A, A BT R BT e % 5
P B N SRR L $E It -

IDPS 2812 M B il F DAMEFE I 45 i, ARG S AT D9 B AR AR R XTI 4 it DA PR X 2% o L
FERA W BURIL S BB IDPS, R GE AT LA T AR H A&, Al S0 R BBt A Qi T S AT 9 I A8
HH L 8 B o

K 2 30k TR EAE RS 7 BOA FHAL Y IDPS R G EA TR IE 20T HE KB T AH LR B i, S
R AE N AR B B R 3l

Internet

IDPS1 IDPS2 IDPS3

' ' l

MIEZ1 MIEZ2 MIEZ3

Figure 2. IDPS segmentation system
[# 2. IDPS YR &%

B =/ IDPS i 53 AR A AT iE it % 5 W BOA St . A2 R BOL S 1IDPS, Ik g
LRI IR ) 22 A It PRI A 22 S FAFAGLII LA BTV A U P 2 B i [ 5575 T A9 BN 98 o XA BO T (R 97
BB ER Gy RS W26 G 32 ARVE DT 1)L A it e At S RS B AR B

DOI: 10.12677/csa.2025.1511284 71 TFEARY 5N H


https://doi.org/10.12677/csa.2025.1511284

RN

3.2. MELARA IDPS TREE X

IR L XTI AN Y B 5

a) 10 T D B 1) IR 2% 1 4 R A TR TE

b) i€ 458 7 B T 22 A R A H A

IR 2. FRAE O E M Bo 5, TEIE 4 B IDPS.

a) IR ATFF AW W 2% 22 4 75 3R 1) IDPS.

b) 7EM Bl eI E N IDPS.,

IR 3 EREA 7 Bl S E IDPS.

a) AR I A S M A R RO A AR R

b) AR X285 1) 2 A SR 1 EAT I, A0 T2 MR . S A B AT A AR I
C) RERST I B (g N\ AR O T B I B e AL, G o B B 2 A A
d) #AZeAFA Rl SRR AL

IR 4: Wi IDPS RG05 M RN B BRI -

a) {E |DPS F1[R B 321 5 (A X 28 % 2% 22 1) i S b B B AR {5 1

b) Fc & /4515 %5 IDPS HHTIE M2 H, HifRim s mmig .

AR 5. WHAAIIGIE IDPS #% .

) FEATHIEMIIMIR, iR IDPS 1EH 1817 3 BE il R U 1 X 4% 97 &=

by 58 E AR RS 0 A0 e S ATL i) P o s 1 R A R

c) AR IR &5 AN 151 %2 1DPS il &

PR 6 FRELIRIEAE B IDPS R4:.

Q) AR BOB 22 A T 2844 BGRB8 IDPS.

b) Wit IDPS H E AR LUK I TE 1) 2 A AR B

C) A MRS I B e A F, SREUE AT BN A L EE R R R IDPS AL .
R T EWIVEAL IDPS 1A Rt

Q) VP4l IDPS 7R IIAN TS AR B 3 30 77 T PR RE AN R

b) WA 7 A R GURI I 248 A R R s, AR e 7R e 2 Ak

C) JEAT LA B HE DU S A R 25 1 22 A

4. SR S REE
4.1. SEHNETT

N T SRR SC R TR R B R O, W T AN H R R R R ) sl AT SR . EEL 25 B
PRI B 2L 1 — N RS R 2, % R R REEIRL AR . B RRATI . WERIRME L5 . SKIG H 2t
B0 ARG NZAT NI GE Sy, XTSRRI R ma R [a] A R 2 TR AR AT VAN . $Rh AR R
75 5 AR NTT 2 IR I B % 28R DL B AR R R AR A4S o TSR T UK ARMO ZEH4 1) S3C2440 1
AR FS I F (FEA 400 MHz, HiEES RAM 4 KB), U2 M5 KH Intel i5-8400 4b#%%(2.80 GHz, 8 GB
RAM).

SRR -

(1) TEARIRZIE RIS EGAT VI, GiREE BRI 20 s, B KJE AN 200 s.

(2) BAUNRAT A, B A= 0 . AT R SO IS DL AT, BRI id %

DOI: 10.12677/csa.2025.1511284 72 TFEARY 5N H


https://doi.org/10.12677/csa.2025.1511284

(CNY)2

EX i TINA LT

() Ytk BEH. RSN HEHE.

X RGP FE LUR LA ERR: AR JedleR . RaleR . NI E AT CPU IR, SER MR
B AR AN S s, &Y 100,000 64T NIE K

4.2. YEREVTE

TE AT BV N AZ RTINS 748 R e i VERERT,  ARAE A [5] 10 5. FH 37 e R BUBMBE 2R, 0P g R R AN
PRI ARAE AR SIS BT e R RE KB IR 3 5, R R BRI AT,  RvPlefs— SRR Xt . XM
SOEER A RS, 8T AR R, DU IRARERIREE . BRI a g, A
S RGERETRAR I A FE TR H AR A : KR >93%, JRiRE <7%, RIRFE <1%, “FHmRREHE <
1s, “F¥JCPU HHE <50%.

I SIS R TR 2 BRI S YR RAR ST B . RTRAE H,  RGUENLIN B AR AR AL F
T 1A 95.1% AT R RN RA R KILK ZEINIRAT A 0.5%IRIRFIAR] T KRG TR, b 17XF
R4 0.65 [ R (8] 267 R BRI S 14 39%I) CPU FIH 2/l T 555 5 H s 4.9%1)IK
WAL T TR H bR, WL RGERK.

Table 2. Experimental results

*® 2. SERHIE

16 2R (%) TR E (%) PRI R (%) i J87 s} (1] () CPU 5 HZ (%)
H % >93 <7 <1 <1 <50
g 95.1 4.9 0.5 0.6 39

MRAE A ESEIG AR T LA, % IDPS RGEA mR. #EMIRE s, ARG IS E. Ei07 RJ
FEAE—SE IR BRI, niBeA 7 B i 38 i s 7 B2 ARG I, AR BRI AN ) L 5 22— B 2 R IR BT
fEORTT SR, AE A SRR TT AR R T I — 1)

5. &g

IR P ) I 245 22 2 B RO TR DRDIER R R BE 0 22 A TARPE RN QR PR 2R OC 2. AR JUEH X))
SR 00 T e ) 22 4 i LSRR T SRAT R 48 00 BOANIR 125, A2 I B S A 38 N AR DN RN T 2R 48, e s I A Sy
TEVEAE N ARG SRR (R B R 22 . SCIRR YT, ZARGERE M AL MERHAS It R ¥ AT, X
BRRI 22y RROETE . R E

SE K

[1] ZHBUE. PBCMIER e 5 m = B HoRT A ). 1555 s, 2025, 37(3): 81-83.

[2]  FhEr. PBCPE R T T EELI 45 22 4 i) R T [J]. W45 22 iR 5 R, 2024(6): 144-146.

[3] Juigte. PyBRRIEREE T UH AL 4% 22 AR R K 2 R B Va RS ). 4% 22 A0S Bk, 2024(8): 26-28.

[4] 3K, Tk, YL, % BT SOl SR LT PN R A VA D] B4R, 2023(21): 101-103.
[5] FrHmE, wHEE. BT H AR A BB I 4 F BB MR AL EE[T]. E 3R 5 R, 2023, 42(8): 103-106.
[6] dkiefh. ZHBIAEINAE R IRE NRAT ARIAT 7 [0]. MATRLAEIAR, 2023, 45(19): 189-192.

[7] EBEM. HRVBRNAE NN 585 RS i) 15 Bid 34k, 2025, 26(8): 205-207.

DOI: 10.12677/csa.2025.1511284 73 TFEARY 5N H


https://doi.org/10.12677/csa.2025.1511284

AN

[8] Jawad Khadim Alsayyad, M. (2024) Researching Issues in Information Security in Internet of Things (1oT) Systems:
Challenge & Solution. Journal of Al-Qadisiyah for Computer Science and Mathematics, 16, 251-263.
https://doi.org/10.29304/jqcsm.2024.16.41786

[9] Sisodia, R., Banerjee, C. and Kaushik, M. (2023) Problems and Prospects in Internet of Things (IoT) Security Threats.
AIP Conference Proceedings, 2760, Article 020008. https://doi.org/10.1063/5.0148939

DOI: 10.12677/csa.2025.1511284 74 TFEARY 5N H


https://doi.org/10.12677/csa.2025.1511284
https://doi.org/10.29304/jqcsm.2024.16.41786
https://doi.org/10.1063/5.0148939

	物联网面临的安全挑战及一种IDPS应对方案
	摘  要
	关键词
	Security Challenges Faced by the Internet of Things and an IDPS Response Method
	Abstract
	Keywords
	1. 引言
	2. 物联网网络安全集成面临的挑战
	3. 一种物联网入侵检测和防御系统的实现方案
	3.1. 网络分段和隔离
	3.2. 网段边界的IDPS部署算法

	4. 实验设计与性能评估
	4.1. 实验设计
	4.2. 性能评估

	5. 结论
	参考文献

