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Abstract

The design of an intelligent detection and active defense system against Advanced Persistent Threat
(APT) attacks is an applied research project. The development and application of the system are
driven by multiple factors, including addressing security threats to open API architectures, tackling
the challenges of APT attacks’ concealment and long latency, and enhancing API-layer protection
capabilities in key industries. The system is built using artificial intelligence and deep learning tech-
nologies. It achieves the project functions of accurate APT attack identification and active defense
disposal by leveraging technologies such as multi-source traffic collection and preprocessing, a
CNN-BiLSTM-Attention integrated model, and a dynamic response rule engine. On this basis, the
system ensures B/S architecture visualization, millisecond-level real-time response, and cross-sce-
nario expansion and adaptation, thereby improving security management efficiency. Meanwhile,
the system features simple maintenance and update operations, and supports model iteration and
strategy optimization. It provides a closed-loop protection of “detection-decision-disposal” and vis-
ualized situation monitoring, which helps fill the technical gap in APT attack protection, improve
the API security protection level in key fields, and promote the integrated application of network
security and intelligent technologies.
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Figure 1. Overall architecture diagram of the project
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Figure 2. Multi-level collaborative architecture of security response system
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Table 2. Data set sample distribution statistics
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Figure 3. Schematic diagram of attention submodule and output layer structure
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Figure 4. Diagram of backend support architecture and high concurrency adaptation
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Figure 5. System deployment architecture diagram
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