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Abstract

Under the backdrop of the globalization of the automotive industry and the increasing complexity
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of supply chain tiers, traditional component traceability models face challenges such as susceptibil-
ity to tampering of centralized data, information silos across multiple entities, low efficiency in
quality issue tracing, and infiltration of counterfeit products. These issues severely hinder the es-
tablishment of supply chain transparency and trust systems. To address the above problems, this
paper designs and implements a full-lifecycle traceability system for automotive components that
integrates blockchain, the Internet of Things (IoT), and smart contracts. The system adopts a lay-
ered architecture of “Frontend: Vue.js + Backend: Go/Gin + Consortium Blockchain: FISCO BCOS".
By employing a strategy of “on-chain hash storage for proof + off-chain storage of detailed data”, it
balances data security and storage efficiency. Leveraging smart contracts, the system automatically
triggers the recording of key data—such as production parameters, quality inspection results, and
logistics nodes—onto the blockchain, thereby achieving full-lifecycle traceability of automotive
components. Simultaneously, it establishes a multi-role, fine-grained permission control system to
ensure data privacy and operational compliance.
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Figure 1. System architecture design diagram
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Figure 2. Interaction diagram of system functional modules
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Figure 3. Production management module
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Figure 4. Quality inspection module
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Figure 5. Logistics transportation and tracking module
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Figure 6. On-chain information test results
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