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Abstract

Aiming at the core issues in credit card fraud detection, such as extreme class imbalance leading
models to favor normal samples, insufficient discriminative power of traditional features due to the
lack of temporal correlation, and high misjudgment rate caused by the lack of targeting in over-
sampled generated samples, this paper proposes a set of XGBoost detection schemes integrating tem-
poral feature enhancement and targeted GAN oversampling. Firstly, based on the public credit card
fraud dataset, a four-layer temporal feature system of “transaction hour—temporary user ID—trans-
action interval—interval statistics” is constructed to supplement the temporal correlation infor-
mation of fraudulent behaviors. Secondly, targeting the two core missed detection patterns (small-
amount missed detection and large-amount fraud), a targeted GAN oversampling model is designed.
Target samples are generated through feature constraints, and high-quality samples are screened
using cosine similarity. Finally, the key parameters of XGBoost are optimized to construct a high-
precision classification model. Experimental results show that the scheme achieves a fraud class pre-
cision 0f 98.81%, recall of 84.69%, and F1-score of 91.21% on the test set. Ablation experiments ver-
ify that temporal feature enhancement can increase the F1-score by 4.25 percentage points, and tar-
geted GAN oversampling can increase it by 0.99 percentage points.
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Figure 1. Detection model framework
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Figure 2. Generator and discriminator network structure
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Figure 3. Missed detection samples statistical chart
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