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Abstract

In the application of highly reliable and secure SOC and embedded systems, it is common to encoun-
ter anomalies such as code segment illegal operations, memory illegal access, stack overflow, criti-
cal task crashes or crashes in the system memory area due to complex external environments, re-
sulting in the failure of critical tasks during system operation. To solve the above problems, this
article designs a security protection technology that combines software and hardware based on the
PPC460 soft core processor. By limiting the access space and permissions of memory through
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hardware, software tasks can only have specific operation permissions in specific spaces, which can
effectively prevent illegal access to system memory and stack. By using Hardware-based critical
task snapshot and recovery techniques to snapshot stable tasks, when a critical task is damaged,
the original parameters of the task can be detected and restored in a timely manner to ensure the
stable operation of the entire system; At the same time, it is supplemented by an abnormal upload
module, which can be used for software to conduct abnormal analysis. Through experimental veri-
fication, this design can provide security protection for the memory protection area, and by inject-
ing faults, it can restore the original stable tasks and run them normally.
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Figure 1. Security protection overall architecture
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Figure 2. Code segment exception protection execution process
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Figure 3. Stack protection execution process
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Figure 4. Read-only segment exception protection
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Figure 6. Task snapshot recovery logic design
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Figure 11. Critical task recovery verification
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