Computer Science and Application HHE 1Rl 5 M, 2026, 16(3), 668-679 Hans X
Published Online March 2026 in Hans. https://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2026.163093

ETIWRRARNAIRE N HREREEN RS

BB, WART, & #, KE&F, T A&, HEH
RN TREZE 5 B TR Re, 1095 AR

Wes H . 20264F2H7H: FHEM: 20264F3H7H; & AHM: 20264F3H16H

R

BT KiE 5 #2 (Large Language Model, LLM)ZE48 RE 1. HEILIE4 . RBAERESRHHIMA HiE
i, HRZERERMRY, FlnTREE. RAEA RBEERERGSITERENK . TTE4Web
IR 4 TR RS R T S MR M e SR R TR » 30 DA 1) AR R 45 N P D AR R B VLA TR e e B B0
Python H 3L AT EoR R I3 B (CFG) TSR, R R &M B E 0 KR T AR R B T1T
NBATEAT, BERERISQLIENA . XSS CSRFEMELRIA, N R TIMCPYMIUA B TRBHE L H X
BRRNENRR, FFeh A& EREEERT RN TR G . SIS ARV PTHR 07 e
FERRE N ZER WS KA, BN ARMET B3k, REANZEERRIRRIBERS%
TR

X 5in
KRR Z4, PWEBAR, MCPHHL, TRkl

A Sandbox-Based Security Vulnerability
Detection Platform for Large Model
Applications

Cong Chen, Shengyu Xie, Hao Chen, Xinyu Chen, Yue Yu, Yafeng Xu

School of Information Engineering, Xuzhou Institute of Technology, Xuzhou Jiangsu

Received: February 7, 2026; accepted: March 7, 2026; published: March 16, 2026

Abstract

As the application of Large Language Models (LLMs) in scenarios such as intelligent question an-
swering, automated operation and maintenance, and code generation becomes increasingly preva-
lent, their security issues have become more prominent, including security risks such as tool
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poisoning, prompt injection, unauthorized operations, and command execution. Traditional web
vulnerability scanning tools are still unable to reliably detect these new types of vulnerabilities. To
address these issues, we comprehensively apply sandbox isolation mechanisms, attack chain recon-
struction algorithms, Python automated analysis techniques, and Control Flow Graph (CFG) analysis
to dynamically detect the tool code and its operational behavior of large models in a secure isolation
environment. This approach not only detects traditional vulnerabilities such as SQL injection, XSS,
and CSRF but also identifies tool poisoning attacks and complex prompt injection vulnerabilities
specific to the MCP protocol. It can also output a visual report containing the complete data flow
pollution path. Experimental results show that the proposed solution enhances the effectiveness of
security detection capabilities for large model applications and provides an automated, low-cost
reference solution for security monitoring and vulnerability remediation for such applications.
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Figure 1. System module
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Figure 2. Full scan results
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Figure 3. Quick scan results
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