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Abstract

This paper addresses high-severity security threats in PHP applications caused by the misuse of
serialization, missing input validation, and ambiguities in path resolution. It integrates three com-
plementary modes—rapid pre-screening, deep semantic analysis based on AST/CFG, and cross-
function correlation tracing—to construct a visual evidence chain from taint sources to vulnerabil-
ity trigger points. We design and implement a multimodal taint-analysis detection framework that
overcomes limitations of traditional auditing tools in cross-file data-flow tracking, sanitizer identi-
fication, and path normalization. In addition, we introduce Al-assisted techniques to generate
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intelligent summaries of vulnerable code snippets and automate verification, thereby improving
the efficiency of manual review. Comparative experiments on the DVWA testbed and several real-
world open-source projects demonstrate the reliability of the proposed approach for discovering
complex vulnerabilities and the credibility of the generated reports.
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Figure 1. Architecture of the TaintScan platform
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Figure 2. Three-mode scanning working display diagram
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Figure 3. Taint model and evidence chain (source-propagation-sanitizer-sink)
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Figure 4. Cross-platform path normalization pipeline
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Figure 5. RBAC roles and control points
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Table 1. User permission table
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Figure 6. Web report diagram
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Figure 8. Self-built sample data graph
& 8. Web BEHGIHEE

DOI: 10.12677/csa.2026.163102 778

PR 5


https://doi.org/10.12677/csa.2026.163102

FH5F

4.2. IEmEMERE

PR TEAR RS ANTEZUETME. SaEpESBs . RIRAMEN . ZFa1mR, DB EITEE
o B T H I TR S o X6 LE 3286 63 quick/deep/functions = AR 0 @, DA AR A — AL S5 IR H RO 520
RS AN AE G A RR, LA TR EE NN THIAKAT, HSERFSPITIUE AR
IR BARIRORIE
4.3. Wb 5ikR

Table 2. Example categories and sinks in TaintScan

%% 2. TaintScan HEH 5 CHYRH!

F5 Vet PRI S (sink) A
SQL {EA $_GET/$_POST mysql_query/PDO::query IR S B S P B
XSS SRR R echo/ B it N M AR T A o
AT HTTP g A\ system/exec/passthru e, SHBARICN TS
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S5

e ai BN ATIZ A S 45 I A AN “ARDIE 48 i Slogger SEfilfb it #8 B 1) s, & 1))
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// [File 1] /var/www/html/controllers/Controller.php

incTude_

once

'../services/LogFactory.php'; // fil/EgiEIH
$userInput = $_GET['emd']; // 1.

fk
5 (Source)

$logger = LogFactory::getLogger('system');
[/ 2. EECHHLS:

RO,
$logger->log("User input: "

BRI N
. SuserInput);

// [File 2] /var/www/html/services/SystemLogger.php
class SystemLogger implements LoggerInterface {

public function log($msg) {
$this->cache = $msg; // 3.

3

15 R RN S A

/7 4. BERTTIEMNR: W RSN PAT
public function __destruct() {
T (Ssink): system J&T i faeh%t

}

/75,

system("echo "

Figure 9. Code example diagram

9. KABRAIE

4.5. GRE T

. $this->cache);

SKHWLEER], functions BEXAEA AN TEAZ, Kt as B, BONBIHEEE. B S R
A S5 e T I B, FEARAX T A N DVWA K B FEG] 1 SE I8 45 R, 5 quick #E3UEL, functions
H A [ S MU B o T A IR g 20 10 N E 0 s, HLUIR SRR e 46, AN DU 18] W) S 4

BRARIH— AL AE Windows X35 UNC/ARBER 1137 5t T D T RAR A FAEME L H R, (i Web 5
CLI WIZ R 5 B 8. i b Ja vl UG AR I 4 21 8 R — /M, (P & & & /£ CI/CD
HEIEAT . R 3 PRI BT SCURE K& TR SR 41, VEAIXTLE T ASONE SH R L

HEZER .

Table 3. Method comparison chart
% 3. FIAEXILEE

iy g4y Hatn
Wt ZE K H AR (IR)
SR
5 FE 43T
&S AT
00 3 HF
BEIE
HEZE ST 3¢
Y AEAL A
TR
5

Pixy

P-Tac

(Bt =M b 05

k-limiting

(1R IR %)

B SR AT

~

Ji

R H

%t

teim

/B T A

RIPS (Generic SOTA) AITi5
Block-based CFG  CPG (1AL 11 1) WAEFRR
(I ) o Custom IR~ (AST + i X[ &)
Context-sensitive % T U
(ZZMR) I-CFA/2-CFA (Demand-driven)
Tt ST 1 LERT WERIBEERR
s P st
D PAS TR K TR H: x
" H 3/ Hook/
i 11/ B A ot R oy
G FRASTLA T KRR B AR E

HARE SR +

WRREE  gomE e R
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4.6. SR

BT PHP B HEE OB AT I IR BRI, T G 7E eval. ZIABURIAT . KRIFFIL gadget 5558 54l
A REAAEA I E BRI . HOT G RTINS BHAFEMREVB 2B A, ROt 2R R/ME
Yo, Ja SRR SN SRS A A PA SR A S AT IR R B I SR B AR AR AR 5] 0

5. &hig

ARSCHEFTG R T PHP B UM INT £, TP IR BESR B A 22 =P 270 T g ke
T K B SO R AR SR, SRR Ha B R AR AT MR s vl R, AR AR A — A, 22
oy BT MOV s b ZaE RS T B mUH T . ARG EZR S 2 A =
AT A FE O BACREREAT PRI ey R 0 #r, IR AL AT Sl 2 1 AR 1 U L A S (B R 5 3K F
A3 2 R S TR 2R % . IR TAERITIHBR, 2t RAAMACEURE S . HimE
MY ST IIAL gadget BE LB E R, HEFTSHAT SAIERIETIA AL,

E&WE

TL 9548 K24 ) 3 Bk 301 H (xex2025341, xex2025350), 443 M T FE 22 e K 22 4E 61 3 60k 55 H
(xecx2025356) IR BE R 2 — o

Sk
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