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Abstract

Although federated learning has the advantage of “data not leaving the domain”, it still faces issues
such as gradient leakage, identity association, collusion attacks, and quantum computing threats,
making it difficult to balance anti-quantum, anti-collusion, and non-correlation. Therefore, this pa-
per proposes a privacy federated learning protocol that supports anti-quantum and anti-collusion,
aiming to provide security guarantees for model training and data collaboration in cross-institu-
tional weak-trust environments. This scheme is based on RLWE to build a post-quantum secure
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homomorphic encryption aggregation mechanism, achieving gradient confidentiality protection;
through addition secret sharing and double mixing server design, achieving anti-collusion security;
combining mixing and virtual client mechanisms, achieving non-correlation between identity and
gradient. This protocol ensures the model utility while achieving the unification of post-quantum
security, anti-collusion, and anonymity, balancing security and system performance. This improves
the deployability and long-term security stability of the protocol in complex real-world scenarios,
enhancing the overall reliability and engineering application value of the system.
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Figure 1. System model
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Figure 2. Accuracy rate under the MNIST dataset
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Figure 3. Accuracy rate under the CIFAR-10 dataset
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