Computer Science and Application HHE 1R 5 M, 2026, 16(4), 195-204 Hans X
Published Online April 2026 in Hans. https://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2026.164122

ATRIESME (I LI R

HRER, EXE&
PERA Tl K5 BoRk A 5 TR ABe, T JERH

Weks H i 20264E3H9H;; FAHHM: 20264F4H10H; KA HB: 20264F4720H

R

FEREEIEB LM EMBENG PR ZNH, BEZREEN SR KRB HEENRRBER
W, —EMEMLE (BNN)EINE SHE BN ERETESHFETE, BE “PESEEIRRS”
BT, #EIMEEEWPAT, MASRIEARR . BERYF TS S RTRIEESO B A&, 03
BARERRE., BfE 5TRAEN AP R R, ASCHR H—F R SME AT 5AE T BNN RS R HESEAE
B RETHEE £ ElGamal [F 35 N 25 M B 25 LR it B4, ST\ “ Ciphertextas Commitment”
EREI EPedersenXiE M F —RIL, FEET XNFRIED, EREHEXNRFESRAE. £HX13E
SHEHE, RFAERSFRERLESHZ LRI SR SBIEREZERIE. ZatEat
50 RR, %07 R R ER W R A B RRE S EEFY, G TREZRIFETHR
ZEIEHEE.

X in
—EMEML%, RSME, TRIETHE

Verifiable Privacy Inference Scheme for
Binary Neural Networks Based on
Outsourcing

Yuqi Guo, Xiaohan Yue

School of Information Science and Engineering, Shenyang University of Technology, Shenyang Liaoning

Received: March 9, 2026; accepted: April 10, 2026; published: April 20, 2026

Abstract

With the widespread application of deep learning in mobile terminals and IoT scenarios, the de-
mand for efficient and secure model inference on resource-constrained devices is increasing day by
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day. Binary neural networks (BNN) significantly reduce computational and storage costs by bina-
rizing weights and activations. However, in the “machine learning as a service” model, inference is
outsourced to the cloud for execution. How to balance input privacy, model confidentiality, and re-
sult verifiability becomes a key issue. In response to the shortcomings of existing solutions in bal-
ancing efficiency, communication, and verifiability, this paper proposes a BNN privacy inference
framework that supports outsourced verification. This scheme is built based on the elliptic curve
ElGamal homomorphic encryption to construct a ciphertext linear computing structure. The “iph-
ertext-as-Commitment” paradigm is introduced to achieve a unified expression with Pedersen com-
mitment, and combined with the generalized inner product argument protocol, it realizes logarith-
mic-level communication verification for the linear layer. For non-linear layer inference, an inter-
active protocol combining homomorphic permutation and multiplication mask is designed to
achieve secure verification of symbolic activation functions. Security analysis and experimental re-
sults show that this scheme effectively reduces verification and communication costs while ensur-
ing the correctness of inference, and is suitable for secure outsourced inference in resource-con-
strained environments.
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Figure 1. System model diagram
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Table 2. The configuration of test platform

=2 MATEEERE

TH fic &
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BERS Ubuntu 20.04.6 LTS (WSL2, 1% 6.6.87)
i PR GCC 9.4.0, C++17 #34iE, -02 fltfk
MRS CMake 4.1.1
N libsecp256k1 0.1 (secp256k1 il i 435 5L)
FFATHERE OpenMP (GCC M &)
YIGRHESL PyTorch 1.13.1 (CPU), NumPy 1.24.4
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Table 3. End-to-end homomorphic inference correctness summary
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Table 4. GIPA protocol performance benchmark
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16 4 16.0 3.3 2.3 560

64 6 63.9 134 6.4 824
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