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Abstract

Graph spatial-temporal networks are widely used for traffic forecasting and epidemic analysis, but
their spatial-temporal correlated structure makes them susceptible to perturbation from adversar-
ial attacks. In order to limit the performance degradation caused by projected gradient descent at-
tacks, this paper proposes a Robust Graph Spatial-Temporal Self-Attention Network model. The
model integrates cross-spatial-temporal self-attentions to enhance the spatial-temporal represen-
tation dependencies, and utilizes a spatial-temporal smoothing strategy that smooths and perturbs
dynamic node features from spatial and temporal dimensions, thus mitigating the impact of adver-
sarial noise on crucial representations and improving the model’s robustness. Additionally, this pa-
per explores the security threats of graph spatial-temporal models and analyzes the PGD attack
mechanism, which interferes with spatial-temporal information flow. Finally, experimental results
based on epidemic and traffic dynamic graph data show that the spatiotemporal smoothing mecha-
nism can enhance the robustness of the spatiotemporal self-attention network layer under adver-
sarial environments with different attack constraints, enabling RGSTAN to effectively mitigate the
interference of projection gradient attacks.
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Figure 1. Robust graph spatial-temporal attention network against projected gradient attacks
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Table 3. Accuracy of different graph spatial-temporal models under perturbation ¢=0

3 MENEE ¢ =0 TR XENTIREEFE

i 5 £ =D Chickenpox EngCovid Wiki-Math

MAE 0.683 1.067 0.507

AT
RMSE 1.029 1.393 0.801
MAE 0.666 0.960 0.563

AGCRN DD
RMSE 1.013 1.238 0.849
o MAE 0.660 0.781 0.559
RMSE 1.002 1.022 0.858
MAE 0.676 0.924 0.419

AT
RMSE 0.991 1.226 0.714
MAE 0.647 0.764 0.446

GCLSTM DD
RMSE 0.975 1.030 0.743
MAE 0.672 1.009 0.538

IP
RMSE 0.992 1.313 0.829
MAE 0.771 0.948 0.426

AT
RMSE 1.090 1.249 0.721
MAE 0.662 0.706 0.462

GConvGRU DD
RMSE 0.978 0.952 0.746
MAE 0.672 0.977 0.534

IP
RMSE 0.987 1.281 0.824
MAE 0.700 0.894 0.413

AT
RMSE 1.036 1182 0.709
MAE 0.664 0.861 0.615

TGCN DD
RMSE 0.994 1.153 0.929
MAE 0.710 0.972 0.625

IP
RMSE 1.035 1.270 0.937
MAE 0.656 0.702 0.409

2=0.15y=0.25
RMSE 0.986 0.939 0.704
MAE 0.684 0771 0.459
2=03y=05
RGSTAN RMSE 1.028 1.036 0.742
(ST9) - MAE 0.706 0.842 0.479
A=015; T
RMSE 1.051 1.087 0.791
o MAE 0.693 0.807 0.466
y=025; T

RMSE 1.037 1.063 0.756
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RULE P S Tk B A, 491140 GCLSTM 7£ EngCovid $E 4 E i) RMSE FF& 1.322, Z/rHi%t PGD
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Table 4. Accuracy of different graph spatial-temporal models under perturbation & =0.05
=4 MENRE £ =0.05 TR & LETIRENEE

i kit g EiL7N Chickenpox EngCovid Wiki-Math
AT MAE 0.704 0.952 0.548
RMSE 1.018 1.261 0.837
MAE 0.666 0.978 0.616
AGCRN DD
RMSE 1.014 1.230 0.903
MAE 0.659 0.806 0.573
IP
RMSE 1.011 1.049 0.866
MAE 0.718 0.981 0.538
AT
RMSE 1.037 1.286 0.809
MAE 0.668 0.793 0.627
GCLSTM DD
RMSE 1.000 1.040 0.886
MAE 0.679 1.019 0.563
IP
RMSE 1.001 1.322 0.854
MAE 0.736 0.967 0.546
AT
RMSE 1.030 1.268 0.817
MAE 0.704 0.750 0.558
GConvGRU DD
RMSE 1.016 0.970 0.826
MAE 0.686 0.993 0.566
IP
RMSE 1.024 1.295 0.855
AT MAE 0.702 0.857 0.658
RMSE 1.019 1.140 0.968
MAE 0.654 0.896 0.695
TGCN DD
RMSE 1.010 1.183 0.986
MAE 0.714 0.985 0.675
IP
RMSE 1.055 1.281 0.998
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MAE 0.651 0.699 0.405
2=0.157=0.25
RMSE 0.982 0.934 0.699
MAE 0.679 0.754 0.444
2=03y=05

RGSTAN RMSE 1.018 0.997 0.739
(5T9) - MAE 0.709 0.873 0.488

A=0.15; JCH AP
RMSE 1.053 1.126 0.798
A MAE 0.695 0.819 0.471

y=025; Jo7sE~iE
RMSE 1.036 1.061 0.768

W7 5 s, BB e = 0.2, IR A 2 it —59 K. AGCRN. GCLSTM J TGCN %
BT LE AN [5] B 40 SR T 250t IRAS [ P g ME R4k, IR TE Wiki-Math 2545 |, RMSE i H21 5%
#Eid 0.9, #r A 1.0 (W TGCN 7E 1P 5l R IAF] 1.008). [FIE;, By ik 2 (M4 = — 5k,
IP F1 DD SEMSTEAFIEIRLE DB ZE R . M2 T, RGSTAN 7E = MHRSE LR R ER
I, H MAE 5 RMSE ¥4t F 8K /KT (I Wiki-Math = MAE 4 0.564, RMSE 4 0.883), Al H! ¢ 1)
Pidhshie /1. & 5 HRIHEBSEIGEE— DU TS PGD MShFEREIGGR, SRAhERS 4R i BRI
K, IMFHET BEEUERE . SR, AFSFEECE BRI b 52 PGD 4 & Yo Sug 152, K24 PGD
TEM BN BN E & B R BB A A 511, 3 KIS AR T aCR) . #lin, £ EngCovid %4
FL A S B AR BRI R T R K

Table 5. Accuracy of different graph spatial-temporal models under perturbation ¢=0.2
5 MENEE =02 THELERIEE

ikt i 40 B0 Chickenpox EngCovid Wiki-Math
AT MAE 0.723 0.980 0.578
RMSE 1.032 1.292 0.865
MAE 0.680 0.986 0.634
AGCRN DD
RMSE 1.025 1.239 0.919
P MAE 0.674 0.832 0.588
RMSE 1.023 1.076 0.880
AT MAE 0.726 0.995 0.576
RMSE 1.042 1.297 0.817
MAE 0.681 0.804 0.658
GCLSTM DD
RMSE 1.008 1.048 0.905
P MAE 0.695 1.029 0.571
RMSE 1.011 1.331 0.861
AT MAE 0.755 0.980 0.580
RMSE 1.042 1.278 0.841
MAE 0.721 0.762 0.587
GConvGRU DD
RMSE 1.027 0.979 0.845
P MAE 0.712 1.007 0.574
RMSE 1.042 1.307 0.862
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FAFA
gk
AT MAE 0.722 0.877 0.685
RMSE 1.034 1.156 0.994
TGCN oD MAE 0.660 0.905 0.708
RMSE 1.016 1.191 0.997
P MAE 0.761 0.997 0.685
RMSE 1.085 1.292 1.008
015 = 0.5 MAE 0.669 0.863 0.564
e RMSE 1.003 1.118 0.883
12037205 MAE 0.709 0.918 0.586
RGSTAN Sres RMSE 1.052 1173 0.907
(STS) MAE 0.734 0.947 0.618
A=0.15; JCHf AP
RMSE 1.086 1.221 0.963
MAE 0.718 0.934 0.602
=0.25; T7EMFHE
4 RMSE 1.068 1.205 0.929
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Figure 2. Comparison of model outputs on two high-degree nodes under high PGD perturbations
E 2. & PGD A TARREEARNSERT < LRIt
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