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Abstract

As the methods of network attacks become increasingly complex and diverse, traditional intrusion
detection methods are limited in performance in complex traffic environments. To address the issues
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of high-dimensional features and complex feature interactions in network traffic data, this paper
designs and implements an end-to-end network intrusion detection system based on TabTrans-
former. By introducing feature embedding and self-attention mechanisms, it captures the complex
nonlinear relationships in network traffic data. Comparative experiments based on the public da-
tasets CIC-IDS2017 and UNSW-NB15 show that this system outperforms typical deep learning mod-
els such as CNN, RNN, and LSTM in terms of accuracy, F1-Score, PR-AUC, etc. The F1-Score of this
system in both datasets reaches above 0.98, providing certain references for the application of the
Transformer in intrusion detection.
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Figure 1. Layered architecture of the TabTransformer-based network intrusion detection system
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Figure 2. Basic structure diagram of TabTransformer model
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23, HERRRA:

PR-AUC = j:Precision (Recall)d (Recall) » 3" Precision, - ARecall, (3)

PR-AUC RENS S BISRLLEAN ] 4 [B17K P FORS B R AR I DL, R 00l 3d 32K o A AN BT A 554
Sto ML THER R ERARIR RS, PR-AUC BEINRIE D B (Mrdi &) IR BE 77, DRl L e % 58 2 Dt Al
ARSI 28 G 0% 5 8 i A DM e o

4.3. LR

NIGIEFTHE RS RI A RebE, A SCHE UNSW-NBA5 Fl CIC-1DS2017 FiAN A ¥iE g Bk AT T S256,
F¥4 TabTransformer 4445 CNN. RNN K LSTM S5 RIRE 22 5] 5 iEEAT TR . BT SESR I 7E [ —
B N IAT, JERA— B8R TR SIS AL E, DARIESRIRZS R AP

2, KH Accuracy. F1-Score Fll PR-AUC X Il Zhsh B AT VAl , b S A B 7E AN 4 L v Rg
BTSSR, SREREE R AN 1-3 FoR.

Table 1. Mean Acc values of detection model
= 1 WMERA Ace 1B

HARINE A5 52 NF-UNSW-NB15 CIC-1DS2017
CNN 0.964 0.9383
RNN 0.9424 0.963
LSTM 0.936 0.9762
TabTransformer 0.9852 0.9848

Table 2. Mean F1-Score values of detection model
5 2. MEREY F1-Score 191E

FERNH A NF-UNSW-NB15 CIC-1DS2017
CNN 0.9604 0.9042
RNN 0.9401 0.953
LSTM 0.9441 0.97
TabTransformer 0.9838 0.9808

Table 3. Mean PR-AUC values of detection model
%= 3. MNAERA PR-AUC 18

RLRNH 5 5 NF-UNSW-NB15 CIC-1DS2017
CNN 0.9668 0.9894
RNN 0.9127 0.9957
LSTM 0.955 0.9962
TabTransformer 0.9901 0.9976
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Ntk — A AR AN [F) Mo R ARSI RE T, AR SCRTEE T % BRLAE CIC-1DS2017 Hidf £ /N F g
57 L1 F1-Score 1H (.4 4).

Table 4. The F1-Scores of each model on different attack types in CIC-1DS2017
F* 4. SHREFE CIC-IDS2017 AR BIEH A EAY F1-Score

Yo SRV BY CNN RNN LSTM TabTransformer
DDoS 0.8212 0.9362 0.9792 0.9974
Port Scanning 0.8012 0.8493 0.8349 0.8536
Brute Force 0.3038 0.8507 0.9339 0.954
DoS 0.762 0.8583 0.9339 0.9731
Web Attack 0.2173 0.2953 0.2997 0.3953
Bots 0.2077 0.4811 0.4 0.4299

4.4. SKBRERRSH

M 1~3 HsRI6 g BT UR H, AR SCHTHEE LT TabTransformer [N A2 46 2 SE7E 1 A 2 46
AR T AT BB (P B . 7E NF-UNSW-NB15 %445 |, TabTransformer ff] F1-Score ik %
0.9838, M TR ILH A AN LRI (LSTM)$E T4 3.9%; £ CIC-IDS2017 %454 1=, H F1-Score iA %
0.9808, MHET LSTM 274 1.1%. fE PR-AUC #&#5 L., TabTransformer 7} Jili% % 0.9901 1 0.9976,
BARILT CNNL RNN K& LSTM A8, W] HAE A1 0t I 5 Bont A B Bt B SRR IR i e
e

FIRVERESE T —J7 45 25 T TabTransformer X 3A% B RFAEA] 2 % 52 BLOC BRI ERARRE /). AHEL T
CNN F 2507 R R E L, B LSTM (I F I 8] F7 FIOOC &, TabTransformer ifid B 3 & /L1 e %
T4 J5) 10 R P9 BN 28 B AREAS [ AR AIE 2 [R]AR OCIE 1, AT B S e 4 WX 28 Be AT A R A A R . )
—7J51f, Focal Loss f15I NFE— @R RE EZRME 1 MAS T4 e L, s ASE 2R 7 | o 2 o B I DGy df 43 28
A, THETE T AR M BE o

M 4 TSR B 2R R I &5 B mT DL — 5 82 3, TabTransformer ££ DDoS. DoS }% Brute Force
b g R T 2R A 1 R EH R A IS B, F1-Score Yt 0.95. 4R, XF T Web Attack i1 Bots 251l
KA, KA FAR R I M AR, Hr TabTransformer B4 T HAh A%, {H F1-Score /5K 2 0.5, iX—
MAREH], MRBEE AR (8] 5 1R R E A B AR, SEERAE LA X 5y 1Ak, X%
B HH Y 12 TR B ST HRRAE B 7 VAL AL B R B AT NI AR AE — 8 = BR

25 BTk, TabTransformer 7£ M4 & N ZAL AT 55 H R I H BRI PERRIL S, JCHAE B JFHIE R
R AP s e PR 7 T B R AR EA . (BRI Ay B G 2R 8 B R I Be 0 ek — R iR T,
X Ja St Fua At 1 e 7 1)

4.5. {REIT RSN

Rt PR EARE R PSR FE A R, AR SCIET CIC-IDS2017 Ml 4E %} TabTransformer 574 it 47
THREEEM . BRI S, SR HUSRE B FL(Permutation Importance) 772, & —FEHLITEL & BUBEARE K
HUE, FFDAMBEAY 2135 FLAB IR T BRI 2 A B0t RURFAE X 43 R 45 SR B DT R FE o FEULERAE b, Gk 4l
Top-10 £ fEAFAE B 22145 R (LA 3).
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