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Abstract
To address issues such as single-point failure risks, privacy leakage vulnerabilities, and malicious
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poisoning attacks in federated learning for pneumonia medical data, a secure federated learning
method named BA-HEFL was proposed. This method is a decentralized pneumonia recognition ap-
proach based on fully homomorphic encryption (FHE) and federated learning. It adopted the CKKS
fully homomorphic encryption scheme to encrypt all local model gradients, which effectively de-
fended against gradient leakage attacks. It also integrated blockchain technology to audit the aggre-
gation process of the global model, thereby ensuring the model’s tamper resistance and resilience
to single-point failures. Experimental results showed that the proposed method achieved a segmen-
tation accuracy (Dice coefficient) of 0.837 and a high recall rate of 0.881. Meanwhile, it could effec-
tively defend against simulated poisoning attacks launched by up to 50% of participants and guar-
antee the confidentiality of model updates.
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Figure 1. System architecture diagram
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Figure 2. Architecture of the enhanced U-Net model
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Figure 3. Model’s federated training convergence performance: (a) dice coefficient, (b) loss value, (c) recall rate
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Table 1. Final model test set classification report (including HD95)
F 1. REERNRE S LR E (S HDIS)

Precision Recall FL-Score HD95 (mm) Support
No Lesion (0) 0.9982 0.9966 0.9974 - 26475292
Lesion (1) 0.7959 0.8812 0.8365 12.34 394468
accuracy 0.9949 26869760
macro avg 0.8971 0.9389 0.9175 - 26869760
weighted avg 0.9953 0.9949 0.9950 - 26869760
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Figure 4. Confusion matrix for pixel-wise segmentation of the final model on the test set
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Figure 6. Visualization of test sample segmentation results: (top) Sample 1, (middle) Sample 2, (bottom) Sample 3
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